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ICoWTid, HARICEIF 2EOMME L. ENSCES GEsto CSIRT 7 &) DOBIRIEE] & o 55 H)
ZiToTWwET,

A4 v T v MRERSEB O G oW Tk, JIHE [JPCERT/CC 4 v o7 v FREXIGL R —F] %
THMEL T E N,

JPCERT/CC 4 v & F v MREMIGL FE— k
https://www.jpcert.or.jp/pr/2024/IR_Report2023Q3.pdf
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AU D 7 4 v o v 7 F A P OWERRE, Eo T 7 7 v FREN»END» TH I B ETRAT
[& 1-1] IWRLET,
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localStorage.setItem('test', 'testValue');
if ((localStorage.getItem('test') !== null) & & (localStorage.getItem('click3') == null)){

var click_r = false;
document.addEventListener("click™, function(){

if(click_r == false){

localStorage.setItem('click3', 'click3');

window. open ([ )
click_r = true;

}

35
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BaIRE, EEMLE R & OHRAERE TV E T,

AV v TV MICK BWHELKRS LHREON ko720, 5L d JPCERT/CC ~ofFHmititic i %
B LET,

L2, e - by

JPCERT/CC <Tii. EWNOME2—F—2FHT 2V 7 by = 7H-GEOMFHEBHRPEND 4 v &2 —F
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10
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1.2.1.1. Rk

FA > OB O L W HastE e E AR I N GA IR, [TEERE ] LiiEn s 3GEERT L. A
FHISH L CTIL CRSRZIF O T T g §, AP id\@%ﬁ??’%”ﬁ&@%%ﬁ LEl7,

FATHE : 1448 (O bHEFIERS 5 ) https://www.jpcert.or.jp/at/

2023-10-10  Proself @ XML #MEEARSR (XXE) B3 2 Iagstk 2 B3 2 LR o Ei
2023-10-11 20234 10 A=A 27uy 7 reFx 2 )54 07 v 2 F L3 2 iEEi
2023-10-11  Citrix ADC 3 X U Citrix Gateway D557 (CVE-2023-3519) B3 2 EEME (BEHT)
2023-10-18 2023 4£ 10 H Oracle 85hD 27 V7 4 A Sy F7 v 775 — MBI 2 FEME
2023-10-18  Cisco IOS XE @ Web Ul Ic 1 2 HE[R A& O Mgt (CVE-2023-20198) B3 %
PR LTS
2023-10-18  Proself ® XML #MBFAESIR (XXE) (BId 2 iag9tk 2 B 3 2 B o d i (EH)
2023-10-20  Citrix ADC ¥ & O Citrix Gateway D i3t (CVE-2023-4966) B3 % T EMafd
2023-10-23  Cisco IOS XE @ Web UI D Hfas514: (CVE-2023-20198) I i3~ 2 T EMaie (E#7)
2023-10-26  Proself ® XML A5 AS M (XXE) 1CBI3 2 Magg1t % M 3 2 W o Eumie (CEHT)
2023-11-15 2023 11 H~A427uy 7 r2F 2 ) F 4807027 LcBs 2R
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HEA V7 7% X2 5B0EHREF 2 ) 7 4 BhEEE D L < 13N CSIRT @ 5 & | T HEIZ I
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(1) AAROHMEEZENIC L7 A 57 7 v AAlHER 1T HEZH 5 DR Y 4 o~ — BB EE) I
B9 % E LS

2023 4 11 A 16 H. JPCERT/CC i3, HADMME LRI L7282 7 7« A AlHg7 IT HEZIH
RO Y A N —CEREBNIC BT 2 A2 AFA L £ L 7.

COFERMGR A H T 2 L7 o 72 Fiix SSL-VPN HI#8% ArrayAG > ) — X O Jfeg51: % FEH L 7= fEr
WG L 72, JPCERT/CC 13 2 0B OFE % 2023 5 AEHL L H A N—2 X2 ) T4 W% EL T
L L F L7z, ZOE, CoOXEL, / —ZX 27V v KD Proself % Fortinet £ ® FortiOS 7z & 0Lk,
DOHfiFEE B L KBS FALKEAL v 7 75 0fTbNTwE T AL F Lz, &9 LaREER
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T, OB ORI L 72 a5tk 20 5 BRI L CliRA K EE 2R T & itk ) L7z, R
Tl HEOMFEERE 2o ICBE L 2K 8D 4 v 7 4 7 — 2% R LT, N85 7 2 & A A[hE
AT 2 REORE LB AEHEARL T E T, 72, SR OENEY A N —K8 L o R i
AL TVt RERDOMICD . SHROFATIC L > TR X SICH 0BG ONET T % B 3 3 K
DR XN B AMRENED & % & JPCERT/CC RE& L Tk h . Shl DAY 4 o~ — W8T E) o B % ik
ML CHEMRT LI TE L,

HA DM % ARRIC L 725682 & 7 7 & ZAA[RE 7 IT & 7E %40 5 HE D EER R Y 4 N — S B 3
% {EE M
https://www.jpcert.or.jp/at/2023/at230029.html

(2) Proself ® XML #M5EARSIE (XXE) B9 2 1EHAEGE

2023410 H 10 H, ¥kRett ) — 227V v FidA v 94 v 2 b L — VRS 7 — D8I [Proself] @
XML /MR EARSIE (XXE) BT 2 fattoEmas ARz LT Lz, FHibick 3 e, Ao B4
B HOUBMPER I N TE Y, B2 SFHZICH LT, WBDOHELZ T TRV DHERT 27200
HEOFE L, Itk O EE BN T 27200E, 7y 77— iRz Y ) — 2T % L TOYENKE
DML T ThIE LT,

JPCERT/CC 1% 2023 4 7 AIC RS GE TR A I N0 FLA R MfagsiEicownw . T L oL ilg o
AR~ DBHISIE 21TV E L7z, 2 DR, &M O Mas5tk B3 2 EMAME D o T WA %
CHET 22 2HERLC0wE L, 20720, ShHofigts L V% o-EFHZFICHRALTH LD
72® 1, JPCERT/CC TIZRFITTOBEMAEK L FIHD 2023 4£ 10 H 10 HicHEEMEE % 205 L, FED R
e TE EEMEIL RO T F L7z, £72.2023 4E 10 H 18 H.26 Hic XML 4 5EAZ K (XXE)
DRI T2 T v 7T — P AR N0 FEEMEEZEH L, Ty 7T — b OBHE LT F
L7,

Proself © XML #MHEAES I (XXE) 1<BIT 2 Magg ik 2 B 3 2 BB o i e
https://www.jpcert.or.jp/at/2023/at230022 html

(3) Cisco IOS XE @ Web Ul i 51 2 MR A& OMiF5 1 (CVE-2023-20198) 1ZBHd 2 & HFE

2023 4£ 10 A 16 H (FRHuEER) 1< Cisco % Cisco IOS XE ¥ 7 + v = 7 @ Web UL #46EIC B 1) 3 HE[R A
ol tEs X 2 OBRICET 2 HERE AR L £ L7,

KRt ER NS &, RO Web UL HREZ B 2)IC L T 2546, FIKREIZRE S 23 v
24y P —ZICRHINTWEZ&ICRD, BRI TWE Ay P =B v 2 —% v PLEET
EhnAy b7 —=27THEEAICE, BAEINTOARWE=ZFD, R ELOFET 7Y v F 2{EK L. 4
VAT LRI 2 RS D D T

JPCERT/CC T, AMasstk %2 EH L 2 BIC X 2 WEOMELZ T E L, T/, AMfasslEx2EH L 72
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WEBEPZTTREINTHLIAEELD 2HEO) X FORMEZZIT, 20 ) 2 25, KIes5H: % EH
LB 22T 530, LBICK OV T ARWENHBSLHD Y 25 e L3I INE L,

Z D72, L BEORHEPHE LTV, HEORNZMRA L, MEE2FE ML TH 55 <<, 10 H 18 H
WKHFEMWMEZ NFELE Lz, AT, A vE—32y F LELOXF 2V - X7y bogirdr b, Kifessit:z K
BINREINTH S LHEEI XN 2B 2 LT 2 BERFAERCS U<, @M z2171v», HEE
e L gt~ DB 2 MU T £ L 7e

F72 2023410 H 23 H, Cisco 87 F N4 # Y #FH L, fiffsd X 117z Cisco [0S XE ~DKEIC DO\ T
DIERDBILAWETEZBEIEL 72T v 77— ORI Z1T o 72729, JPCERT/CC T EEME A 5
WL, 7y 77—t O@EHZFO»TE L7,

Cisco IOS XE @ Web UI o 5514 (CVE-2023-20198) 12 B3~ % i B i
https://www.jpcert.or.jp/at/2023/at230025.html

13. 4 v 2 —% v b LORRIHB LB AZHE < B3 2 8L & s
1.3.1. 4 v % —% v bERBLH> 2 7 2 TSUBAME % i 72 81

JPCERT/CC Tlid. AMREELBICH T CRIEI N7 v F2INET 28I v — 2K L. 2%k
FHUIBICEBBICE L T, 4 v 2 —3% v PERBINS X7 4 [TSUBAME| Z#EE LEM L T g 9,
WINCEWCTD, RAT A VIS — bR EEHMHT L ICX ) AOBIHE v —%2EH L T
3, TSUBAME @t v+ —TINE I N-BEFERIET 2D T — 2= o TH LTS,
Nx, NI NMIFEBHRL~A T = 7, KBy — L OfFRA L LT 2 2 & T, WESE %o
HIEE 2 ERECE 2605 0, 7o — S s O WEIEE) 4 & Ol AR ICSE S Tn E
4, TSUBAME iC oW T, KD Web ~— % ZTHMEL 72X v,

TSUBAME (£ v & —% v b EABIHIS 2T L)

https://www.jpcert.or.jp/tsubame/index.html

1.3.1.1. TSUBAME o #1#ll 7 — % & H

JPCERT/CC Tli, FHMlfkD v 27 LEHED S 41, HMFED A v F 7 — 2 I1cJ@ 57 v + Offa &
BLTW272132% X5, HAEHN®D TSUBAME O+t v % —CZE L7237 v F 25K — FIICES L
<2774t L., BEHREHIC JPCERT/CC @ Web ~— L TABL TWwE 3, 72, PRI & ic B
MCHEHINHREMNT S (4 v 2=y PERMBIHILE—F] Z2FL T3, R,
202347 20 9 HOWIRICE T 3L K-t &, LR—FCEZUNARD o -HABZREVIAALE 7T a s
RBLE L2

TSUBAME #H| 75 7

https://www.jpcert.or.jp/tsubame/index.html#examples

14


https://www.jpcert.or.jp/at/2023/at230025.html
https://www.jpcert.or.jp/tsubame/index.html
https://www.jpcert.or.jp/tsubame/index.html#examples

JPCERT [&@&°

Avr—F v FESBHILE—-T (20234 7~9 H)

https://www.jpcert.or.jp/tsubame/report/report202307-09.html

TSUBAME L & —+ Overflow (2023 4 7~9 H)

https://blogs.jpcert.or.jp/ja/2023/10/tsubame

overflow 2023-07-09.html

1.3.1.2. TSUBAME @i#hq

HIL 72585 R — F L7y MCC R 1062iIc k272 b DD

PSP HEEA 1T B
fir & 6~10

BINk P —
J % H A4 DY

A

JL
X

G

HAC
ZN|

MNLET,

-
-

2] & [ 1-3] 1

1

T [

ﬁj\

-
-

&

. Efir1~5

%

ik

il_/_:

50000

45000

40000

35000

30000

25000

20000

15000

10000

A —

5000

og/eT/Ee0T
8z/eT/Ee0T
9z/eT/ee0T
te/eT/Eeot
cz/er/eent
oz/et/ee0T
8T/eT/€20T
91/¢T/€e0¢
YT/TT/EC0T
TT/eT/ee0r
oT/eT/Ee0T
8/z1/€0T

9/z1/Eeoe

v/er/€cot

Tfer/eToe

0€/TT/€20C
87/TT/€20C
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6T/0T/€20T
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ET/0T/€20T
TT/0T/€20T
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£fot/€e0e
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T/0T/ET0C

8080/TCP ——80/TCP —ICMP

—23/TCP —22/TCP  —6379/TCP

[ 1-2 : TSUBAME T8Il X 72505+ — b D B 1 fid 5 5657 v P& (2023410 A 1 H-

12 A 31 H)]

5000

g

1000

500

0€/2T/€20C
82/¢T/€20C
9z/TT/€20T
vefeT/eToe
eefer/eeont
02/¢T/€e0t
8T/¢T/€20C
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YI/TT/ET0T
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8fe1/ezoe

9fzt/eToe
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8¢/11/€C0¢
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0Z/T1/€20¢
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9T/TT/€20T
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TT/TT/EC0t
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8/T1/€T0e

9/T1/€T0e

¥/1T/€20T

z/TT/eToe

TE/0T/E20T
62/0T/€20C
£2/0T/€20C
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TZ/0T/€20T
61/0T/€20C
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ST/0T/€20¢
€T/0T/€20C
TT/0T/€20C
6/01/€002

Ljot/ezoe

sfot/ecoe

g/ot/ezoe

T/ot/€T0e

8443/TCP  ——37215/TCP —ICMP

—3389/TCP  ——443/TCP  ——445/TCP

v F¥ (20234 10 H 1 H-

[ 1-3 : TSUBAME C#lHl X758 R— b D EA7 6 i 5 10 iz ¥

12 A 31 H)]
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T/, BE1TEM 20234 1H1H-12H31H) @, 8EF— 1 ilX7 v D AL 1~5 L0 6
~10 fro o2 (K 1-4] & [® 1-5] TRl E T,

50000
45000
40000
35000
30000
25000
20000

15000

10000 ‘~“ }M ‘ ‘
5000 “m"iﬂw m

R

méw,."\ w«rﬂa,m.‘wiﬂ# ot

ol "'NA‘\»

ot
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2023/1/1 2023/2/1  2023/3/1 2023/4/1  2023/5/1 2023/6/1  2023/7/1 2023/8/1 2023/9/1  2023/10/1  2023/11/1  2023/12/1

—23/TCP —22/TCP  —6379/TCP 8080/TCP ——80/TCP  —ICMP

(X 1-4 : TSUBAME T8l N7-%58cHK — b D EAL 16 5 o7 PR (202381 H1 H-12
H 31 H)]
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2023/1/1 2023/2/1  2023/3/1 2023/4/1  2023/5/1 2023/6/1  2023/7/1 2023/8/1 2023/9/1  2023/10/1  2023/11/1  2023/12/1
—3389/TCP  —443/TCP —445/TCP 8443/TCP  —37215/TCP  —ICMP

[ 1-5: TSUBAME CHUHl X N 72585eHR — D b7 6 fiid o 10 froo-s7r» 4 (202341 A 1 H-
12 H 31 H)]

AP D % CBHl X 7% v R T 23/TCP (telnet) S8 D@ETL 72, K\ T, 22/TCP (SSH)
SEDIEED 6379/TCP & ANEDLY 2 FEHICARVE L, 4 FHE 5 ZFHICBHEI 27y ML
80/TCP(http) . 8080/TCP %iDiff=E T L 7=,

16



JPCERT [&@&°

1.32. ~n=—® v } O & Z Do

JPCERT/CC Tli A v X —% v b FIENGFEHM DO = —Fy P 2HKE L TKBEELLELNTL 34
DEENAEZIEL., TEEEZ o L TwE 3,

1.3.2.1. ~=—-FK v FBLlE)mE

KEic ==Ky P CBHllINT 7 e 2B oHEFZ (KM 1-6] iIWRLET, %&b, KD packets
X7 7 ZE %, src_ips IZIXETLA A P ERL T3 (LLTFEER,

NZ—Ry ~ICHT 37 o EIBO#ERE (2023F1081H-128318)

e packets —— src_ips
||M/M\‘ L 16000
'I\-.. ; \ ;"ﬂ'\ |
A\ NIWAY |
[ v 1)"\,\ NN /\.\\." \ [V || - 14000
106—_ /\f v \J“/ \/IIII .l"a/\vu"ll\d\\/'/\/\"l \/ \/
\/ L 12000
1 v
bl 10000
: g
2 Lsoo0 &

- 6000

4000

- 2000

(K 1-6: ~=—Fy MCHT 27 27 2EOHK (2023410 A 1 H-2023 4 12 A 31 H)]

¥/, ~"=—Fy PRl I NS R — Ml T 7 v 2B D LA 1-5 460 % [R 1-2] X0 [K 1-7] i
LTI,
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[ 1-2: 38R —MRIT7 7240 b v 7 1-5 (2023410 A 1 H-12 H 31 H)

# SESEAR— b 7 7 e A

1 5900/TCP 4,349,008
2 22/TCP 3,151,382
3 23/TCP 623,492
4 3389/TCP 621,573
5 445/TCP 436,034

e i— Bl 7O XE v F1-5 (20238F10818-128318)

140000 - —— 5900
2
120000 4 — 23
— 3389
100000 - - — 45
£ 80000
g
2 60000 -
40000 -
20000 4
-D _
I T,
S
Ay
LAY
A

(X 1-7 : 585 R— b RIT7 7 2% b v 7 1-5 (2023410 A 1 H-12 A 31 H) ]

ARPUEHAIC BT 5900/TCP A= MICNT 27 7 A% L BHIE N TWE T, 2o DEFEITTF R
F D% Ik, Graynoise & DT —XR—=ZATEFAFXT ¥ VY —VLThs ZMap 7 74TV P EHEEI N
TEY MYy — "= 2RI IHNTAT Y v 2fTo T30 LE 2 bNE 3723, BE CliifE
MFEICL 2D DO2HEHICLZb02HBITE L3 TE TR A,

N=—7FK vy b Tlt, Shodan ¥ Censys &\ o BN EZHN L LIZAF v F—00DT 7 €A H %L
BN FE T2, ZNOHFENRBENO N7 v P EWBEEZHNE LTy PRXIT 2 2 &L <
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SHOBREL o T T,
1.3.2.2. ActiveMQ DJfas5 ic 03 2 BCEEATT D 8Ll

2023 4 11 A LUK, JPCERT/CC THRIE#E 1T > T\ 7z ActiveMQ D g5t (CVE-2023-46604) 1243 %
PRFIEH S L OCBEHAT 2B L <9, Ffasstkix. 10 A 26 H CRERHE) Az d DT
¥, ActiveMQ 2342t L T\s 3 OpenWire € 2 — A iC B WTIE, #IHIREET 61616/TCP £ — F Dffb
ZIBETIoTH Y, JPCERT/CC <lt, 11 A 2 HED 5 61616/TCP Icxf3 2 7 7 £ ADOHfN %
BAILE L (M 1-8],

72, 11 H 6 H» b I3 AKigsED PoC Ic& 45 ClassPathXmlApplicationContext & \» 9 S % ~=
Av—FicFb, TED Java 7 T A% A VAR V2L T HZ e Ta—FA2ETI-EILLTWE LA
bz ry PERBHEIL T (K 1-9],

61616/TCPIR— +(CRT BT U ZIBO#ERE (2023F10818-12831H)

e packets ——— src_ips
| Lo
||
- 140
107 4
1 - 120
“ 1 - 100 ,
o e
= 107 4 El
2 ] 80 @
1 - 60
10" 5 L 40
| R
|||||..|||I|||I|||||||‘||‘||| Lo
~ o o (s} o o (s}
S & & & g & L5 F &8
o ) e T . . T e, e T
- R R R N N .
9 v ¥ v ® v 9 K ? Q

[ 1-8 : 61616/TCP K — Ficxi$ 257 v Mo (2023410 H 1 H-2023 4£ 12 A 31 H) ]
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ActiveMQMiEFEHE ICRET 2B TOHER (2023F1081H-2023F12H31H)

200 4 packets src_ips 72
175 | 64
56
150 1
48
125 4
g 40 2
w 100 4 o
= L 32
75
F24
201 =16
254 -8
D T T T T T T T T T T D

i P~ ™~ Ly O O 8] O } (n!

S & & & £ & L L oy 8
S S N - A S
A\ Y A% Al A\ A% Al A\ A "
A

[ 1-9 : ActiveMQ D i3tk i B3 2 BEERIT 0 #EFS (2023 4210 H 1 H-2023 42 12 A 31 H) ]

2. s P B S e et TR )

JPCERT/CC %, Vv 7 + v = 7THIGHHE O R 2R ZN2 2 L 2 HE LT, BRI W esstEmz
Y] 70 PR IC BN L CBLERBARE IC X 2R A R U, MeggtEiE e & BLBARE AR L 72 05K
TER % Mas9 EIEH AR — 2L JVN (Japan Vulnerability Notes 5 O/ TBGE N EERULBEHEERRE (IPA) It
F#EE) 2B CCAKRT L L CASFEREZRIEHZIToCnE T, 51T, MFHEOIEVIAAZE
7HDeFaTa—7 4 v roEke, Hlflly AT aoMiEtEoMEIC S EY A TWLE T,

2.1. e gg PEBEER IR DI o IRDL
2.1.1. JPCERT/CC iz 3} 2 M35tk BE S o I b v

JPCERT/CC T, %t b7 MasgtEBhEEEHIcx LT, wR & 7 2 Magstdk ic Btk 3 2 WS FAFEE O Fr
JE  Me5s B EE R D ) 75 B~ D, BB E 1T X B WEFS T D BREES R LI 1) 72 A 2 AT

JUN Z@ U CHasgfEia &z —MRICARL TnuE 3, £/, &KL M5 HEERO B 2> D% R1
RIEHIED 7291, CVE (Common Vulnerabilities and Exposures) Program (fifl % D 5514k % FFiE.

i, A ARINLb DA 2w /LT e il LT B IRz I2a=7 4 -k hiEDLNT
w3 EFR 2205 E) . £ DR IKE DO MITRE #2350 T 97,) IV TR T CNA %#tHET 2
Root D&% 5 & L b ic, CNA (CVE Numbering Authority, CVE ##%&#E8) & LT, CVE &5 D
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5 %T>TnET,

JPCERT/CC %, fFEEA SR [V 7 b v = 7 855 o 5514 B i ic B 3 2 BURBIR | PR 29 48
RIFEFEAERSE 195) ko [P ¢ Lc, "MEHEELEDa -T2 —v a v ZfToTW
T3, ML L CoifEt, CoBREICE S MEReF2) 74 RIFER - b F—2 v THAF
FAY (AT [RN=tF =y THAFTAV] vd,) ICito T, MasgtEEwe [ZAAHE] ©» 2
MAZATBOE NS AL HEERRE (IPA) L BB ICEEE L T TuE 3,

F 7-. CERT/CC % CISA, NCSC-NL. NCSC-FI & \» o 7214\ o Fi# 06k & o ERTHEE. BN 5%
H 5N MECTHEMIEIC DG L TE T,

2.1.2. Japan Vulnerability Notes (JVN) 125\ TAE L2 MfisstEiEEEs & ORISR M
JVN TAEKL T 2 EgstetFmid. ko 3@ HaInEJ,

® SN—LtF—LyTHAFTAVICHDTRE SN M EEEEERICB T 2 b o (TJVN#] icki< 8
KO F DR DA F % 15 L T\ 3 5 ffl : JVN#12345678)

o [EPFFREE L HARR I H O K MesathElE i (TJVNVU#] icki< 8 Mo FE oA BRI T %15 L T
W3l s JVNVU#12345678)

o fEF IR IC B 2 BTG R Ao R B 23 4 < R oo B D e PSR & > S Hils A W 2 72 TR
72 ¥ ([JVNTAJ ic#i< 8 Mz oo F % 5 LT 3 ;5 il : JVNTA#12345678)

ARPUHIC JUN IS5 TAE L 2 a9tz 113 £ (831 5,164 #F) <. RitoHgiz [K2-1]
RTEEHTT,
ARPYEHHIC AR I N7l 4 ORess B HRICBI L Tld, RD Web _—2 % THMHI 723 0,

JVN (Japan Vulnerability Notes)
https:/jvn.jp/
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[ 2-1:]JVN AFBEREAE]

ARPUEHNC B TARICE - M EFRIFEDONERIZRD L B Y TF,

& N—LF—TyTHANTA IO TG I NIRRT 5 b D 1 28 fF
o [EFFHE LI HFH IS  esgTEEHICBI T 2 b D : 84 1F
o fEss G IC BhE S 2 HiffrfEda EIcBT 2 b 0 1 F

k. N—bF =2y FHA R T A IHD Ness B AR ICB S 5 PR & 8 o IR o n T
X, KD Web = — % TSI 2T 0,

BAZATBOE NG ERLBHEERRE (IPA) Y 7 b v = 7 O Mass B E HRIc B 3 2 i Hik

https://www.ipa.go.jp/security/reports/vuln/software/index.html

ARPEHNCARICE - s EEIRIC o w T, FEBH -2 b 02N L 7
(1) X= b+ F =2y THAF T4 VIcHD & S 7 Megst B S EIC 30 2 R 72 F
® JVN#95981460

Proself I35 % XML #FEASIR (XXE) 1<BHd 2 assi:
https://jvn.jp/jp/JVN95981460/

HREH ) =227 ) v FiEoRMET 24 v 74 v X b L— Y% — X —Proself I 52 XML #MEFAES
i (XXE) D ffegsttic oW TRt b ME 2 H H . 2O WT JUN T FAAF Y 2 R/RLE L7z,
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oMt E, I A AN—BICERA I N TS Z BRI N TE Y, JPCERT/CC (%, [tk &%
LT, FEEE (JPCERT-AT-2023-0022 Proself ® XML #MEBEASIE (XXE) 1<BES 3 figsi: %
3 280 EEME  https://www.jpcert.or.jp/at/2023/at230022.html) #FT 2 & & i, [tk
b FRE % 21T 72 B UG R O I 20 5K & (R 3B 2 1 PIAEARRE LA AR o LT T E L 72,

(2) EFEREE % 72 135 B IR CTHLY o 7 Magg 1k ic 350 2 R 72

® JVNVU#98585341
Apache ActiveMQ IZ J & — } 22— FHETOME55E:
https://jvn.jp/vu/JVNVU98585341/

Apache Software Foundation 2> b A X LT\ 5 X v & —¥ 7 0 — 7 —ActiveMQ IC 3517 2 i 551% (CVE-
2023) T3 7 F N4 Y ©F, AKEiX, Apache Software Foundation 2> 5 D7 F v v XARLiHHTD
P A N—BICEH T 2 NBEHICEE DWW T JPCERT/CC 37 FANA ) BER L £ L7z, 6T, L%
HWarzHAAATCHHEGZFEFo T2 A[RELD 2HFEFT O S bR BHAEEY X b

(https://www.jpcert.or.jp/vh/register.html) ICEFRFAD T ZITIFSEEFERE L CHh@EML T L7,
WICBWTH B2 ERL 724 v o7 v P2 lRE SN TE Y, JPCERT/CC »EMT 2 =—F
vy P CTHMEFHEAZERAL XD L2 BEEMER L T E 3, ActiveMQ % FIH L 72 85, & $2 {4k 3~ 2 ®L 5B
FE T, WEANHCHHALCTWS ActiveMQ %27 v 77— b3 257% L, fisgtE~oxfziED s 2L %
i HEREL £ 9,

® JVNVU#92152057
FXC U4 LAN &~ — % [AE1021PE] X O TAE1021] 332 OSa~v FA4v¥xrvavD
55
https://jvn.jp/vu/JVNVU92152057/

FXC ##E#H =~ & v P WIGEMES LAN v — % —TdH % [AE1021PE] & X U [AE1021] ick1F % OS
a~v v FAvY ey avoFEECET 27 FAA4 5 Y ©F, Yttt i, FEmiE ok e 40
& LT, ENOgEE LN ofEE Ic L 0 FREIICRR I T Lz, AMFof% cix JPCERT/CC #*
FEBL <, FFXHECENMTEE. CISA, IMITEHE & oo s tEER-CBIIEHRIC R 2 HlILE.
BADORHT 2ERONEE DL A4 I v 7 ORBEEITHE Lz,

2.1.3. HARARERHFE R & & T3 B GO IRBLE

AHRRICEE D W THE T h e feggthic owvw T, BRFARE LA N R gEIiE, 2011 LR,
LRBRBRFEE Y 2 JVN E© DEEARERAEE —H] L LTAaRL, B0 FH,2 Y ZIEROTHE
¥, ZhEcic 251 (BEBFEER T 164 ) 2AKRL, 52 (WEpAREET 32 1) DL H
f3 % e c&, MaggEBlEEHROR Y itk T 5 Y] offiHic—EohEE LiF w3, K
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U BN HRE AN REFAFEH — B ICHT 72 1T L 2R3 H Y T8 AT L 7, RAVUREHPR HIR R T, A5F 199
O EAE A REBFEE RIF 2 B L TH 0 . Mk L CRIEBARE CBIRE 2 b D EiE I X EIRIRL % 1
UhiFCcunEd,

9 LU Tic & o CTH BGBREE L@ LN L WG, IPA PEET 2 A ARHERZERHBZY
EHWIFNEARTE 2 X951 2014 FF2 OHIERSUEINE L, T FTIC 2015 4R, 2017 SRR,
2019 FFEICARHERBRDFMESI L. Z 2 COFHEEMR T, REFT 30 M (WAFHAEER T 19 %
JVN @ [Japan Vulnerability Notes JP GHAEARE) —%& | 1B L T 3,

G REFATEH —
https://jvn.jp/reply/index.html

Japan Vulnerability Notes JP GEA&AHE) —&
https://jvn.jp/adj/

2.1.4. g8t ol gs PR EE MRS & o sy PGB i ) A Hl OREEE, IR 2 ih8)

JPCERT/CC (%, K[E® CISA ¥ % U CERT/CC 7s & &Huk CIEHREHO 2 — 7 4 4 —v 2 v 2 f1o
T A O FE AR & 15 ) BEER & i OF, Wass PTG E D P 72 EIRRAUER L, (it 7 & CAHALICEIE L
Tw¥ 3, £72, FIRST (Forum of Incident Response and Security Teams) % {3 U # & 3 % ffa5514: 1 B D
LEEN R I 2 =T 4 —IiGFENCSM L, #EED -0 DR ) R &% fTo T E 9, ARPUEHOI5H)
ZRICHIN L E T

(1) APCERT (e 55 Mk 0 B ICH W T 720D T —F v N — T H 3T

T YT ORI 13 ERRE R S R BN IS SIS 5 7 ERIVIC £ D WIRENEDS B 5 B BATEH
PHERF T TAY = EPBEFEL TETH, Z20ohD% i, MEHEEREZ T BHT 5k
EoTwank | st v P Y v 7 ~OHEEAE > T WRIICH ) £9°, 2 D720, st
~OXIGPIERIE L BV T ARV EABRINTwET, ) LRI EZUEST 2720,
JPCERT/CC Tl¥, 4 v F® CERT-In, &i&® TWCERT/CC 7 b QN icE[E o KrCERT/CC & #/1L,
7Y T RFEERICEH TS CSIRT 2 2 =2 =7 4 —CTdH % APCERT (Asia Pacific Computer Emergency
Response Team) 17 —% v 77— 7 [Coordinated Vulnerability Disclosure WG| %#&%37 L % L 7z,
K7 —F v 7 7n—7cit, M5t CNA (CVE Numbering Authority) 2T OIEFHRILE .
TV T RFERISIC BT A s 7 L — L7 — 7 OREE e SNfess AR IR T 5 X F Ik i~
DY #HADMTONDE TIETT,
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2.1.5.CNA & L ToigHh

JPCERT/CC Tl%. CVE Program DiGENICH ) L. EERH) 2 ag5 i@ icEd 6 LT, CNA L LT
CVEID of#FE#{To c &, ENOBRFHFEEZ A a—7L 32 Root & L THEHIZ{ToCWnE T,
JVN CoOMagstEIEHR O ARICER L Tix 2008 4F 5 HURKE, filid CNA 23883% 3 2 7 — A ZfR\T. CVE
ID Zff5 LCwE 3, AMEHHIZ, JVN TAKRLZD DI 73o CVEHFES 25 L L,

CNA 3 X ' CVE IcBHT 2 5iliZ. KD Web =T % T &0,

CNA (CVE Numbering Authority)
https://www.jpcert.or.jp/vh/cna.html

CVE Numbering Authorities
https://www.cve.org/PartnerInformation/Partner#CNA

About CVE
https://www.cve.org/About/Overview

JPCERT/CC Eyes [CNA iE#jL K — b+ ~HAD 2 ff%k23%772 1 CNA IcSn~ |
https://blogs.jpcert.or.jp/ja/2020/12/cna-2cna.html

Our CVE Story: JPCERT/CC
https://cve.mitre.org/blog/July072021_Our_CVE_Story JPCERT_CC.html

(1) #&n[=ERH JPCERT/CC % Root & L7z CNA I

JPCERT/CC iz HAEN DM E MR A2 —7 L L7z Root & LT, fEifiEo®FHEL L —=v 7y
U 72 CNA {EBGEEI 21T > T d, 2023 4F 10 A 24 H CRERRED) iz, BEmEERS T2
JPCERT/CC % Root & L7z CNA & LT, #7721 CVE Program IZfllb b 2 LV £ L7z, THIC X
» JPCERT/CC % Root & L7z CNA 135+ 8 #Hfk& %2 v £,

2.2. HABE N O g P Bt 4l o i

JPCERT/CC Tlix, AMHBIHE > T, HARENDOMEFIHEIERIEAS 2 8H L CnE 3,
SR DWW TIZ, RD Web =T % TSMHL 72X 0,

e 55 1 17 AR A

https://www.meti.go.jp/policy/netsecurity/vulinfo.html
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fegg et~ P ) v 7 e i3 ?
https://www.jpcert.or.jp/vh/

Bt ¥ =274 RHER S~ F =y THAF T4 v (2019 FMER 2 i)
https://www.jpcert.or.jp/vh/partnership_guideline2019_r2.pdf

JPCERT/CC MasstEEHmEk 74 ¥ 74~ (2019 Fik)
https://www.jpcert.or.jp/vh/vul-guideline2019.pdf

2.2.1. HARENB WIS & otk

AHE T, MasatEiERo it & 2 2 M F O Y X P ZER L . S35 FAFEH 8K Sl % 50
T3 &R, FEKEEITH 25 JPCERT/CC ko 5T\t d, JPCERT/CC T, BLEBFRE D X
FICHEBRE Y R b ~0ERE BEV LW, BEHREOBREUT. [K 2-2] wrTesh,
2023 4F 12 H 31 HEIAET 1,183 L o CWwE 9, SUUEHIZH MBI ) X &I T 2 856
FEDIEHIRI A &R EE L, FECITRIIRT 72 & D720 5% DNes tERIG 2 H155F © % BN BERE
DEFERIEL E L7z, ERLOBESEICIT Z 0BT > WA AR E T 3, Bk & ot

HlicoWTlE, XD Web =— % TSI 72X v,

B BA e B

https://www.jpcert.or.jp/vh/register.html
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2.22. ®WNEAFE & DEM I —T7 14 v 7 HE D

JPCERT/CC T, BAlifEa-ehesatE oBha 7z & o fF s, Misg MG iptm3Ess i< B3 2 Wb FEE
L ORERS, e, WAFHRFER OFRH 2 HIY & L, M IEFHRITEOWEEIC T /w72 n T
COLHBHAREOE S L LDEM I -7 4 v I/ RRHEDT —< I 2 A I —7 4 v 7 ZFMEL T
S

ARIEHHIC B WL, BEHBEE SRSy X2 enRe L2EMI—74 v 2% 12 A 15 Hic, &
K% I T Web i 04 7Y v FIEA CHfE L £ L 72, BIVERIIE A L & 3 2 S BHFEE
PSIRT U FICLHHBEE D i 72 & M2 5> Web BTS2 2 W BEBRE & HbETE
R a2 T WE L, HHIE, BRMSIHEZ BN 2 BCOREE) o BUANMR IO FiH, SBOM (2B 3 2 i)
DA, & F T E AMEFIEFFmIEEE (SVCC. CVSSv4.0, EPSS) iCDoWC DM, 4+ 774 Fz—v %
U CHEBOB RS GEEST I HED 2 — T 4+ — v a vicB T S RHEIC O W oFfERE, R
MBHFEH I X 5 PSIRT By O/, RFC1996 & security.txt 12D C DR, BEFIFEH I X 2 AHLR
D NEFPEHR S O TN/ 21T, 2D DFEEIC O W THNE L OERZmEZTWE L,

2.3. VRDA 7 4 — Fic X 2 a5t o lidfs

JPCERT/CC %, RH#IEGHAEDMAA CSIRT 72 & TOMM ZE L T, v — & w7870 70 557k
WA REL T 5720, IPA #5852 MyJVN APl #4057 — % v —2 & L CHIJH L7~ VRDA
(Vulnerability Response Decision Assistance) 7 4 — FIZ X 2 M55 IEHR OBUS %17 > T ¥ 37, VRDA
74 = FIZ2OWTOFFLWIEHIL, KD Web =% TS LT 0,

VRDA 7 4 — F Me59t& Bt GO €N 7 — X 5
https://www.jpcert.or.jp/vrdafeed/index.html

DU Z & ICliE L7 VRDA 7 4 — FEMEHFEE [ 2-3] 12, VRDA 7 4 — F o i % [[X4 2-4]
¥ [M 2-5] IRLET, [M 2-4] Tlt. VRDA 74 —FA4vF v 272 (Atom 7 4 —F) &, HasgtE
T (Wessto2EMIE®) oFHE A RLE T, VRDA 7 4 — F 4 vF v 7 2%, M OMass R
R A P eI DR E Z T 5 B OFEN T (CPE) 2 &% %3, [ 2-5] <i, HTML & XML @
2 20 F — 2 BT L T 3 IEFHRHIC o v <. F— 2B ofAEE 2R LW ET,
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(B 2-5 : MegathtE o 7 — 2 BRI &I

WasstetEe o 7 — 2 E2UNFIAtER I > wTld, [K 2-5] 1R L7z X9 ic, HipuE e L, K& 7z

ZLiFRonELATL,

.Y 2T LT B ¥ 2V T 4 ARG E)
3.1, TEERIDEE S b

JPCERT/CC Tl il A7 sicsF 2 F 2 ) 7 4 1cBb 2 4 v o7 v+ FflLEHELIE B D Bhla,
Z DMt ¥ 2 ) 7 4 BANBIAICEE S 5 = 2 — R FHe & 2R - b L ) U CENMRZ &I
THRIRIE 21T o T E 3, RPEHIICIUE - 907 L 21T 172 fF T L 72,

3.2. et

UVEE - AT L7215 D 5 b, ENO#IE Y 2 7 LBEREICEER S VFH T RE EHW L2 0%, 1HHR
WG U CHEELEA ZEWNMER I [SZE®)R] & LTiRtLcnE 4,

R EE L 7223 1 HIE 0 R T L 72,
F72. 2022 X Y | AL coFEfle, EHELEhA 7 &% JPCERT/CC 225 0 BH bR & & bic, il
VAT LeF 2 YT AEREE I I 22T 4 — GED ICERR 272w T w2 BfR#E R I [JPCERT/CC

ICS Security Notes | %#Hlfg§ L T3,

(£1) JPCERT/CC 2NiE T2 a2 =7 4 —T, #lffls 27 2BGEEZ P LCEBEEhTHE T,
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[JPCERT/CC ICS Security Notes] (X, JPCERT/CC 28 L 72 %l > A 7 L& ¥ = ) 7 1 BH#H D N
BRI B, FRCEHL TR 0IERZEDC, WEHICED X BB RH o700 b5 X
I, ROHRicay 7 MicELdibDTT,

<< 1. ICS B o Mg gt lEER >>
o JEFMESHLE— T (2 HAEXTE)
> ICSz2—¥—HffkoxRKoSE L L3 2% JPCERT/CC 2300 % 1T > 7= 1CS BE# L5 i
B L F— P AKRDOBHIS ¢
o gtk lo—&
>  JUN TAKLZMEFHEERD 5 b, ICS BE & o gt iEmo —&

<< 2.1CS BA#E 0 Z MR >>
® ICSEHEHODA vy T v b~y = THEDOEBICEHET 2 1EH

<< 3.ICS B Z ofh D fFR >>
o FHTL A b PEEMEE, EH%, ICS X2 ) T AMEDOBE L 25 X OhOEH

<< 4.JPCERT/CC 225D BHI HH >>
o gtk i, A v T v b (¥ a2 ) T4 Fl) OFEC R L odEfgdk, 4 v

k44014 JPCERT/CC 2> & D &H 351 & ¢

<< k. JVN CHg# L 72 ICS fess I8 —E>>
® JUN TR NMsa s 9 5. ICS B#EEL G D g tEiE | %z U 2 R cig#

APYHR I HR L L 72 ICS Security Notes 13X D 1 T L 7z,
2023-11-30 JPCERT/CC ICS Security Notes FY2023_#Q2
JPCERT/CC Tit, filffle AT 2t X 2 ) 74 EHREE I I 2 =7 4 — i <, R A =D v 7
UZFZRITEY, XA—=D v 27) Z2 MITITETE 1,346 ZICERR L T 20T IS, SINERLH L

ABTTEICOWTIE, KD Web = — T % THHEL 72X 0»,

e 27 a2V T4 HRIEA 22274 —

https://www.jpcert.or.jp/ics/ics-community.html

IO DIEHRIRALLIAIC S . Hlflls 2T LICBELET 3 Y 7 by 2 7RI B TEEE Do R B P o
JEWHEFI 7R EBRER I NZEAE I, [TEEER ] &IN5 ERIT L. FAE LA xR
U2 T CTOE T, £RITRE CHEEME QI 72 v d 00| [EN TR & i 2 filfl >
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27 LT BEE S 2 B O MEggEEHRIC O W T, FROMKZIE U253 2 L 2 HAE L THEBIRELL T
Wi,

3.2.1. i ke

ARPUEHRICFEAT L 72 i3 0 fF T L 7=,

3.2.2. Z D, FFEX DI & WO D F 7= i g P

ARVEINCTEAT L 7 % O, FeER O 2 MO 20 1 7= e this i 0 R T L 72,
3.2.3.ICS Jfaggtsrpr L — b

H % 5341 %247 o T 2 il o R 7 2 BRSSO Mg HEEHIC 2 W T, 2 O 2 B Z & IcHLy %
L, TOFRPORFICEATREBHREAMIAT LR - F2ART WM HAE 2021 £ELLT-T
WET, ALF— b, Hlflle 27 22— -0t *x 2 V7 4 HYFICHE T T, HES =7 2 BEE
i D e 55 PR AR R 7 Bt i < BRSO AN R 3 2 il o R 7 2B D E S5 PE~ O XIS 2 R T S BR o=
EERERMET s 22 HE LTV T,

ARPUHR L, 2023 FRE BHlIC AR S - MesgtEE R om0 5 [KNX 7'a b a2 3 2 8 5IcEkE
CHIRE W= T Ay v bay 27y Ah=X Lo (CVE-2023-4346) | 1CiEH L, itz L7z L
R— 1% 2023411 H 30 HICARL F L7z, AMesthid. [BERICT 7223 3BT 2527 —
FERELEGS, ZONAT—=FE2ENTLEI EAXRT—=FE2 Yy FTEFERLV] v,
KNX Zarareigflic) vy MEEEZEVAD I L 2ENTWE LI VEZMET, o ICS 7 u
FarEFAT2EG TR VEGIMETT., Th v v bay 2B GAE R0 ICS Fa b
INThH, By 7 EERT 2 FESRVE VLI MERIEX TR AREERH Y 3, ALK —FTiE, 7
N— b+ 7 3 —RRBEECTODT A v bay 7D DoS WERICEM I N2 REERSH 0, X HiC,
a v 7 RERO A A AR Y] 72 & DoS W DOFENE il HBAICX o Tdkbid 2%, £
Wassttz BlcHH L £ L7z,

ICS WesstEabrL F—F — 2023 4 R —

https://www.jpcert.or.jp/ics/ics-vuls-analysis-report.html

3.3. Ml 2 7 LB#ED 4 v o T v P

JPCERT/CC T, #ilfl> 27 2B#D 4 v > 7 v PREZZ I T, WA fE A oW
MOMNIGZE FEML TWEFT, RUEHICE T 261{H o 27 2 ICB#EST 24 v o7 v FRE~DOHIGHE
X1 fFClz, MENEIR, A v 2 =32y MREATT 7 2[4l 2 7 LB E#EICBEIT 2 o
T, HEICD L OWTCHTHES L UHAELEDE LT,
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3.4. B NIfA & o i

SICE GGHHlE#hlfE4) & JEITA (B rEHEmEERS). JEMIMA (HAESGHIER TES) 25%E
HMICBE L Cw ARt X 2 ) T A7 —F v 77 —FiesmL., #lfflc 2720 F 20 7 4
WKL CTHEMAFKDO 4 L BERABZTVE L,

35. I AT AT F 2 Y 7 4 HEFHEY — v ofiit

JPCERT/CC T, il A 7 2O L #EMAICAT 2 ¥ 2 ) 7 4 LoREEBZHMEBL. N7 v 2D
ButFa ) 740 E2ToTnwZL 2 HME LT, fliffiztF*=2) 74 HEFHliY —LvTH 3
HARR SSAT (SCADA Self Assessment Tool : Hi LiA&Hl) < J-CLICS (#lfl> 272t *=2V 74 HE
A — V) % BE TR L T E T, AR, HAK SSAT 1B 3 2 FIHH LiAA1d 7 < | EHERC
7L 780 BET 2, HAN SSAT 23292 kD & £ T L 72,

HARR SSAT (SCADA Self Assessment Tool)

https://www.jpcert.or.jp/ics/ssat.html

J-CLICS STEP1,/STEP2 (ICS % * =V 7 4 HC Ml — 1)
https://www.jpcert.or.jp/ics/jclics.html

J-CLICS Bt iepsntsiti (ICS ¥ =2V 7 4 HCZHI Y — 1)

https://www.jpcert.or.jp/ics/jclics-attack-path-countermeasures.html

3.6. gk EHENSERICSF 2V T4 | 6 MIHDOHHEAK

JPCERT/CC <Tii, IEC 62443 + V) —X & ) BHEAFHRIEZHE DT 21TV L TH R T T z724
7eoic, ZOHFICEIrNTWEEREF 2 ) 7 A ZIEXIY LT TN 2 TFEERL¥ERICS +
Fa )T 4] ERELZ, SURICHA TWZ72 288 % 2022 4 8 HICHIAL £ L 7=,

ARPEHHIC B WX, 12 H 14 Hic [ — v RFBEFICNT 2 F 2V T 42 22K L E Lk, AF
T, ICS KBFT 2V AT LA v T 7L —v a voRFOF — L ARMEEF N LTy P A —F
— KD B EF 2 )T 4 EERBE L 72 IEC 62443-2-4 iIco T, HEHEL ok & 5. BIfERSTh o
WETHAD e EICOWTHRALTVwET, ChCHETHEI AL AR L7

fEHE s 522 3 ICS £ ¥ 2 U F 4

https://www.jpcert.or.jp/ics/information07.html
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4. [ Eh
4.1. g5k CSIRT KRR 35 K UG S HRIE B

7D National CSIRT Zr & D 4 v o7 v FGIHBEE T om E2 X % 720, HEESSL A XV + TOiHE
7 Y %@ U 7= CSIRT ORESE - SEHE%#ITo T 1,

4.2. [ERE CSIRT it

EHEA2 E-RoTHRETEA VTV F~DRL— X367 % HIWIC, JPCERT/CC 135k CSIRT
L oL D T WE T, 7. APCERT (4.2.1.%88) % FIRST (4.2.2.%0) cFER nE 2
57 L. %EE O CSIRT i oFtH 4 b BIRIICS L Tn»wE 3,

4.2.1. APCERT (Asia Pacific Computer Emergency Response Team)

JPCERT/CC %, 7 ¥ 7KV D CSIRT =2 3 2 =
F IR Bk L T Steering Committee GEEZRE4)
HHE L TnE T,

APCERT ol £ 8 APCERT 2 31) % JPCERT/CC O&EICDOWTIFRD Web ~—v % TS <
723\,

4 —T®% APCERT iCH T, 2003 4E 2 HD
AVANR—IGERINTEY, T, ZOFFH

S

JPCERT/CC within APCERT
https://www.jpcert.or.jp/english/apcert/

4.2.1.1. APCERT Steering Committee 237D FE it

APCERT @ Steering Committee 23, 10 H 30 HICEGERHZ T\, 512D APCERT D&#E /7§75 &I
DWW Cigam L ¥ L7z, JPCERT/CC It Steering Committee X ¥ N— & L CREICSINT % L [FRFIC, F
R L TaEEEEZ P R— M LT LT

4.2.1.2. APCERT 4EXR#82x 2023 ~D SN

APCERT DERMREB LAY 7 7L v A8 11 H8HE 9 HiZ, FEFFICHI Efe& 4 v 74 v ChlfiE
NE L7, FERRAICITAPCERT OFHEA v N—THEARL—v aF A AV = (33F—2) DI b
JPCERT/CC % &1 20 F— A0S L £ L 7=,

Steering Committee X ¥ N—® 5 BB T35 3 F— L OBHEFELE D TH L, CyberSecurity
Malaysia (=L — 7). SriLanka CERT|CC (RV 7 v #) XU JPCERT/CC 3 ndFEINE
L7z, BEF — 2B X VEEEREF — 2 0duE T3, KrCERT/CC (§E) 33 EF — 412, CyberSecurity
Malaysia (v L —>7) PREEERT — sz icB S E Lz, £7. JPCERT/CC IZFHH)5
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WCFREINE L7z, JPCERT/CC (35| 2#%i& APCERT O FiFR % X UF Steering Committee X v/ 23— &
LCIEIEREFHZY —FLTEVD 9,

4.2.2. FIRST (Forum of Incident Response and Security Teams)
JPCERT/CC 1%, 1998 FDh¥LANK, FIRST OIHENCRMATICSIN L TwE 37, 2021 4£ 6 H 225 13,
JPCERT/CC o EHE i~ 4 — ¥ v —NHAEF T2 FIRST OB FE L2 Ko CTnE 3, AL, HHA O+

VIAVICEAMESICEMLE L, FIRST O IcOWTIE, XD Web =— V% TS 77X,

FIRST
https://www.first.org/

FIRST.Org, Inc., Board of Directors

https://www.first.org/about/organization/directors

4.3. #g5 CSIRT FE DKk X 084
43.1. P ARF A% v UZCERT ~0iil (10 H2 H)

7 A_F R %D UZCERT 2 L. iGEIORIICOVWTe T U v 72175 & L dic, 5ol lico
WTERREZITWE LT,

4.3.2. ¥ v Ji F—n Cyber Security Agency DKahi (11 H7H)

¥ v AR =D Cyber Security Agency (CSA) DEHITHIG L. EBIDRIICONWT e T Y v 7 %175
Lebic, SBomIc o TEAREEITVE L,

4.4. X Ofta[EER &~ D Z
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