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BETH D,

HA RS A v OEGE

KA RTA4 Tk, & — N(failure mode), % (effect), L U\ EAfEAT (criticality
analysis)iZ o5 < A R U 27 2 % FIVNTEI D 24 C = 5EIEN7 A3 E 38 S hT U % (FMECA) [IEC
2006), #%HA RT7A4 kLT, LTFOFKEAIZHT AHEEZEFID Y TTWD,

o RAE - A FTA UPNEH SN D5E ORI EORELRA ) 2
{X(DoS BB, REHT)

FEAMEER ., B TR W IERAH))
— NSRAT, MEFRFAK)

e

#

I
+

1
2= fi(F—¥
3= F(EED

g
NN

]
halil
il

®CERT & A —RF—A 1 T H—FF— A v U RPAIC L KRERFFEET TR S LT
%
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o HEEME - A RTA WA LR, KEPMEVIAENT-HE. TOENED
FRE F CHEERRE e MagatElC S22 N D ) 2
= X

w N -
I
ot &

o BIETAXDN - HA RTA NIRRT DL, EOBREDI X NELET 5002
1= S(FEL & FEIELE)
2= (AEMRH & FEMELE)
3= K(A B & HEMELE)

T, EREO=ZDDEERETA RTA IRV THNT GO S, FEIREN~27)iX,
A RZA OB Z D 572 DIEHTED A N 7 A% 8T 5, £HA K
T A L BERIBMLOBE LU TO =20 L LIS IND,

LA L-3(BESENANL: 1~4)

L AL-2(B SR NANL: 6~9)

L L= (B JRNANL: 12~27)
ZOFER, M1 TREND LT, L1, L2 HDEWEEEERTH 5 1L~L-3
G LTV LAY LNVDOHA RTA v ERETHLIZL Y FRETE D,

)
AlHETE
fEEaRR:

FRIE: th
AIHETE: i
EEaAF: o

2R % E - 39
AT REME &
EEIRF: B

B 1: B4 74 v OBESFEIRAL
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TOARIZATEE LTCHEY 7 Ny =T OBBER T Y =7 N COMEHE A B I3
HENTWD, FilER T Y7 MZBWTIE, X TORZ X — RZHEIT 5 Z &
NHERE XN D,
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B

Java 7’m 7 I I VSRR L KR a—T 4 U T ERATOTIEOIC, BETELa—T 4
THANIVBERRIR TH D, a—T 4 Z7HREL. 707 I ~OREEEDH 5V IETaF4 Tl
. Tavey NROMBOERIZEVIRE LA R4 —RHES o7 vr o
~ &Y 5, —Ba—F 4 VRN SN BIE, Che0KIE Y —Aa—F
AFEHLVTEIL SN T o 22 HWTEHMET 57200 A R 7 2L LT T
2o

CERTOracleJavat ¥ =27 a—7 4 v 7 AX X —RiZ Java7n /7 IV SiEICLD
BRRA—T 4 T DDA FIA i L TWD, ZabDhA K74 DOHBY
X, EHATRERMETIMEIC SRR Y 9 D LA TRV a—T ¢ V7 OFEIBLE L ORERZEE
ERETHZIETHD, ZOEFaTa—T 4 U TR X — REEHATLZ LT, B
TIOBEMMEDH 2 LV @i E e v AT LMERIZORNDHTES D,

COWEFIT, WATRHEIZET D Java A FT A4 U Z2F#li LT\ 5D,
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1L Lz

1. IXLC®HIZ

Z Ly R CHARERAE VI, LHAFEIEITE—FXFEYEEIND, ZHE N
DRI, ZOBEETHEDN TS L IIC, 7 4 —/L K EESIEFE O )7 % 59 [Gosling
2005], AL v RETHEINDIEEIL, LAEZLKETIND, TRXTOAL AL AT
A=V R, BT =V R, BROESNERIT, e =T AEVICREINDI AL TH
Do B—ANEHRLAY v ROGIHE, BROBESINC RTO550E, kL TALy FHT
HHINT, Java ATV ETL(IMM)DEEEZ 1T 7200,

BAOEF AV AL F Tt v T —%FT 7 F vk, 70y TAL U AEYD
R = EMMICRTFT 25y v V2 28~V THRFEEL TV 5 (K 2),

) {

One or more One or more One or more One or more

levels of levels of levels of levels of
I cache I cache I cache I cache

MULTI-CORE CHIP.

Main memory

B 2: BADHEEA T VBN FTal P DF—F72 F+

HEBHOMEIIF Y v a3, TITEAA L AEVICEZI ATV E LV
W, EHEEBA~OZEIABFERLO AHEMEIIE S 720 0T, oA Ly RSB L7 (5
HCRWVVEBIE A AR BENNH D,

B2 am s UL, 22— RORIFREITIRRFEITIE I v 2 — ) —T7 S, & A
T—F A FDETIE, N7 A= RRECDTZD, AN TRT U E A DV AT A
RV ZP TS LR, LEEBn- T, Y—RAa— REREZET TR, #E
ITNERF23 & 95 72 2 03 EBIRE Tlde vy, FATIERF O VR O FREEZ BB L T2 &
X, T—HBEORALNDRKADO—>TH D,
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1%L

TROFNZBNT, a s bi(EEH) I/ a =NV EREIFA LV AZ AT =L RTH D,
MERIIMALV Y FInET 78 RPARARERT—AINVERTH D EIRET D,

IZL®IZ, a=0, b=0 &F2% (F1),

F1: XLy FIZL3AH 201

Ay A1 ALy K2
a=10; b = 20;
r1=b; r2=a;

ALy 1 IZBIF5 20 A(@=10; BELO r1 =) WILEFEHEN RO T, a2 /34 F
RTUVHALVAT NI OBEAZT->THRY, FRRIZ, ALy F2IZBWTHIHOE
ZIXBHIATOND, iz, EEICKT 2 X 57228, Java A€ Y ET /L TIXETIRTH D
FIABIZ L DD SEFHAZFTF L TN D,

v 5 % EATNER ERAD—fl &% 2 1TRT,

#* 2: EITIEFE A1

FATIE (FFfHD) ALy RES (YN RASNDE TE I
1 t a=10; 10
2 t b =20; 20
3 t r=b; 0 b OHIHIME, BIH 0 & FEAILD
4 t, r2=a; 0 a OYIHIME, BH 0 ZHiAHH D

ZOEITNADBNZ BN TIE, 1 & r2 03, EHEOMER0 & 10)zmiAls Z & zliffsh T
WHIZHDPDLT, HAxLEb & aDEFEIOMZHARD, UTFORITIE, BIOFT
NP & AR 2R LT D,

Z 3: FETHFE A2

FATIE (BFTH]) A by REE (AWN RAESNDE EEHIH
1 t r1=b; 20 FAI(AT v 7 4k DE(20) % @i/ L D
2 t 12 =a; 10 FIAI(AT v 7 Y OfE(10) % Bt B 5
3 t a=10; 10
4 t b = 20; 20
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1%L

FEROFETIETIZ. M %, AT v 74 & 3DFTRIC, FOETHEROD & a iz
D,

LI ) DWMORERZ DY — 2 ZHIRTIUE, Y —Aa— RFRELWNE D Elr L
T D, L, HEXBAT—RMAV IR AL Y RIZERBRENTWBIE/FTHEITEN
72ELThH, ¥ v v IR VEFOENR AL AV IIKMENRNZ ELEZ6N
60

7'va T ~<id Java ST CETR S L2 MM [ZEED XA TALEL 2 523 T X 5, JMM (X))
EORMNAOHESNTEY , BROFIWY XFAL, E=F0ny 797 ruy 7 ([E

Au w7 ORSEEN) « BRORA Ly FOBBORA &V omiifEE2 S AT 5D, JMM
TliX, 7'a 77 ANOEREMEIZI W T FHai%4(happens-before) & FEIXAL 5 PNEFBIfR 2 E
BLTWD, Lz, 8EB 23775 A by FOEIEA OfREREZROND T & ZIRiGE
TH7DIZIE, TAIEBORNIEZ %] &V 9 X 9 7 happens-before BAfR 2N EF S il
2B,

Java SiZ1AF O 17.4.5 i TFHFIFEAEDNAR) [Gosling 2005] (285 &,
1. E=D7 02k BICHS TXTOZLE=8~Dr v 2 L0 b FaiFET S,
2. volatile 71—/t F~DZZAZRIT, BEICHES T XTDF 7 4 — FOFER Y LV & F
HIFAET 5,
3. X L Fostart()FEH LI, G S S X L FHDIEEDEIEL U & FRiFELET S,
4. HS XL PPDTXTDEEIZ, FDX L N~Djoin() > 5 IEH# IR > T-flid X L
w NED & FRIFEAET B,
5.4 7z FOFZ g4 FEIEIEIL, 77 2T ADMDITLEDBIEL Vb FFIEALT S,
6. X L FICLEBMR L FADFABZDIEH] LIZ, FAFER L NIZL S EAHRD
AL Y b FRFELET S,
7. 3752 PO RN T IDRETIE, FHA T 0 DT o T T A DR
LY bFFIHEAET S,

T OO EMEMIZFH % 4 B4R (happens-before relationship) 23 FE L 72 W54, Java R~
TUWVMYITE RIS O A 21T 9, HOEEN—2D ALy FIZEVEZREH, Dl
LB —DODOMD ALy RRFHEY . b OFHY & FALITFR/IRABIRPFIE L 72
WE, T ABAaREET D, ELKFEEbENE T YT ATIET — 2 HBAIEHAEL
RV IMM T IE L R Si- 71 75 DD Fk— B 2R3k T 5, Bk — B &3,
HIZMbTRTDAL y NICEDWHELA~OFRHEZBEDR, HD5—EDIEFITH>T
FATSh, o, FAL Y FOBIEREE T 571 7T AMIFEl SAZIEFE D 123 TS
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1%L

NTZDPD L DI, EDOX D RIATRERITH ZRNFEA L RN L 2 EHT 5[Tanenbaum
2002] , THNERDEIIZEVNZ DI ENTE D,

1. F ALy RPETT L5 & FEALOEIEL KA Ly RRFATT DA TR R S
(A L v RIEFF),

2. FAPRAERMRICESWTHEAEEZ A 2 —V —T L, —2OFATIEFEZ KT 5,

3. ETNBR—EMEAT HIIE. TN TOFOARREIL, T LEFEH, ZDOE A
TR DOEFART —H BIR S 2T U B 720,

Tl T ARBIR—BNERTLHLEE, TRTOARL Yy FICK AL HOHEY &FA
HD3A CNAFFICEE S W T TN %,

MEEAETY T 7B RAOEBEOILTIEFIL, IROGHIFKIOH lWT“Eéh5é
- ALy ROEKEAEN, 70/ 7 AERKOETIARF (Fn 2 7 AEF) 2> T
- TRTOfEIE, Java A F VBT ILOHKICH > Tl b TV 5

INHO—HOHRRIZ K-> T, vl I<i3EkT 2707 a0t~ T 4 7 A% HfiR
THZENAREE R, a3 TRIRE AR~ v B IS el b 21T 2 &
#3C % % [Arnold 2006].

Java SRBICIZWHBERIZ BT D4 RSB BE NG ENTEY ., Y/ I~vn<v/LF AL
v R 7T a0~ T 47 AT D DI,

1.1.1. volatile ¥—U—F

HH LK% volatile (Effi L CTEST 52 & T, AfAMEEZMAEL., £/, BH~07 7t RH
FEOIW O 2 IR TX 5, volatile ZE~D7 7t 2%, BEMEDA 7V AL M
BHIRBEDOT b2 v 7 WERFET 2 O TRV, LEERn-> T, HANAREBREDT 2
v ZPENMRRE SR T UL 72 B2 WA, volatile EAfi7Z 1 TiX 4y TldZewy, (FEMIE
A RKT4 2 IVNA02-J. HEEHA~DEEBREDT I v 7 EEHET D #5H)

% volatile EE79 5 Z & T, voaltile B A~DOFEIALDN | FIZHBBEOHID 2175 ALy
Kﬂbfﬂﬁkﬁé$%%$%%ﬂﬁiéhéomm%%ﬁm®%ﬂ&®w1£ﬁéh
L5 AT — KA Y EZZOD volatile B A~D & 5 55t ORNIFHEAET D,

WS OPDAT =R AL FEETTH ODAL Y RIZHOWTELET S (K3),
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1%L

Thread 1

Statement 1 (statement does not use a volat i 1e variable)
Statement 2 (statement does not use a volatile variable)

Statement 3 (statement is a write to a volatile variable v)

Thread 2 l

Statement 4 (statement is a read of a volatile variable )

B 3: ZoDR Ly FEEDEFTRT— X2 F DY

Thread 1 & Thread 2 I3 FHaIRAERMREZFiH. Thread 2 1% Thread 1 235 T3 5 & TlLBH
RS AWASTAN

i opcix, Thread 1 @ Statement 3 233E % AT volatile £%¢ v . Thread 2 @
Statement 4 N FEAE S, Z OFERY #EH 1L, Statement 3 D HT O EIAIE BN S U
TW5,

volatile ZHDOFEIAI & FIALEAEITW O 2 5 Z LN TEF, 7=, IE volatile ZH D #AE
EW R D Z L TERV, Thread 2 723 volatile 4k % Hi 4Bt % 41T, Thread 1 @
volatile ZH~DEFIALLIFIOFIAIIT X THH TH D, 2D K 9 IZ volatile Z2# D Hi A3
FTEMIRVVRFEN T SN D7, T =< A LOA——y RIZRIGEEFT
IFGAEEIFIERI L TH D,

BB OFNZ BT, Statement 1 & Statement2 78V — 22— ROZERIEE D IZFEITEN D
PRAEIZZR2 VY, W AT — R A > MEIZHERITEAERRIIFE LeWnad, a3 ZIXHBIC
WORZ D Z ERHFINTWD,

volatile 2545 & FF volatile ZH [ THRAL 2 2WOZ 2FK 4I1CE LD D, load & store 1T,
FRENFIY & EirA L [T H %[Lea 2008],
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Z 4: volatile Z#.5 J ONFE volatile D V&2

1L Lz

AR 228 TR

I H DRI

R DR E

JE volatile ZZ% D

load

FE volatile 255D

store

volatile Z%t»

load

volatile %t

store

3k volatile 2% load Af af af KAy
Ik volatile 22t @ store Af af af KAy
volatile % ® load N N e KA e
volatile ZZ#(® store A af Ka] KA

1.1.2. FI#{k (Synchronization)

ELLFEHbEN-7 27T L%, B 9 5%

FIR FATNEFF T — 2 i e a 7200,

DaN

OFE, A LT3 IE volatile 2% x & volatile 248 y 231E L < AL STV 70,

F5: XLy FICLB3AAG #D2

ALy A1 ALy R2
x=1 =y
y=2 r2=x

ERROFNZHSNWT, Tl OFRFEATIEFF 2K 6 BLT £ 7 177,
#F 6: EITIE/F #1
2T w7 (HEH) ALy R# AT — KAV b ES AN
1 t x=1 3k volatile Z5¥~DEIA L
2 t y=2 volatile ZE#~ D EiAH
3 t M=y volatile ZZ D HEHLY
4 t r2=x 7k volatile ZE4 D FHEEL Y
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1%L

& 7: ETIE/F #2
2T w7 () ALy R# AT — KAV b ES AN
1 t M=y volatile 2D HL Y
2 t r2=x JE volatile A% DL Y
3 t x=1 3 volatile 225~ DFEIAA
4 t y=2 volatile ZE 4~ D EiA I

BAOFATIEF Tl FRTBAERRR AT v THICHFEL, AT v 71 &2 ITEICAT v
73 & 4 OFNZETEND, Ll “FBOFTIEFTIE, EDORT v 7HICH HHi
RAEBBBIFELR, KoT, ZOALy RUAHI (£ 5 XLy NIZESCABH D
2) X, FRIREBBRE R VWBRETIEFRZID 55720, T—4BE52EATND,

ARRMEEE LSRRI D2 & T, AT —XICT 7 82T HEEDOA L v RONE W OLLE]
FERE/DZENTEDLIN, FAL Y ROKET —Z~O7 7 RAFITEE DRV, [
HHEEZIELLAITH) 2 & T, FAL Y RBRIET —H~OT 7B A Z#MERIEFTIT9 2 &
ERFETE D, T2& 2L, UTFOa— RTiEk, BRFIATIAFIZ—D2 &R0, ALy R2 ®
FEORNCA Ly B 1 OEWET R TREITSN D,

class Assign {
public synchronized void doSomething() {
I Ay K1 OBEEFAT
x=1;
y=2
I AV K2 OBELEFAT
=y,
r2 =x;

R 2854, By % volatile E5 T 2 LE 3720, FHHLIZIZ, v v 7 O, &#
TEDIFAT, BXOv v 7 OENEEN TS, LFLOBITlEL, doSomething() A >~ K3
F 7Y =7 MAssignDE A v 7RG LTS, 7uy ZEERNCU TFTO X S22
—T 47 LThH I,
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1%L

class Assign {
public void doSomething() {
synchronized (this) {
Il Ay K1 OBMEEET
x=1;
y=2
Il 2V § 2 O8EEET
=y,
r2 =x;
}
}
}

WG DOHITHEONLTWLEA R v 7 IXFE L TH S,

1.1.3. java.util.concurrent /Xy r—
1131 7 FIv I BRI TR

volatile XA M A RAET D72 DICHNTH L, 7 I v V7 HERIET 2 72 DI2IER
+53ThHD, FHHLIZZOF v v 72O LD TIEH L3, 2T FAMNAAL v FOF

— =y REHWZD, vy VBAEDRKE D Z & 236 5, java.util.concurrent.atomic
NRylr—= D7 7 A%, L OFERETHAZMO L, o, 7 M v 7R RGET 1%

A Z R 5, Goetz HITLAT D &L 9 I~ TW % [Goetz 2006] .

M~ LI DG RBETIL, 7RIy ZRERP L VRNV —F B 7 225
So 1B LI DGEEEETIL, 7 2 30 RS IKBED Al & 175,

TRy /A T AT, BIEOT 0ty S OREEEN LT, TS T A
MM E L T HHRE AL L T\ 5, 72 & 21X, Atomicinteger.incrementAndGet() A >/ ~ K
BHEIE, EHET MIvIICA V7 VAV T HIENRTE D, RO 7 vt v e
I Ha T TR ATy TS D IS WEEAATRE T, LU O L D 7R
LoD A Yy RIFH LG EZNMAT S 2 &b TE 5,

java.util.concurrent.atomic.Atomic*.compareAndSet()

7 AZYZ7(*) IZIL, Integer, Long, F721% Boolean 72 E723% TILE %,
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1%L

1.1.3.2 Executor 7 L' — AU —7

java.util.concurrent /X 7 — UL I X R 7 B WATFEITT H LA Z -9 5 Executor
TVL— LU= & TWD, XX 2L X, Runnable <° Callable A > % 7 = — A % 3244
D7 ACE e EEOWmBl =y hOZ & Th D, Executor 7 L— LT
— 713, LRV DART D a— ) TR A Ly REENS X A7 OREE SBEET 5
ZLEEAREICT D, 2OV V=AU —=7E, VAT ARFERICAETE S8 Eo Y 7
TANEZTEHETH, —EOMREZIRIE LT A ENRTEX DALy K7 — LD
o RO

Executor f >4 —7 = —RZT L — LU= D LR DA L HZ—T =2—ATHYH, ALy
RT— W& T Lie &2 A7 O fi(Future f > % —7 = —RA) &G T 25 LN T
% ExecutorService 1 % —7 = — AT L o> TS LT\ %, ExecutorService 1 > & —
72— AT, YR EEMIC S D W03 ORI T ATRE 72
ScheduledExecutorService { % —7 = — A |2 X > TILIR S LTV 5, Executors 7 7 A1,
WS ONDT 77 FI AV RRaA—=T 4 VT4 Ay Refb, ZAbDRA Yy RiX
Executor, ExecutorService, 3 X OMULOB#E T 5 A ¥ —7 = — A b —AICFIH &
HEERUERR DA Ly R — L& RE3 5, 72 & %1%, Executors.newFixedThreadPool() A
Yoy Rix, A ADRESIROZ X7 FFE% T Fa—& WTLUTEITARERZ X7 O LR
BREE-EEED T — L THERINZAL Yy K=V EIERT, ALy R7—LDOE
4&1%. ThreadPoolExecutor 7 7 AIZ L Wk END, 2D T A% A L 2 Z 2L, #
AT DFEITRY) V= DAL~ A RXTHIENTE D,

java.util.concurrent /X — O —7 ¢ U T 1%, AL volatile £ 7 ERER DRI
TVIT 47X biFEND, ZOEHIL, java.util.concurrent =—7 1 U T 1 3, IRIED
AR A SAL LR CTREALICKWAPI 28D, A7 —J 80T 4 DR LE <, RV
DML o TR ZBmEH TE M E TH D,

1.1.3.3 /R » 7

java.util.concurrent /X > 7 — U1, HA 7 v 7 121X e W iRE A $R{IE 9% ReentrantLock 7 7
AR kE TS, 7o & 212, ReentrantLock.tryLock() A V' v RiZfid A L RARBEIC T v 7
ZRFE L TWAEAITn v 7 OB SH T 1 v 7 L7V, ReentrantLock M35 I OV
BiE, BEA Ry 7 OB LKL F—Dt~ T 1 v 7 2Fo,
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VINAOO-J

2. AIREET NI v IHDOTA RTA v

2.1. VNA0O-J. 57 Y I 7 4 7RI KO Z AT 5

bHAVy NCHRAETY IT7 4 TRERZH AR T, ZOMEICIIMOA Ly FIZLD
B OFAL PSS ILTW RN G LILAR, FORER, ALy RIZBEL L7-@&ET
X720 WHEBOMEEZSDZ L1250 Liven, o B8 4 SO U C Rl & R fr
T2ITE, £ % volatile EE 457, #mitltY) & FABZRBLT D2 LENRH D,

HHEH % volatile EE9 52 & TAL v NE—ZICAHMENRAETE 5Dk, LT D&M
I THEDHRTH D,

© HOEBA~DEIALD, EEATOMITHKLAF LRV,

o BDOEHA~DOEAHBN MO OFIY L EALZMHEDT I v 7 TROVESBIEDRE
FATRIF L2V, GEIE. A R4 > TVNA02-J. HHEBA~DOELBIEDOT FI v 7
YEEfRT 51 20, )

Fel2—=2DA Ly RETNEROMEZTHT 52 & BEFELSGAIL. — R B OFRMEERS
TX 5[Goetz2006], LML, BEDAL v RNZ7Z—2ThHD I EIKIF LI a—T 1~
TEHENEZB I LT, AVTTFUALILW, YhA RTA T2 H 0 ofca—T
4 T HRBODD, HELET LR,

a— &L 5 2 & TEORBVABEAE LS < 720 | BT volatile ¥ — 17— R &4
550 8% OBEAITEENEEDDL I LIC D, L, Ak, "7 r—~r A E

DF—N—r~y RRREL, Fo, BEERATE ALy FRIOBEAB LT Y Fa v

TINZORNBY H 5,

I¥k volatile T2 L7V . o2— FETELL AL+ C.64 By hDTY 25 ¢ 75
24 (long 3 X WM double)~D7 7 £ A&7 I v 71479 T EERAETE D, (ZNHDOE

BAEHROA Ly FTHAETLEEOFMIL. [VNA05-J.64 vy MEDFHAZEZ DT b
v I VEEET D 25, )

21.1. ER 22— F (volatile B8 & TWARWEE)

PLTF O 22— REITHE, shutdown() 2 Y v REMEMALT, run() AV > RCTF=v /X
%3 volatile 727 7 7 Co % done k> F LTS,
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VINAOO-J

final class ControlledStop implements Runnable {
private boolean done = false;
@Override public void run() {
while (!done) {
try {
I ...
Thread.currentThread().sleep(1000); // {i] & 2>DALELZ4T 5
} catch(InterruptedException ie) {
Thread.currentThread().interrupt(); // EAHAT =2 2%V & v K
}
}
}

public void shutdown() {
done = true;

}
}

HHAL > RTshutdown() A Y > REMOHHLTTZ 7 7%ty hLTH, DALy R T
FEDEFREREHGDL ZENTERLDS LR, ZOREE, oA Ly NiL done 7
T U hifalse DEETHDHE L, sleep()A Y v FEBROTHRHLTLE > BENLH D,
F72. done DEAF LA L Y RIZX o TEEINRWGE, a3 Tida— Nkt
LTh &L, fRELTERBL—FIZORN5,

2.1.2. A& =2— K (volatile %)

LLFoié 22— R TliX, done 77 7 % volatile %k & L TES L, done 7 7 7 ~DEiA A
PDA Ly ROB b A THD Z & E2fEFRIZL T D,
final class ControlledStop implements Runnable {
private volatile boolean done = false;
@Override public void run() {
while (!done) {
try {
...
Thread.currentThread().sleep(1000); // { & 2>DALEL %47 9
} catch(InterruptedException ie) {
Thread.currentThread().interrupt(); /A AT —X% 2% V& v b
}
}
}

public void shutdown() {
done = true;

}
}

28 | CMU/SEI-2010-TR-015



VINA0O-J

2.1.3. A =2— K (AtomicBoolean 7 J X)

PIF DS = — R T, done 77 7% AtomicBoolean 7 7 AL L TES&SN5b, 7 FI v
IRIZEEIE, FAANBMBO ALy RIZAHRTH D Z & #IRiET D,

2.1.4. & =2—F (synchronized X Y v F)

ITFOMEa—RTIE, A7 V=7 bOEAr v 7 2+ 25 2 LT, 77 7OFEFIM
DALy RIZa[ &5,
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VINAOO-J

EEITESa— RTIEHL20, WAy 726752 TAL Yy RO 237 0
w7 &N, By OBEANET LG LivZe, —J5. volatile 325X, ALy RET
LOEDET vy Lgwy, £, WBERREYLIEZT v Fa vy Zi2b 02030090,

B D FFT#% O ZE AT OEIALAFS 5 72 £ volatile FF— 17— FX°
java.util.concurrent.atomic.Atomic* 7 1 —/L KO AN Rl 72546 R IT L 0 2247
BRI TH D, FEMIIH A BT 4 > [VNA02-J. IHZLEHA~DEABRIEDOT F I v 7 Hak
"I 21 25H,

A KZ A4 [LCKOO-J. R TE R a— Kbl Ehd 7 7 A0 FRM{IZiX private
final ey 747V xr NEfEHT 5] #85FL, BETEARWVIEH LAYy 7 A7V
7 MZT 7 RATERWEICT D2 & CRIBICHE ) BR A KB TE 5,

2.1.5. HiH

VNAO00-EX1: Class =7 2= 7 I (java.lang.Class) 1. M~ > CHhER S, HHIN
HENZFANZAHUE M TN D T2, Bl@ e b3 5 B IL 720,

2.1.6. U 27§

HHTY IT7 4 TRERO R HEMIEEZ R TERWIEE. ALy RAEROBEL L%
ZRTLBLENDRD D,

HARTA eSS ARt EIEa A b e LU
VNAOQO-J i W Hh P8 L2
2.1.7. BEITIR

[Arnold 2006] Section 14.10.3, “The Happens-Before Relationship”

[Bloch 2008] Iltem 66: “Synchronize access to shared mutable data”

[Gosling 2005] Chapter 17, Threads and Locks:
Section 17.4.5, “Happens-Before Order”
Section 17.4.3, “Programs and Program Order”

Section 17.4.8, “Executions and Causality Requirements”

[MITRE 2010] CWE ID 667, “Insufficient Locking”

CWE ID 413, “Insufficient Resource Locking”

CWE ID 567, “Unsynchronized Access to Shared Data”
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2.2. VNAO1-J. REF TV =7 b~DOIFESBOAHME LR T S

RNEXAT V=27 FOIEHIIL, TOMEPEHIND LTEBHITEEA L v RiZble»>T
A LD, ERESNTVD ZENEZ, 2L riT AEAT V=7 FMETEZRT S
T4 =N REedll T AIENHEERAETHY, TUPRIZAL Yy FE—T7THD LR
STz oTLE Y,

TrT 3 S Java 4 4 i 14.10.2 i TFinal Fields and Security | [Arnold 2006](Z .
UTFoXoiciidsnTng
[HIE, HHA T x 2 MIFETHESH, HHA T2 f~DT 2 EIDEDICIE
HENSEHEZNAERDHLGINTEY, LITUITHETHEE 05 ETHS, L7
o T, IELS AL T B720121%, EDIGRIEA~DT 2 & X 2 AL T 5 L4235
B, T T PRBEE Gk TR TS, EDL DI AR VG EZN,

AEBIOWEAFT V=7 bA~DBIIL, WTINbTXTOR Ly R kI iTh
E b, REAT V7 M, #EOA Ly R TREIGT 2 enT&5, L
Nl AIEF TV NOBFEIZ, ZOSEPAHERDZZAI VT T, A7V FD
HEEEDRARFTERIRIRIEN S L\, A T A 2 TTSM03-]. IR RER e AT V= s
FEABI L2 T, A7 V=7 MERRB X ORISR LRI W CRElk L C
W5,

2.21. ER=a—F

PLFOEN 22— RiX, RZED Helper 7 7 AB X OAZED Foo 7 7 A THKEN T\ 5,

Il 2D Helper 7 7 A
public final class Helper {
private final int n;
public Helper(int n) {
this.n = n;

I ...
}
Il /20 Foo 7 7 A
final class Foo {
private Helper helper;
public Helper getHelper() {
return helper;
}
public void setHelper(int num) {
helper = new Helper(num);
}
}
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getHelper() # >/ >~ RiZ, A[Z® helper 7 « —/\ K& /A%, Helper 7 7 A IAETH S
72, WIHHEBICEE S, £72. Helper 7 7 ZIARETHHT-0, Z OB A
ERDANTHEYNIMEES D, ZHIEITA BT A > TTSM03-]. ML AR ERR AT Y =
7 NEAB LW AL TWD, Ll oAy R23, Foo 7 7 A® helper 7 «
—/L FORIEIL LTS REFRAIMD Z 130 9 5,

2.2.2. A& =2— F (synchronized X Y v K)

UTFToO#A=a— RTIE, Foo 7 7ATAY v REREFULIELZ LI2XD ., F£A Ly RO3B
JEL Uiz Helper 47 Y =7 N 2MBAE55 Z L3 7< 725, Helper 7 7 AZEE T/,

final class Foo {
private Helper helper;

public synchronized Helper getHelper() {
return helper;

}

public synchronized void setHelper(int num) {
helper = new Helper(num);
}
}

2.2.3. A =— K (volatile %)

REDRA L NR—=FT P27 h~DBIRIL, volatle ESI2 LV A LT HZ LN TX D,
Helper 7 7 ZIZZZ X720,

final class Foo {
private volatile Helper helper;

public Helper getHelper() {
return helper;

}

public void setHelper(int num) {
helper = new Helper(num);
}
}

2.2.4. & =— 1 (java.util.concurrent /X r—72)

UUTFDiiéaa— KTk, R Helper A7 V=7 ha, 7 2 w7 xRt 5
AtomicReference T7 v 7' L T\ 5, Helper 7 7 A|ZAEE L2V,
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final class Foo {

private final AtomicReference<Helper> helperRef =
new AtomicReference<Helper>();

public Helper getHelper() {
return helperRef.get();

}

public void setHelper(int num) {
helperRef.set(new Helper(num));

}
}

2.2.5. U 7§l

VNAOI-J

RERFT V=2 METFEETL7 T ATAETHL LW REIFRY THY, ALy FD
LM 2 RAV ez 5 S Z T REMEN D 5,

A RZTA v GG wREME EE=2 A b IR L~yL
VNAO1-J 1 Hr H P4 L3
2.2.6. BECHER

[Arnold 2006]

Section 14.10.2, “Final Fields and Security”

[Goetz 2006]

Section 3.4.2, “Example: Using Volatile to Publish Immutable Objects”

[Sun 2009b]
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2.3. VNA02-J. £ FEHE~DERBIEDOT FI v 7 2R T 5

BAEBES X, BHOMS LB EN DR SN2 BED Z L Th 5, RIE S F7-13%
5y DG F-(++), BB EI3BERS OBEE (). ®5WITEARABEE 25
T, BEBEEZBRT 5, HARAKTIL, *=, /=7, %=, +=, -=, <<=, >>= >>>=,
A= BEO |= O X REETAEH SN D [Gosling 2005], #4425~ DA 78 1EIX
T RIvZIZFETL, T ABABRAIREEZN R T IE e 570,

ALy Re—=TR 7 TRABTDHT MI v IR Ay ReE L THOHLESEAEDOT b
S IHEIZONWTIE, A RT A4 TVNA03-]. T hI w77 A Yy REFEHFEEHLMN
TRIv I ThHDERELR 25,

F7-. Java EFE/HFTIE. 64 By MEDOFER YD BLOEIALNDT b v 7 THRIETH LW
CHIELTWA, ##MliX,. A RF 142 [VNA05-J.64 £~ MED#HAEZOT M v 7
R 5 25 M,

2.3.1. EXa—F (REXER)

LU F O = — KT, 347 @ boolean flag 24t % & 5 L . flag DBUEAH % [ #5325 toggle()
AV y RERHEEL TV D,
final class Flag {
private boolean flag = true;
public void toggle() {// AL v RE—7TlZRW\WA Y v K
flag = !flag;
}

public boolean getFlag() {// AL v K&—7 Tl 2 Y v K
return flag;

}
}

flag DENTEAI O, KEESL, T L TEERINLIDOT, a— R&2FTT5ET7— 25
BOFEET D00E Livauy,

toggle() A ¥ v REMFRHT Z oD A Ly REFIZE X2 TH LD, flag % [RIKHER L 72 KFIZ
WIfF SN DFERIT, flag AV P FADEICESNLLEWVWHI ZETHS, LirL, LFDOY
F U ATIE, flagWIELL ZRUIRTEE 72 D,
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] flag Dl ALy K [N
1 true t flagDBAEME true & —BFEEICHAIRD
2 true t flagDOHIEME true(lE41L) % —BFAEICHRAR S
3 true t —WLHE  falselcBIVEZ 5
4 true t —WLHE  falselcBIVEZ 5
5 false t —BFEEOMEE  flagic E X iATe
6 false t —BFEEOMEE  flagic E X iATe

ZORER, LICE DM LI flag iIZBEs ey, IS, H72i b toggle() £ Y~ K78 [H]
TR —ELEFFEEINTZ PO I 2T e 7T LAIRLHE S,

2.3.2. ERa—F (Ey MBI KER)

BT, toggle() # ¥~ RiZ, flag DBEMEZ ST 2 7= OICEGMRABE " =213+ 5%
ZENRTED,
final class Flag {
private boolean flag = true;
public void toggle() {// AL > RE—7 TlZRWnA Y v
flag A= true; // flag = 'flag; & [FIkR
}
public boolean getFlag() {// AL v RE—7 Tl A Y v R
return flag;
}
}

FROa—RFb ALy FE=7TIERW, "= 37 FI v 7 TERWESERIEROT, 7—
FHEDFET D,

2.3.3. EXa— | (volatile Z¥)

flag % volatile Effi LEE L TH AL v RE—7I21F R 6720,

final class Flag {
private volatile boolean flag = true;
public void toggle() {// AL v RE—=7TIZRWVWA Y v K
flag *= true;
}
public boolean getFlag() {// AL v KE—772 XY > K
return flag;

}
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HDOHEMH % volatile 5 L CH ., ZDOEBA~DEEEAEDOT NI v 7 HEITRFES NN =0,
ZOa—REIALy ReE—7Tid7ew,

2.3.4. & =2— F (synchronized % Y v F)

LI F oA 22— K TlE, toggle() £ Y~ R XN getFlag() £ ¥ v KD 5 % synchronized
Effi LT 5,

final class Flag {
private boolean flag = true;
public synchronized void toggle() {
flag A= true; // flag = 'flag; & [FI£R
}

public synchronized boolean getFlag() {
return flag;

}
}

ZOBITIE this A A2 ZADEAR v 7 2T 22 &Ik flag 7 1 —/L FOFHE
D EEALEZREL TS, EREAT— T, BENRIBREA Ly RIZAHE D,
FERAC, FITEFZ 20K VAT Z E N TE D, LLFIZ—2061% R,

5] flag D1E ALy R BIE
1 true t flagDIRTEME true® —HEAEICHEAELD
2 true t — K% falselc¥) W x5
3 false 2 —HEHOMmE flaglc #H X iATe
4 false t flagDIRTEME falser — MK Bl D
5 false t —WEH A truelcWI D B2 5
6 true t —HEHOMmE flaglc #H X iATe

H O —HFOFEATNEF Cix, Bl & RROBIEZ S TN, L2t ORI L TR TT 5,

F72. A KF4 2 [LCKOO-J. BT Zena— RS b 7 7 ADRBEIZIX
private final v v 7 7= 7 T 5] 2B L, BETERWIEH LA r Yy 7 A4
T2V MIT 7 BATE 2091275 Z & CTRBEICH > BREA KB TE 5,
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2.3.5. @A =— K (volatile T DFHEE Y, FHIEIAAL)

LN oA 22— R TlE, getFlag()* ¥ » &R L Tk 69, flag % volatile 'E5 L T\
%, getFlag() A vV v NIZEIT 5 flag OFH D ILT NI v 7 RBHETH Y | volatile [E£fi1Z &
O AMRMENHER SN D DT, ZORIFIEIITA RT74 Z@a LT\ 5, toggle() A > v
RTIET F Iy 7 TRWEELZEITT 20T, RSLT 208 R H 5,
final class Flag {
private volatile boolean flag = true;
public synchronized void toggle() {
flag A= true; // flag = 'flag; & [Fl4#
}
public boolean getFlag() {
return flag;

}
}

7y A— Ay K getFlag() 23R L A1THT, volatile E5 &= 7 4 — /v ROfEEZ KT
SN OBAEZ EITT DG, ZOT7 7 a—F 3R, o, FEI0LEED T 4
— VANRICEERGAERE, 207 T a—F L@ ORYE & il L CHN o 28
MEIE 7200 LivZe vy [Goetz 2006],

BE L CHA K7 A [VNA0B-J. A7V =7 h~DSM% volatle EET5Z L TAUN

—DORPMENRIES D EAHE L I8\ T 1, volatile XD FEEL Y 5 K OVRIHEA
FroXH = NI OWTCEER LTV B,
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2.36. @Ea2—F (V—F7A bry7)

UTomEgda—RTliE, 7 v 7B I OEEZHEERT D720 — RT3 hav s
LTV D,

final class Flag {
private boolean flag = true;
private final ReadWriteLock lock = new ReentrantReadWriteLock();
private final Lock readLock = lock.readLock();
private final Lock writeLock = lock.writeLock();
public synchronized void toggle() {
writeLock.lock();
try {
flag A= true; // flag = 'flag; & [RIkE
} finally {
writeLock.unlock();
}

}
public boolean getFlag() {

readLock.lock();

try {
return flag;

} finally {
readLock.unlock();

}
}
}

V— R4 hay 7 Tlid, EFT =7 FEEDOY) —F—H50NIE—DF A X —D
ELOMMIZESTT 7 BRAINDZ EEHFINTWVDIN, ZOMBFDFRIEET 7 & A LFFS
N7y, Goetz 1R ?D X 5 IZk~_ TV % [Goetz 2006] .

V=N NZ 0 hzy 2t AT Tty P X T AL TEEAS LN D 7 — 5 Fi | A 2
IE 7 2t X T BEEENEREDI] 12005305, FDMDENETIE, FDEMES D
THMHI 2 > 2 0D S HEBERETFES L bbb S,

TV r—=varD7n T AV T E2TH) LT, U=FI A4 hry 2Rl L TWHon
EXIMEHETE %,
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2.3.7. @A =— K (AtomicBoolean 7 5 X)

LFoiEA a2— FTiL, flag % AtomicBoolean . & L CTEZ LT\ 5,

import java.util.concurrent.atomic.AtomicBoolean;

final class Flag {
private AtomicBoolean flag = new AtomicBoolean(true);
public void toggle() {
boolean temp;
do {
temp = flag.get();
} while (!flag.compareAndSet(temp, !temp));
}
public AtomicBoolean getFlag() {
return flag;
}
}

flag %D EH L. AtomicBoolean 7 7 A ® compareAndSet() # ¥ v R&fiH LTIt
Do TRTOEHIL, MOR Ly R e,

2.3.8. EBR=— R (FV 25 4 TREHKDOMNE)

PLIFOER 22— R Tk, DAL v Rt setValues() A Y v RZEHA LT, 74—/ Fa
BLODbIMEEZEY T2 ENTED, 207 7RI A— =T —NEET DN
EOm&EF =y 7 LTWeW=sH, Adder 7 7 ZAOFIRAF L, MAERHZA— R —T7 1 —% i
Z &7pu setValues() A Y v ROBIBERET 20 ERH D,
final class Adder {

private int a;

private int b;

public int getSum() {
return a + b;

}

public void setValues(int a, int b) {
this.a = a;
this.b = b;
}
}

getSum() A ¥V v RIZIIBAGIRENFET D, e 2, £ aBlPbofEs LTENRE
L. 03 LW Integer MAX_VALUE BEASNTRBET, —FHF DALY F (AL vy K1) »
getSum() A V v RZFFNH T L RRFICMF DALy K (AL y F2) A
setValues(Integer.MAX_VALUE, 0)% FFOUMH 354, getSum() A Y~ RiZ 0 721
Integer. MAX_VALUE ZikJ 7206 LIV L, HDWIEBE A —\—T7r—%5|&EZ LT
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FEROMEN T > 7T 50b LR, ALy R 2534 al Integer MAX_VALUE %t v
FLEEZTHOEHDbIZ0E2Ey FTDENCAL Yy R1 3L a & b DEEHAIRD &
F—=N=Tu=PREAETLHZ LTS,

BABIETIIEEOEROFHERY & EALNMTOND T2, B % volatile &5 LT RME
VIR L7200,

2.3.9. B 22— K (Atomiclnteger DHNE)

DUIFOEK 22— RBICIE, B a B Pb 37 b v 7 ICHRIERTREZ: Atomicinteger & & &
Bz HhTnD,

final class Adder {
private final Atomiclnteger a = new Atomiclnteger();
private final Atomiclnteger b = new Atomicinteger();

public int getSum() {
return a.get() + b.get();

}

public void setValues(int a, int b) {
this.a.set(a);
this.b.set(b);

}
}

“oO0 int 7 ¢ —)b K& HEHIZ Atomiclnteger ~E X 4 x 72721 TiE, BEAIRREILART L /s
W, EEEIETH D aget() +b.get() 1T7 b v T TiEARV,

2.310. A =—FK (7 b v 7 2NHE)

LU DA 22— R TlE, setValues() A Y » B LN getSum() 2 V v RERIEE 5 Z & T,
7RIy I HEHER LTS,

final class Adder {
private int a;
private int b;

public synchronized int getSum() {
return a + b;

}

public synchronized void setValues(int a, int b) {
this.a = a;
this.b = b;
}
}
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FHb L7260 Yy RNTOLEX, RICAT7 Y =2 FNoEAR 7 2T 51
DFEBUEA Y v RIZRLTT I v Z7ICEfTEND, LEEn->T, 72& 2L getSum() #
Vo RIZEBA— =70 —DF = v 7 ZBML THHEAREBITHAE LRV,

2.3.1. U X7 7

HEEHA~DENERT I v 7 THRWES., THIEOEENETAZ b 95, 2L
ZIE, M= 2 HRPIG S, HHRIRA VOB LDBENNH D,

HARFGA BRAIE FIREME fEIE= 2 b 5] 3 g
VNAO02-J ek H H P8 L2

2.3.12. BECHR

[Bloch 2008] Item 66: Synchronize access to shared mutable data

[Goetz 2006] Section 2.3, “Locking”

[Gosling 2005] |Chapter 17, “Threads and Locks”
Section 17.4.5, “Happens-Before Order”
Section 17.4.3, “Programs and Program Order”

Section 17.4.8, “Executions and Causality Requirements”

[Lea 2000a] Section 2.2.7, The Java Memory Model

Section 2.1.1.1, Objects and Locks

[MITRE 2010] |CWE ID 667, “Insufficient Locking”
CWE ID 413, “Insufficient Resource Locking”
CWE ID 366, “Race Condition within a Thread”

CWE ID 567, “Unsynchronized Access to Shared Data”

[Sun 2009b] Class Atomiclnteger

[Sun 2008a] Java Concurrency Tutorial
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24. VNAO3-J. 7 FI v 7R AV y FEELDLMHBLAET FIv 7 THD &
R L 720

—EBL7ery 7R v—ix, £ET—FDPEHEOA Ly RIZFEKICT 72 720 e
Iz LpnZ L& RGET D, U LEO#EEEZ —>DT b v 7 B EL LTEITT
LA EA T v 7 & o - [FHES java.util.concurrent = —F 4 U T ¢ AT 570 L
—HBLlL7luy /R —%EHATIIXLERD D,

BE DA T =7 NRBRTAIAREE (A7 V=7 BRI D DIREOHFISHE) OBE

IZRWT, ERNCT by 7 REWRICEBINN 2 ey 7 BB W ERRT 2 2 LN ER DL

N5, kI, ALy RE—772 Collection 7 7 AZHEH L TV, 2oL va o
ER LB UANEHZBAET 51 DI R R ELE A LB RN EBGRT5 226 H Y

Do ALy FE—=T7R7 7%, TNEHHFDOELADRAY vy ROT FI v 7 LIMEGETE

RN, ZFOEIRAY y RIEHLEZE LD TAY v M 2554, RHHEEZ BN TIT 5 &4

ERib D,

el 2E, BEOR Ly FE—7 API 23, FrED AN DFLEk% Hashtable TR L. %f
JET DG IEREREEHT T L) oA R LIZE -0 A Y v RERIEL T
RN —ZAEEZTHREI), ZOBRES., ZOODA Yy FIEH LG, 7 FI v 71287
=Y A VAN SR AN

FIERA T L= 2T 258120, 4 T5HaL 7 va A7 Vs b EPIRIICH
Wi (74T b A Fay ) 750, privatefinal E5L7-n vy /74727 M &
WCHIRIICREHE T 2 L ER H D,

IWEELBNHTL2EEHELT By 7 TiEew, FEllliE, T4 F7 14> IVNA02-J. LA
BREA~DEEBRIEOT M v 7 aflrd 5] 23H,

HARTA 2 IVNAQA-J. A Y v RF=—WEHLOT b v 7 HEEHET 5] Tk, 20
A RTA DRl r— A ZHOWTRIR LTV 5D,

2.41. EX 22— F (AtomicReference 7 7 )

LUF OEN 22— R ClL.Biginteger 7 Y= 7 h & A L v R&—7 72 AtomicReference 4~
Vx/ FTT v LTND,
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final class Adder {
private final AtomicReference<Biglnteger> first;
private final AtomicReference<Biglnteger> second;

public Adder(Biglnteger f, BigInteger s) {
first = new AtomicReference<BigInteger>(f);
second = new AtomicReference<BigInteger>(s);

}

public void update(BigInteger f, Biginteger s) {// AL > RE—7 TiZ72e\W X Vv
first.set(f);
second.set(s);

}

public Biginteger add() {// AL v FE—7 TiZ/R2WVWA Y v |
return first.get().add(second.get());

}
}

AtomicReference |37 F X v ZIZHFTHIENTEH ATV =s VB THD, Lo,
#i% > AtomicReference ZfHAGDOETHEIEIZXT M v 7 Tl ERROERK=2— KT
X, DALy FA add() ZETPIMD 2Ly R update() ZFFOMH 76 LAV,
ZHTHE, add() AV > Ri, first OF LVMEZ second O VMEIZIIE L TLEW,
fER & L CHE TR R RIS 20 b LiL7aw,

2.4.2. @A =— K (synchronized £ Y v F)

DTomEGa— RTiX, 7 F y Z7HERIET 572912 update() AV » R X O add() A v
v K% synchronized 55 % L T\ 5%,

final class Adder {
I ...

public synchronized void update(Biglnteger f, Biginteger s){
first.set(f);
second.set(s);

}

public synchronized BigInteger add() {
return first.get().add(second.get());
}
}

2.4.3. Zx =2— K (synchronizedList X > » K)

LT OER 72— RTIEA Ly RE—7TlE720 java.util ArrayList<E>= L 7 & 3 > & {fi ]
L THY ., Collections.synchronizedList Z ArrayList O 7 D[FRH]Z > S—& L THN T
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%, ArrayList (%9 DK LALERIZ A 7 L — & TlidZe < B &2 W T,
ConcurrentModificationException % [Fl3#E L TW 5,

final class IPHolder {
private final List<InetAddress> ips =
Collections.synchronizedList(new ArrayList<InetAddress>());

public void addAndPrintIPAddresses(InetAddress address) {
ips.add(address);
InetAddress[] addressCopy = (InetAddress][]) ips.toArray(new InetAddress[0]);
/I Ei%] addressCopy % i L CHiK LALE 21T 9 ...
}
}

a7 varAYy Kadd()B L O toArray()ix., £HnEn7T hI v 7 ThHsb, L, £
5 ANEE L C (7= & 2%, addAndPrintIPAddresses() £ ' v RNOD X 5 (2)FEEN 5854, i
HEDINTBIENT b v 7 Th HIRFEIL2V, addAndPrintlPAddresses() AV » RIZiX
BEIREBNTFEL, HDAL Y FRY A P ~BM UKD LSRN ALy F3 Y 2 k&2
FCTETCLE Y, BEMIZ, addressCopy FLANIHEE LV L DIPT RLAEZEATL
EOMb L,

2.4.4. A& =2— K (synchronized 71 v 7)

FHINTWD Y A MEEEHET 52 & THAKRBZIMVERS 208 TE 5, LLTO#EE
a— RTIE, B U XA b ~DZ S~ T% synchronized 782 v 7 NIZE L H TN 5,

final class IPHolder {
private final List<InetAddress> ips =
Collections.synchronizedList(new ArrayList<InetAddress>());

public void addAndPrintIPAddresses(InetAddress address) {
synchronized (ips) {
ips.add(address);
InetAddress[] addressCopy = (InetAddress][]) ips.toArray(new InetAddress|[0]);
/I %% addressCopy % 18 L Cifulk LALER 24T 5 ...
}
}
}

ZORNEFEZ T 74T v b A Ra v 7 & BRI TV 5[Goetz 2006], = DELH I,
DI FZARIT V7 RALI DA TV NOEAR Y 7 %7 TARRET L2106 THL, -
ZL. 72747 A Fay 7 NIy 72 s FE S ITR 57220, X, A K7
A2 ILCKIM-J. —EB L7ew vy 7 FADREH SR\ FRIZE, 7947 A Ry
7R Lwv ) 25,
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B, ZOWAEa— RiEHA K742 [LCKO4-). 77 v AA[fE/Ra Ly arpalb sy
g Ea—%RPLICEHR L2V IGEX L TWReWY, a7y gy Ba—
(synchronizedList)Z R L T\ o723, &R alb 7o a IT 7 BATE T, W
Ha—RKPLHERTERNNLTHD,

2.4.5. X 2— K (synchronizedMap % V v K)

UTOERa— FTliE, ALy RE—7 Tl KeyedCounter 7 7 2 & EFH L T\ 5,
HashMap % synchronizedMap CT7 v 7L TWAMB, A 7 U A2 MNEEIZT b v 7 Tl
72\ \[Lee 2009],

final class KeyedCounter {

private final Map<String, Integer> map =
Collections.synchronizedMap(new HashMap<String, Integer>());

public void increment(String key) {
Integer old = map.get(key);
int oldValue = (old == null) ? 0 : old.intValue();
if (oldValue == Integer.MAX_VALUE) {
throw new ArithmeticException("Out of range");
}
map.put(key, oldValue + 1);
}

public Integer getCount(String key) {
return map.get(key);

}
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2.4.6. EA=—F (F#L)

UToiAa=a— RTlE, 7 by 7 W%E2HERT 5720, private EE 3N 7cny /747 V=

7 K& L increment() £ Y v RE L M getCount() A > v ROK AT — kA > k& [FEIEML
LTW5sb,

final class KeyedCounter {

private final Map<String, Integer> map = new HashMap<String, Integer>();
private final Object lock = new Object();

public void increment(String key) {

synchronized (lock) {
Integer old = map.get(key);
int oldValue = (old == null) ? 0 : old.intValue();
if (oldValue == Integer.MAX_VALUE) {

throw new ArithmeticException("Out of range");

}
map.put(key, oldValue + 1);

}

}

public Integer getCount(String key) {
synchronized (lock) {
return map.get(key);
}
}
}

Z Diii A = — R TiX Collections.synchronizedMap() & i L T\ e my 7 477
AWy T AOEEZFEEE L TnD, A KT A2 TLCKO4-d. 7 7 & AF[gE/R = L

JvarDalbyyaryva—ZRERHHRICHER L722vy ) TiE, synchronizedMap 47 ¥ =
7 hDOEBMGIZEET il fEm a2t L T o,
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2.4.7. A =— F (ConcurrentHashMap 7 J X)

AR DS = — FITEEDO ALy RTRAEMEMNT 22 N TE 0, \EDFRBGLDT-
OBBILIRITAE S TIERL BRMICHEEST vy Fry 7 25| ZT 2B 6N 5,

LT oA 22— R Tl &5 ConcurrentHashMap 7 7 A1, 7 b 2 v 7 R EZ21TH W\
ODD2—T 4 V4T 4 Ay RERMELTEY, AFr—J8 U7 o REERLAICHE
L Cv%[Lee 2009],

final class KeyedCounter {
private final ConcurrentMap<String, Atomiclnteger> map =
new ConcurrentHashMap<String, Atomiclnteger>();

public void increment(String key) {
Atomiclnteger value = new Atomiclnteger();
Atomiclnteger old = map.putlfAbsent(key, value);
if (old != null) {
value = old;

}

if (value.get() == Integer. MAX_VALUE) {
throw new ArithmeticException("Out of range");

}

value.incrementAndGet(); // 1% 7 I v ZIZA > 27 VA b T 5
}

public Integer getCount(String key) {
Atomiclnteger value = map.get(key);
return (value == null) ? null : value.get();

}

I ADT 7% 9 ...
}

Goetz L OFENETH 5 [Java W TEE T 1 77 X > 7| @ 5.2.1 &i [ConcurrentHashMap |
12 & % L [Goetz 2006]

ConcurrentHashMap & & D DITTHEE= L2 > 5 o2 F R [T,
ConcurrentModificationException z /7720 1 7 L —X | L D4 T L—2 g3 Dz >
O EREETELE AL g2 FREEICHEL TS,
ConcurrentHashMap 732871 7 L— 512, KIFEBE L2255 0 —BHEZRD, 550 —&
VEEFIROA 7 L—5T, WiTTSEHET L, 17 L —FPERIN GG D= L2 >
g CHBEENRE L TEET D, LIS, RAFIZIIZ D, 47 L —F PRI HE
IZTTPRETT & b KB 5 5,
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723, YERE LooBEH 25 ConcurrentHashMap.size()X> ConcurrentHashMap.isEmpty()i<.
EPMEZ RS Z ERFTFESNTNDeD, T DRV EA > TIEMRMHERZ RO 53—
RIZ7 B2 2 L TR,

2.4.8. U X7 #h

VNVTF ALy R7T Y r—aiBnT, =07 M v Z7EifEE L THEITENA X
BEEEDOT b v 7 EEMR TERWGA, BAREORAEIZ SR 5 5,

HA RTA RA A REME EIE= A K SR Lb
VNAO03-J LI5S th i P4 L3
2.4.9. 2EI
[Goetz 2006] Section 4.4.1, “Client-side Locking”

Section 5.2.1, “ConcurrentHashMap”

[Lee 2009] “Map & Compound Operation”
[Oaks 2004] Section 8.2, “Synchronization and Collection Classes”
[Sun 2009c]
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2.5. VNA04-J. AV y FF=z—VIFHLOT FI v 7 2R TS

A Yy FFx=—r (method chaining) 1, H—DAF7— AV FTCRI—=F7 V=2 b ED
A Y ROFEH LA FTRRIC T DR TH D, A Y v RF=— DT, this
ZWERT—HDO R Yy RCHERENTND, FTo—rOFTHRITLTIRHIND A Y
v FOBRVEIZH L TIRDOA Y » REMORH L, #EEL7zA Y > RIFH LA ATREE LT
Do

AV RFz—VNTHEHINDZAY Yy KRBT Iy 7L LTH, ENHDOA Yy RT
RSN TNDTF = =137 b v 7 TR, LEaB->T, HA K742 [VWNA03-]. T
FIv IR Ay REEEDRMEHLAT FI v 7 ThDERELRY] TRT LI,
PR Loehsmi@blZe ey 7 2R LRWRY . A Yy RF = —UIEHLIZORNBDA Y v ’
ZAATREH L3 & TR,

251. EBERx=a—F

AV RFxz—F ATV NOWEREF T a0 74—V ROy baE LD TT
DT LIZT YA L RB =0T, Ay RF=—r%23T 57 7 AT £ 47 this
ZREBRTNWS OOy X =AYy FEeRitd 5, Lo, #EA Ly FIC 77 7 &
AINTHE, HDHA Ly RIFEEEZ RN EREy hEnTe G 7 1 —v RES T
LZ00h LivZewny, LR OER 22— RiZ, ALy KE—7TidZe\ JavaBeans /X% — U %R
L T2,
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final class USCurrency {
Il TREDHNL(A T > a v 7 4 —L K)
private int quarters = 0;
private int dimes = 0;
private int nickels = 0;
private int pennies = 0;

public USCurrency() {}

I EyH =AYy R

public USCurrency setQuarters(int quantity) {
quarters = quantity;
return this;

}

public USCurrency setDimes(int quantity) {
dimes = quantity;
return this;

}

public USCurrency setNickels(int quantity) {
nickels = quantity;
return this;

}

public USCurrency setPennies(int quantity) {
pennies = quantity;
return this;

}

}

7747y MiIlYy—2a—R
private final USCurrency currency = new USCurrency();
...

new Thread(new Runnable() {
@Override public void run() {
currency.setQuarters(1).setDimes(1);

}
})-start();

new Thread(new Runnable() {
@Override public void run() {
currency.setQuarters(2).setDimes(2);

}
}-start();

VINAO4-J

JavaBeans /" — U Tld, SIBEREDR WAL A NI 7 HZ L—HDE Yy X —RA Y v R&fl
HLTAT V= NEBET D, 2O —FA Ly RE—T7Tidkel, 7 V=7
MERFEE SNIGEITA TV = 7 RPEEMEZ RWTRBIZRY 9 %, LiloEK = —
RTiX, 7747 > MIUSCurrency 77V =7 REEEL, AV v RF=—2Z2EHTS
“ODA Ly RERLE LT USCurrency DA a7 4 — /L RiZfEEEY F LTV,
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L2 L, quarters 7% 2 Tdimes 7% 1 X°, quarters 7% 1 Tdimes 7% 2 O X 5 72&AM%
Z RUNTZIRBED USCurrency A v AL X A L 7 B AlREMEN S 5.,

25.2. @Ea—F

DTG a— KT, A7 V=7 MEFIZBIT ALy FROREEBIOT M v 71
Z et 5 7212, Bloch [Bloch 2008] @ Builder /X% — > DZEERIZHH L T\ 5,
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public USCurrency build() {
return new USCurrency(this);

}
}
}

7747y Ml —Za—R:
private volatile USCurrency currency;
...

new Thread(new Runnable() {
@Override public void run() {
currency = USCurrency.Builder.newlnstance().setQuarters(1).setDimes(1).build();

}
}).-start();

new Thread(new Runnable() {
@Override public void run() {
currency = USCurrency.Builder.newlnstance().setQuarters(2).setDimes(2).build();

}
})-start();

7727 b Ay K THD Builder.newinstance() % 3217 L Builder A > A % > A & Hif% L C
Wb, ATV arnRTA—=2F A —D8y =AYy REFERLTRESND, &
TVl NOEEIL buUld() A Y v ROMH L TREET S, ZOT A =280,
USCurrency 7 7 ZIARE LD | FERIZA L Yy FE—T7 L5,

currency 7 « — /L RIZIZHTHOARE AT 2 = 7 (immutable object) 23 E 0 ¥ THN 5729
final 55 T\ 2 EIZHEE, Lo, currency 7 ¢ —/L R, A4 KZ A4 > TVNAO1-J. A~
BATVx b~DOIESZRO ML HERT 51 1IZHEV volatile 5 S STV 5,

2.5.3. U 27§

VNV T ALy RERETENN e v 7 27O TICA Yy RF=—VHLEHFHTH & T
b7 e 75 AOBWEIZSRRND,

HARTA TRZ Al HEME BEEaZ R (i Lb
VNAO04-J K o i P4 L3
2.5.4. BER
[Bloch 2008] Item 2:“Consider a builder when faced with many constructor parameters”
[Sun 2009b]
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2.6. VNA05-J.64 'y MEDHAEEXDT FI v I/ HE2HEETD

Java SFE1HAE,. 64 £ Lo long ¥ X (X double BLDfEE —H>?D 32 B MEE LT
I EEBOTND, 72k 21F, 64 By MEOZIABRBRIEIZ, —DOOMI L7 32 By ME
DEFEE LTIFITEND D LI,

Java S7#/14#0 17.7 &i Tdouble & long ®FET + 2 v 7 72y 12 LT [Gosling 2005]

. I LIRS BT ELR M F T S, 0F V., Java kR~ 2 2/4 long i double fH
DEABZ T I v 2 REEE L TEITT S5, H30VE, ZODEFE L TEITTS
NEHRICHET S EPFIA TGS, 7Trr7 3 Fqi#Java X €V -E 70 T,
FF volatile 7 long /£ double fi~DH —DZAZRIT, THEF 32 E > FT DD DD
ZARE L THPIS, FERAIC, 5564 By MEDZEARZDEHD3I2 E > &, M
DEABNE L ZHKD 32 £ p DA GPEE X Ly FBZHEL 75,

IHRHERT, ALy FE—=T7THDHZ ENERIND 72— FTHEE L TORVWVEDFEA
o TLE I b Ly,

2.6.1. Ex=a—F

PIFOENR 22— RTliX, 5 AL K8 assignValue() A Y~ R&EMY I LIEORNH L, Bllo
A Ly R printlong() A >/ v K&V K LIFOH 3 & & printtong() A ¥~ R CIL 0 TH 5l
BjoETHRWi OEEH T 5000 Lt

class LongContainer {
private long i = 0;

void assignValue(long j) {
i=j;

}

void printLong() {
System.out.printin("i =" + i);

}
}

i 23 double I CESF EINSALE L. RERORENREAEL S 5,

2.6.2. #A=2— F (volatile %)

PUF oA =2 — R TiE, i % volatile 5 LT\ 5%, long %3 1 OF double @ volatile 2 %%
EOFAZEZIL, WIZT P v 7 THD,
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class LongContainer {
private volatile long i = 0;
void assignValue(long j) {
i=j
}
void printLong() {

System.out.printin("i =" + i);

}

}

7%, assignValue() A ¥ v R~JETSIEA3, volatile ZEE Tod 50, & 5 WITHRIIICE
SN DONT NN THDL ZLITEETH L, Sbhene, IO A3, Mgk
2272130 5 5,

volatile fEffi+Dv~r T 4 v 7 RlX, EOA 7V A FDO X HREERY, BHE, EAL
B —HOBEEEEDOT NI v I WERIET AL DO TIE RV, HA KT 4 2 TVNA02-J.
HHEBA~DOEEERIEOT N2 v 7 MEETRIET D 25,

2.6.3. 5+

VNAO05-EX1: 64 £~ k ® long %3 L UF double B D fE~D T D Fi A & #REN R
N7y 7N TEITINLGE, tAEXOT M v 7HIIRIESND, 272 L, 7
FANDRIUEEN TR A Y v K364 By MEZABE T, TOMMAMhO 22— Kb
T 7R ATERY (EHENDH D WIZREEIL)Z ERMLEREETH D, GFEHIC OV T,
A RT 42 TVNAD2-J. HEHA~DOEEEEDOT NI v 7 EEHERT D 258, )

VNAO5-EX2: Z D7+ KT 4 it, 64 £y Fo long B35 L U double BDEAT kX w2
ICHAHEESND L EPRFESNTND VAT ATIHER TE 5,

2.6.4. UV 27§

v NVTF ALy R7 7V r—arTlied vy ME~OEEDT b I v 7 ERIER S ILTYD
RNE L EELTWRWEZHAEX L TLE OEARH S, HEE EOMEEETIE AR
N, Z<DIVM T, 64 By MEDOTRAEZEZT M v 712479,

HA KT VRS THEM: fEEa % b ErE | L
VNAO05-J 1K 1% i P2 L3
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2.6.5. Z2ECIR

[Goetz 2004c]

[Goetz 2006] Section 3.1.2, “Non-Atomic 64-Bit Operations”

[Gosling 2005] Section 17.7, “Non-Atomic Treatment of double and long”
[MITRE 2010] CWE ID 667, “Insufficient Locking”
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2.7. VNA06-J. 7 -7 h~DBB% volatile B=ET A2 L TA LU NN—DTH]
THENMRIES D LB LR 1

Java SiF1#ED 8.3.1.4 fii [volatile & 41727 4 —/v ] [Gosling 2005]iZ & #uiE

Java X & V- 7/(§17)/%, volatile &5 i1z 7 ¢ —/b FIZK L T, 7XTOX L N
PEONED SERDE ST S 2 & 2HEEIZT S,

ZORENYECIEDLDE, TVIT 4 TRIDOT 4 — )V RERERA L NA—FT V7 K
DIHRTHDHZEILHER, ALy RE—7TII7RWAIEL TV =7 h~DOSHN volatile B 5
ENTWTH, APEIIRIEES R, ZOXIRAT V7 hD AL RT f—)b RiTxt
TEHLERAAPUDOA Ly RIZE o TRENTZELTHRE LR, 7V =7 FRR
ETHRWIRY, 7V =7 b volatile &5 LCH, RbLEZEDRITIUZ, A7 V=7 b
DIREDOFHEMEIIR TE RV, A7 V=7 RRAETHYNDOA Ly RE—T TRV
B BENPRZERAT V27 b, HDEWVE(—RII)FE LTREDO A7 2 = 7 F a4
Boidt LivZaw [Goetz 2006¢],

BREIZIL, ATV 27 FISRETRVEREIMEZ N EV ) DI Tidken, A r3—F
TVl NOREFNALV Y RE—=TTHHEWETE L5, A7V NOZRERE
T57 4—/L K% volatle E5 L CH LV, Lo, £EFE% volatle 55725 L0520
77 —F RO T 2B O THET HXETH D,

2.71. ER=a—F (E5)

IR DR = — R TIX, volatile &5 SN 7-fid A7 V=7 PR LTV D,

final class Foo {
private volatile int[] arr = new int[20];

public int getFirst() {
return arr[0];

}

public void setFirst(int n) {
arr[0] = n;

}

...
}

L20114E T ABIE., ZOHA RI A4 F3HIBRER TV D,
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volatile ¥ — U — RIZHICEAN ATV =7 FOBREZAGLT 57200 TH 0 . BEAIPITHH
ENTET —H T EE RIZ SN0z, DAL K setFirst() 2 Y v REEOH L
THIFIESRIZE » N LML, getFirst() 2 Y v REMESMO A Ly Ry BIL et Tldz2n
Db Livguy,

Z ORIEIT, setFirst()2 Y v REZMESEZA Ly K& getFirst) A Y v REFES A L > RO
FHHTEAERMRPFE LRV OIZAEL 5, FRIFEAERMRIL. 2 volatile ZHICEH AT A
Ly RE | BALRZICZOER A ID ALy ROBIZHEET S, LML, Eioa—
Ni%, volatile ZHO#HAZEEZDEL L HEITL TV,

2.7.2. #A=— F (AtomiclntegerArray 7 7 R)

FUAN B A~DOEIALMNT NI v 71247, D OEZIAALTEIMBO A Ly RIZAHH &3
Lo, LLTO@A 22— RTiL, java.util.concurrent.atomic /N v 77— TEFR I D
AtomiclntegerArray 7 7 2 Z{EH L T\ 5%,

final class Foo {
private final AtomiclntegerArray atomicArray = new AtomiclntegerArray(20);

public int getFirst() {
return atomicArray.get(0);

}

public void setFirst(int n) {
atomicArray.set(0, 10);

}

...
}

AtomicintegerArray (3, atomicArray.set() X ¥ v RZFES A Ly R & RIZ atomicArray.get()
AV REMESA Ly ROMOFEFTFARRZ RIET 5,
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2.7.3. @A=—F (F#1b)

TRy HAYy RADT 72 AR EESZ LT, volatle &5 STV A ESD
volatile Tl WEREA~DBIERER O RIEL MR T 52 LN TE D, LD a— NI,
volatle E5 SN TWRWESIAT V=7 FOBRBEHEHL TWEINRAL Y KE—T7Th oD,
final class Foo {

private int[] arr = new int[20];

public synchronized int getFirst() {

return arr[0];

}

public synchronized void setFirst(int n) {
arr[0] = n;
}
}

FHUEIZ LD | setFirst) A Y v FEFES ALy RE& | %D getFirst() 2 Vv RS L
v RRIOEFTFABILR D HENL S VAT REE S LD,

274 ERa—F (AEAFT V=2 })

PLTFOEN =2 — R ClX, Properties DA > A% A7 4 —)L K% volatile 55 L T\ 5%,
Properties 47V =27 hDA LV AZ L AT put) A Y v RICKWEFRTE 5120, 7 4—)b
K properties (X[ & & 725,

final class Foo {
private volatile Properties properties;

public Foo() {
properties = new Properties();
/I properties ~DfED 72— K
}

public String get(String s) {
return properties.getProperty(s);
}

public void put(String key, String value) {
11 45 R O E O RGE
if ('value.matches("[M¥w]*")) {
throw new lllegalArgumentException();

}

properties.setProperty(key, value);

}

put() * ¥ v RNO#EEN Properties 47 =7 hODIRREZ AT 45720, get) A Y v R &
put() £ v R&Z AT & Properties 472 =27 b BIEAMEZ RV EBES L
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TLE DL LR, 7V x7 R volatile 5 LTH., 2D X 97T —ZBia 13RIk
SR,

2B, put()A Y v RIZIE, ke ¥y 7 BREENTWD0, BRIEORRITILE Sz
Properties 1 o~ 2 &% A Tld7e < AED 5% value 72 DT TOCTOU BEAIIAFE L 72V,

2.7.5. X 2— F (volatile DO FHE Y, FHZIAL)

PLF O =2 — R Tl, Goetz 2 F & 7= volatile 2D FHL Y & [ S 37 EiA & fL A
AOETHHT 2 FELZBEHL X 5 & LTV 5[Goetz 2006¢], properties 7 ¢ —/L Kix, &
DitArEZ 2R ST 5702 volatile S STV 5, put() A Y v Kb, ZOAT— K A
YEWRT R v ZIZFETESND L) ICEEHE STV S,

final class Foo {

private volatile Properties properties;

public Foo() {
properties = new Properties();
/I properties ~DfEDO 7 — K
}

public String get(String s) {
return properties.getProperty(s);
}

public synchronized void put(String key, String value) {
11 FF BT DAE D FEFE
if ('value.matches("[¥¥w]*")) {
throw new lllegalArgumentException();

}
properties.setProperty(key, value);

}
}

Z @ volatile ZE DRI Y &R SN/ EALZMAGDEZFIEZX A7V A MO X
D REEBEEOT M v 7 AR E VR LOD, KV &E#ART FI v 7 72HHy
ZEBTDH, L, volatle 55 SN AT7 V=7 "BROAPGMEITAT V=7 DA
N=IZITIRE SN2 WD, ZOFEITAEF 7 V=7 MFANTIERY, LR - T,
properties ~DFIAZx & FEIA L O I FATHE A RRITFE L2,

ZOFEF. A FT7 A2 [VNA02-J. HEEHA~DBEEHIEDOT b v 7 WA TIET 5
THhimiL b TS,
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2.7.6. EA=—F (F#1b)

LIF DG a— R TIE, AIfMEERIET 5720122 Y v RERBIEL T b,
final class Foo {
private final Properties properties;

public Foo() {
properties = new Properties();
/I properties ~DfED Bz — K
}

public synchronized String get(String s) {
return properties.getProperty(s);
}

public synchronized void put(String key, String value) {
11 R DAE D FREE
if ('value.matches("[M¥w]*")) {
throw new lllegalArgumentException();

}

properties.setProperty(key, value);
}
}

Ay RPFEHE S TWAH DT, properties 7 « —/L Kid volatile T72< TH Ly,
properties 7 1 —/L Ri final 5 I TWAH 728, ORI ATERLHIRE TR
EN2NHTA KT A L TTM03-]. LR ARERR AT V=7 MEAB L] 258,

27.7. Exa—F (AIEY74A7V=2 })

LIF D& 22— R TlL, volatile & &h7z format 7 1 —/V RZWT, A[EF TV =7 b
T 5 java.text.DateFormat ~DZ A/ FF L T\ 5,

final class DateHandler {
private static volatile DateFormat format =
DateFormat.getDatelnstance(DateFormat. MEDIUM);

public static Date parse(String str) throws ParseException {
return format.parse(str);
}
}

DateFormat 7 7 AZ A L v K&—7 T2\ D T[Sun 2009c]. parse() A ~ v KiX51%k str
WZxfhs L7g\y Date Oz 706 Ltz
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VINAO6-J

VI FDiA 22— RTlE, parse() X Y v RO &5 7= NS H LIS A% L 7= DateFormat

A AL AZiX$ [Sun 2009c¢],

final class DateHandler {
public static Date parse(String str) throws ParseException {
return DateFormat.getDatelnstance(DateFormat. MEDIUM).parse(str);
}
}

FREORIGIETIZ, 7 7 ANITAERIRER G ENTWRWO T A F7 4 - TOBJ05-J.

Defensively copy private mutable class members before returning their references 2| (213

K L7Z20N,

2.79. & =—F (F#ifk)

LT oA 2 — R T, parse() A Y >y RNOAT— A MEFRBELTEY

DateHandler [Z A L v K& —>7 T % [Sun 2009c],

final class DateHandler {
private static DateFormat format=
DateFormat.getDatelnstance(DateFormat. MEDIUM);

public static Date parse(String str) throws ParseException {
synchronized (format) {
return format.parse(str);
}
}
}

2.7.10. #A =— K (ThreadLocal X | L' —7)

PITFOiE4 =2— RTix, ThreadLocal 7Y =27 FAHH LT, AL v REIZEB]D

DateFormat A > A% L A &AL T\ 5,

final class DateHandler {
private static final ThreadLocal<DateFormat> format =
new ThreadLocal<DateFormat>() {
h@Override protected DateFormat initialValue() {
return DateFormat.getDatelnstance(DateFormat. MEDIUM);
}
h
I ...
}

9 ZDHA KT A X, https://www. securecoding. cert. org/confluence/display/java/IZFEilk S 41TV 5,
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2.7.11. U X 77

74—V & volatle EETNIESRENDI AT V=7 FORA U R—N0HIZR 5 L9 [
EoBWVIALEZTH L ALy R TIRARWBIE L L2 3l sBFN0 b 5.

HARTA v R AREME fEIEa A b B L~L
VNAO06-J h H i P8 L2

2.7.12. BE3CER

[Goetz 2006c¢] Pattern #2:“one-time safe publication”

[Gosling 2005]

[Miller 2009] Mutable Statics

[Sun 2009c] Class java.text.DateFormat
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3. By Z(LCK)HA RFA >

3.1. LCKO0O-J. e T& RV a—FhbAIND 7 7 A0OFEHULIZIX
private final m v 7 47V =7 b 2ERTS

synchronized ¥—U — K&l 5 & FATHDO ALy Fvw v 7 Z0fFF LTV 5 [t oo 2
Ly Rdwy 7 ZBiGTERWE 5 722, P v 7 #5922 L3 T& 5, HAS
NI BB A~OT 78 A2 REEET 512, A Yy REHBLOT vy 7RO @Y
DIFERD 5,

synchronized & L7= 2 Y v KX, synchronized 7' & v 7 T this 2 Z RH{L L T\ % =
—REFBRICA T V=2 FOBEAR y 7 2T 5, L, AETIZFEBEES 7z a—
Ri%, BEARESLT v ey 2 252 LW, WBEEIX, 77 BRAWERZ T AD
ARy 7 205 LT, ZhEEIRICREFT 52 & T, BAREST v Fe v 7 25/4
S, b= REHETLILENARETH D,

Z OffsgstElX, 7 7 AT private final 55 & 4172 java.lang.Object (Object 7 7 ) % fifi
HTaZ itk encEsr, HEND A7 =2 & (Object 7 7 ADA AKX

VA) X, 7T ADAY v KN synchronized 7' &2 v 7 Tu v 7 %179 B CTHRIZE
SINLIVNENRD D, ZOHBERPITHELNDEA 2 v 71X, private 'H & 172 Object 7
TADA VAL ATHD, LIER->T, JTARXY vy REMOEEDH D7 T ADAY

v RO e v 7 HEIFA T, Bloch X, ZOFik% lprivate E5 Loy 7 47

=% | LFEA TS [Bloch 2001],

static &S 12 b RO RBEBNEBENIAFIET D, §#HA Y v F% synchronized 57 % &,
ZDAY >y RNOAT— KA NiRFATEIN DRI Class 7Y =7 & (java.lang.Class)
DEAE Y 7 PEESIL, AY Yy RRET LERATY U —X3bd, 77 AHH0EH
TV TADFT V=) MIT 7B AARRENTERNa—Nb 7 T 200 v 7 285§
H1-HIZ getClass() A YV v REMHHATETLE S, XK E LT, static E5 ST —F %
private static final 5= L7 Object 7 7 A Tr v 7 L TIR#ETE S, £/, J T7RADT /&
A % package-private |Z[RET 5D Z & T, FETEX RV LicxH T a2 FIZibd 5
ZEHTED,

Z o lprivate staticfinal 5 Liza v 7 47 V=7 b AT 5 FEE, SORHICRES
N7 ZACHHELTWNWD, A== F2ADA Ly RPHEFOEAR Y 7 2 0NELET 5
e, Y77 7 AOA Ly RIZZOBELET L2 &M TETCLED, ez, 7
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7 T ANEBURRBMEICA— =2 T AF T V27 hOEF T v 7 B LSS, B4
muy VHAERLOT y Ky 2 23X 00 LR, A— =0 F 200y )
REVT I TADENNOHEET A XD, Winay 747V NedtF4 57
BEMEIZ R %, Fo, B Ou v ATV 27 VEFIAT S Z LT, HAETHZR/NR
W LTI WK E D\ v 7 BA[EEE 720 . 77U r—3 a v OMERREGEIZ DR DN D,

BB 7 TABEHTERNA— FICK DU TOERMEZ LI TERWGE, £D 7 T ADF
TV FEFOEA T v 7 Tid/e< privatefinal EE &N v 2 ATV =7 M EEHT
RETHD,

o MU TABHDLWEEZDA—IN—I T RAEYT I T AT HRETE Ha— R,
I TGADYT 7T ARSI TN D)

o HMUITA, TEDA—NR—=T FTAHDLIWEIN T I TADEFT V= NeAERT D

o HMUITA, FDA—NR=TTABHDHNIVT IV TAOF TV =7 NMIT 7EAT
YNGR

o507 TANEET —H ~OEIEE YIS 5721 private final E5 Sivizm > 7 2 H
TAHEA. TOV T T AL EREIC private final ES &2 v 7 A LT uEe b7
W, £, A== I 2R3 v 7 RY —EFA R PICA— R~ T ZAAHF DA 1
v 7 #FRIMULICRIAT 256 CTH, Y777 208 v 7 RKY —BHUE S TH 7RV R
ViZ. ¥7 7 72 TORBULICEEDO B v 7 FEZFEE L 20s LRy, A—s"—7
TAOH Yy IRV =TI 747 A Fay 7 IZbxfsT 5 50R3GE kI TW5E
B VT TAOREBCBNCUIA T V27 FOEA T v 7 private BEE SN w v 7 O
WTINNEIRINTE 5, WIEIINDICEX, 77 7 28K0Oa v 7R —033C
FeanpFniFle by, BEERIE, A FT 4> ITSM00-J. ALy FE—T77 XY
v K&, ALy RE—=T7TRWAY Yy RTH—R—=F 14 FLRV] 25,

AR DR EZ £ o722 LTWRWES, A7 V=7 FOEA R v 7 I 3EHTE 220,
—Ji. ZNHDOHIRERM T L TWDIEA, 7Y =7 M private final 55 Shi-v v 7 4
TVl NOFERIZEDEX 2T 4 EOAY » NEHEVHELNRNDOT, A7V =7
FoEAR Yy 7 ZHLTREEL TS X, Lol AV Y RRFET Iy 7 (7 F
v ZPERELDR S ) BE O S L. T RFEEEE LEEE LW D W IEHE
Bovy s ATy MEEH L TEICE OMNWIEMHEINEE T & 5855120,
private final E5L7-n v /747 V7 MZkd7ay 7REMEITS ZEREE LW, JET
N2 w7 BRI, REENESR SN D005 53 8E LT, synchronized 7' & » 7 OAERT
FITTHZENAETH D, ZOEBIZMA TRFHEOBLAD G 6| private final 55 S i
tay ATV MIEbD 7 ey 7 RN RICHER STV 5,
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3.1.1. X =— K (synchronized £ Y v F)

UL F &R 22— R Tld, SomeObject 7 T ADA v A X v APMMEHTE v — KB
T% 50

public class SomeObject {
public synchronized void changeValue() {// A7 ¥ =7 "DE=F%a v 755
...

}
}

I fERTER2Va—F
SomeObject someObject = new SomeObject();
synchronized (someObject) {
while (true) {
Thread.sleep(Integer.MAX_VALUE); // #EHi[RIZ someObject % FEIE S+ 5
}
}

B T & 72\ 22— R, synchronized B 5 & 417z changeValue() AV » RO LIZ LB &
ROLATVx=r FOBEARy 7 G LICE, 0oy 72 ) ) —2AEFInrbon y
7 OIS (changeValue()DIEH L) ZiET 5720, B2 MHIIRIZELE L T\ 5, [F18
TERVWa— RNTIE, HWBEHWTHWEICTA N7 42 TLCKO9-J. v v 7 R FFLI-EET
2y 7T HEEEFATLRV ICERK LTV,

3.1.2. ERa—FK (final ES & TW2RW public vy 737V =7 })

PUF 0 22— K Tlid, SomeObject DEA 17 v 7 Tid7z < | final EF &AL TV /240 public
FT7Vx/ hewy s LTWD,
public class SomeObject {

public Object lock = new Object();

public void changeValue() {
synchronized (lock) {
...

}
}
}

LirL, BETERVa— N7 7AWy 7 37 V=7 FOEAEE L, FH%
WET D LRARETH D,

3.1.3. ExKa—F (final ES ST\, BEEAREZ private n v 7 47V =7 B)

PUFOEN 22— R TlX, private 55 DA T final EE S CWewa v 7 47 Y =7 hCld
WEIToTn5D,
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public class SomeObject {
private volatile Object lock = new Object();

public void changeValue() {
synchronized (lock) {
...

}
}

public void setLock(Object lockValue) {
lock = lockValue;
}
}

EAR AL RTYH, setbock()A Y v ROXHIRT 78y Y &N LT, vyl 47y
FEEETECLED, By AT V= PPERIND L, ARIZZODAL Y RHH
—F TV bary T REEIASA ENENERLAT V= Mery 7 LTLEN,
FERINC oD 7 VT 4 ANt T v a URREICFATEIN R WATREER S D, 72 2,
— DDAy RIWNFEDIT VT 4 Nt T g AR, %Y T5ey 4727 b
NEEINTLEILGA, MOA Ly NIIERINT-RRD A7V Veay 7357
59,

By 7 EEETHAY y et Lens 7 23 BETERVWEENDLLZETH DN,
T Tl NERRRSTHERZRERT VY, T2y A Yy Fa4RT 5 2 L3,
RSFHEDOBLR D DHER SN D IR TIETIZ R, e, 7278y A Yy FBRRELENL
LMOHEH G H L5 D,

3.1.4. EX=—F (publicfinaluy 7477 1)

PIFOEN 22— R ClE, publicfinal E5 L7oe vy 747 Y=/ FEFEHALTHS,

public class SomeObject {
public final Object lock = new Object();
public void changeValue() {
synchronized (lock) {
...
}
}
}
Il B CcERVa—F
SomeObject someObject = new SomeObject();
someObject.lock.wait()

SomeObject 7 7 ADA L A Z L ZADHERL, D WME, BEITERFOA VA Z AT 7k
ATCTELEETE 720 a— KR X7 Y v 727 7 AAHE7: lock ® wait() £ ' v K&
tH9 & changeValue() 2 Vv Row v 7 BNEHIZY V—A IR TLE 9,

66 | CMU/SEI-2010-TR-015



LCKOO-J

% 7-. changeVlaue() # ¥ v KH T lock.wait() £ ' v R & MOHTNEHRFEIC L DT = v
7 EATORWES, BRI LARWS A I 7 Twat) A Y v RERTSEL LI REEOH D
AT & 72 D, ST, HA FT A2 TTHIO3-J. wait)$ L O await) A ¥ v Fid. #ic
=T HNERTREONM ) 23,

3.1.5. @& =—F (private final ny 7477 1)

BHETERNa—RFELVRYT5ALy RE—772 public 7 7 A%, private final 55 &
Nemy 2 A7 =7 MR LTI bR, BAey 7 2R L TWD 7 F A3,
0y A7Vl NefnleTay VR EFET I EDIEERLETH D, LLFOE
22— FTlX, changeValug()* Y v ROFFH LT, 77 ADINHIET 7B ATE 220
private final 55 &7z Object 7 7 ADA LV AZ L A~Da vy 7 ZBfG LTS,

public class SomeObject {

private final Object lock = new Object(); // private final E5 &hicr v 7 47T =7 b

public void changeValue() {
synchronized (lock) { // Locks on the private Object
...

}
}
}

private final E5 &hicn vy 747 V=7 NI, 7a vy 7RMTORERNT5 2 LB TE 5,
Tay 7 EEIEA Yy FRBILY bHERISND, REROIE, F#E e L WEEX
FbShie7 ey 7MIBE LT <, my ZBAaRB IO RN T 0y 7 ShHs %
WO TELNHTHD, final S ST 4 —/V RORHMEIHER SN D DT, lock &
volatile 553 2 LENRWAICHE, ZERRREO R v 7 BRISA 5HEE LTE, &
v HE—=RAYy REHLTe y 7 ZHEEZET H0OTIE7e <, private final 55 L7
Ry ATV NRRT L ERHERIND,
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3.1.6. EX=— |} (static)

LI FDiER 22— R Tl, SomeObject ® Class 7Y =7 M, B TE RV a— Rns T
JEAWRETH D,

public class SomeObject {
/l changeValue iZ, Class &7 V=7 FhDE=HF%21 v 795
public static synchronized void changeValue() {
...

}
}

IIMfERTERVWa—F
synchronized (SomeObiject.class) {
while (true) {
Thread.sleep(Integer.MAX_VALUE); // #EH#i[RIC someObject % fEIE X 5
}
}

BT & 72\ 22— KX, synchronized H 5§ S #17- changeValue() X Vv R Tffitoiv% Class
FT7V =l NOER Ry 7 ORGERS, ZHICEIT 5 Lo changeValug() X V> R
HLAey 7 Zl59 52 L2 iET LD 0EBIRL—TICAS,

WA a— REERT 5121, A K74 > [LCKO5-J. (B C& 2\ a— RAERTE 5
static 7 4 —/V R~OT 7 v ZXET 5 ) ICHEIL L 2T by, LavL, ERRofE
FECE o\ a— R T, WRFIIHEICHA RT 42 [LCKO9-J. v 7 R LI-FE 71
v 7T HBMEEZFAT LRV IGERK L TEY, 7ry X 7 OfBREITKSToEETH D,

3.1.7. A= — I (static)

FT7V=l FOBEAR Y 7 ZHNTEY, 2o, BETERVI—RERLVID 2179 A
L v RE—77 public 7 7 A%, private final static 55 &h7-a v 7477 MERL
T7wy 7 RE#ETH LOEET D,

public class SomeObject {

private static final Object lock = new Object(); // private final = v 7 472 = 7 k

public static void changeValue() {
synchronized (lock) { // private B 5 & 417z Object ~D 1 v 7
...
}
}
}

FRLOWE G = — FTiX, changeValue() A Y v Rid, FHTERWVWa— b7 7 EATE
72\ static private ‘B 5 S 4172 Object 7 7 A0 a v 7 #HifF L T\ 5,
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3.1.8. %5t
LCKOO0-EX1: Ttz 4 _RC7-T 27 7 AX20OHA R4 icmma L TH kv,

o ML (ZI7AT U R) KL, EEHTERVWI—RNIITIADF TV =V b
Wd = L BERIET 2 BN FE LERL TN D,

o DA RTA NNTEHEND D WIIHEAIER L TV LEETERWMILO 7 T X
DFTV V7 FDOAY v R LE{TDR,

o [FHIRY —MHEUNILELESNTND,

TRERETXTWEET 7 74T MIZDOTA R4 VITHAE LRWT T AEfEH LT
%)c]:l/\o

o JVITADFT V=l MEFHETE RV a— RIZEIRU,
o ZODOHARTANIHEEND D WITHENIOER T HEHETE W Z A% L
AN

LCKO0-EX2: A—/R—J FATI IFAT VM A Ruv s 720477 NEfA R
v 7L BRI RIET 2 ENCELINTBY, Y77 T ATHLREECZ 74T 2 b
YA Fay 72w, TOERYT7 77 AORY) o—L LTSN TW5,

LCKO00-EX3: package-private 727 7 AL, ZD7 7 AHIRIZ L > TEFE T 2 WFEH L
TIPHRESNDEDT, ZOHA RTACHEE LR TH LY, Lo, [FA—yir—
CHNOEETEa— KR e v /47 V7 NaRERICHBERAS L VITERET DL LN
BRONE DRI LI D2 RETH D,

3.1.9. U 27
FBETERVIA—RRNI TADFT V= MIT 7B RAARRGE. b —EXELED
fERIERH 5,

HARTA el FIRENE EIE=2 b S L
LCK00-J 1% e i P4 L3

3.1.10. & ik

[Bloch 2001] Iltem 52:*“Document Thread Safety”
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3.2. LCKO1-J. BRI &N A A7 =7 FERBILIZHER L

A7V 27« 7O, WATLEICET SBBEOIRK L 72> T o, HRHEND A
TV MCEDEEHEIZ. Ty Fry 7R T LAWK RICORBR 256015 5,

3.21. ExX2—F (/7ABoolean Ry /A7 =/ })

ITFTDER 22— RTiX, Boolean 7 7 A0u v 7477 FTR#LL TV,

private final Boolean initialized = Boolean.FALSE;

public void doSomething() {
synchronized (initialized) {
I ...

}
}

Boolean |%. —fHi(true £7/-lZ false) L& 5 Z EMNTERND, ny 7 HITHAT 1T
IE# S 720, [Al U & £7->4 T Boolean U 7 7 /L%, JVM B&5i | T/ 72—->® Boolean
JTADA AL A (true £7ciT false) Z35FT %5, LELoFITIL, initialized 28 false
EIZKHET 24 v AX VA B TS, ftho a— R REEIZ Boolean U 7 7 /LD
false fAIC L DRIMZITO &, vy 7 A4 U AZ L AFHAM SN, VAT MIRE LR,
LTy Ry ZIZMD s LIV,

3.22. ERa—F (R7 v 7 LizFV) T 4 THRER)

DUFOER 22— RTiE, int BZEHER 7 7 (boxing) L7 Integer 47 =7 & n
v 7 LTW5D,
int lock = 0;

private final Integer Lock = lock; // "7 > > 7 L7V X7 ¢ 772 Lock I & 5

public void doSomething() {
synchronized (Lock) {
...

}
}

TVITATERER 7 LIeA T V=7 M, BEEOHPANTR A v AX A
DEFHENL5EN B 5720 Boolean L OB Tr vy 7 A7 V=7 M& LTHERT
HICIIMER D, 7V I T 4 TEBOMEN 1 31 N TREFTRERG S, TOMEIZHEYT
DT IN=F T2 bOA U AZARBRHEND, TUIT 47 int mART
T L1227 7 A Integer OA 7V =7 FOFEHITLZETITZROD, new AL —Z & H L
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THEFE L7277 T A Integer AT V=V M UV AX LV ALHEIC—ETH Y BAH IR,
—WRENCR 7 v T LTl G A TWAEE T V27 b~y 7 B RFT 5 2 L I3L4eH
THIEER & 5,

3.23. Ea—F (ZTFRXIntegeru vy 7 477 )

UTFDiAaa— KT, RZ 7 LT Integer D a7 ZHER L T 5,
doSomething() # ¥ =~ K TiL, Integer DA > A X A TdH 5 Lock DEA T~ 7 i H LT

RS L TWD,

int lock = 0;
private final Integer Lock = new Integer(lock);

public void doSomething() {
synchronized (Lock) {
...

}
}

RN A VAL AR LA, Integer 47V =7 FOBRIT—ETHY ., TOH
Ar w7 o Integer 72 = 7 MO UBEBIELZRFFT 287 o7 aShnizb o L f
ENDZ EFR, ZIUIRRFEO—2TIEH L0, RN 7 Snk-Bsa vy 74

7V P LTHIHAT 2 Z L OMBRZABENEL R L THRWEE, a— KD

RSF EORBENRAET 282NN D 5, L0 EE LWL TEL, fiikot 2 > a2 > 13.1.5.
WA =— K (private final @ v 7 A7 =27 K| TERHLTWD K 9 72 private final 55

Ehicay 747 Y =7 FTORBETH S,

3.24. EX=2—VF (intern L7z String =7 =7 })

AT OEN 22— R T, intern L7z String 47 v =7 ha2u v 7 LTW\W5,
private final String lock = new String("LOCK").intern();

public void doSomething() {
synchronized (lock) {
...

}
}

Java AP| 7 7 & java.lang.String ® 32 X UiE[Sun 2009c¢]

intern() X >/ > FSBECNH X 4172 & & 12, equals(Object) X >/ > NIZ - T Z & String 77
Fr 2 MEE LN EHE SIS FINE T — T TICTAE LG 5E, 7 — D%
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LI BXFIPRINSG, € 9 TROEEIE, D String 472z 2 f 793 7 — {2 6]
Ei, SO String 47 = 2 P ANDERBEP KIS,

L7=M-> T, intern &7 String 47 ¥ =7 ME, IVMIZEBWTIXZ 2 — VAR L 9
WZIRD% S, FROEBRKA—RTHRLIZLIIC, 2DV TFADTXTDA VAL A3
FHHED lock 7 4 —/V FERFFLTNTH, %7 4 —/L FiZILE O String B A SR L
TW5, String B~ v 7 2B L TiL. Boolean 4 ~n 11 v 7 & [6] CRIENFEIET D,

T2, iy r—PDEETE RN a— RSO T7 7B ANARERES . Z Ot 2 5
HAENDAREMLN D 5, GEMIX. HA KT 42 [LCKOO-J. [ CT& 2\ a— R B
b7 7 ADRPULICIE private final B v 7 A7 V=7 NEMHT L] 22, )

3.2.5. Ex=—F (String U7 7))

DITo#EK 22— RTIL, final E5 37z String U7 7 v&Emr > 7 LTW5,
/I This bug was found in jetty-6.1.3 BoundedThreadPool
private final String lock = "LOCK";

...
synchronized (lock) {
...

}
...

String U 7 7 /VIZERTH Y | intern &b (F—ANTHRAEENS) . LER->T, ki
DER = — RT3, AEiOERK 2— R &R CREZ LTV 5,

3.2.6. & =2— K (String £ A& ' R)

PLF O 22— R T, intern & TV W String f Y A X U A%k v 7 LTV 5,
private final String lock = new String("LOCK");
public void doSomething() {

synchronized (lock) {
...

}
}

String £ » A% AL String U 7 7V L3RR 5, String A VAL AT —EOSRERD,
fhd String 4 L AZ U A HWEX T 7N EFIHEINNWENAEOEA R v 7 ZFF,
KXVBRWT 7 e—F1F, RIRT#EE 22— RTHAT 2% X 512, private final E5 &z nm
ATVl TR T 522 TH D,
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3.2.7. & =—F (private final m vy 7 A7 =7 1)

IF oG 22— KT, private final E5 Shice vy s 47 =7 FCTREIEL TS, 2
D J7iEIE, javalang.Object f v A X VAN R IR r —AD—>TH D,
private final Object lock = new Object();
public void doSomething() {
synchronized (lock) {

...

}
}

Object 7 7 A& v 7 L LTHEMATHZ L OFEMIL, 1 K74 [LCKOO-J. [ CE 72
Wa— Kb ENS 7 7 2A0RMLIZI private final B v 7 A7 =7 R EEHT S
it il

3.2.8. U 27

WATABRIZ BT D MamatE D% < 1%, At n vy 7 477 NI 52 o bidk
75, RSEEETICRIMELAOA 7V =7 F2&R 5O TR, T ey 747D
=7 FOFHEIZHABET A Z ENEETH D,

HARTA TRA AlRetE EEa Ak (TS Lr
LCKO01-J o i aR P8 L2
3.2.9. BEI
[Findbugs 2008]
[Miller 2009] Locking
[Pugh 2008] “Synchronization”
[Sun 2009c] Class String, Collections
[Sun 2008a] Wrapper Implementations
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3.3. LCKO02-J. getClass() A Y v F2NiR$ Class 7Y =7 b ZRE#HbIcFEA
L72W

Object.getClass() A ¥ v FOIR Y I & 2 FHLIZ, THIERIREOOEK LD 55, &
DRI REME IS 27 T AN T 7 T 2bINTGE, 377 7 AT T 7 T2
BHICO Y 7 &#ITID, THUTA— /"= T AL I5ERIIHRI D Class 77 V7 h~D
2y 7 Tdhd,

Java 5it(1#nt s > a2 432 17 7 A Object) X, AV v FREEINED XK 5 ITHEET 5
MaE IOy, 5tk LTV 5 [Gosling 2005],

synchronized 55 Si1722 7 XX Nid, €D ZXDClass 7> 2 fEa w2
L CIHEIEZTT 9,

ZDOZ kX, getClass() A Vv REMHT LY 77 T AN, A—s_—2 5 ZXD Class 7
=7 OB ERBIFPETE L Z L2 BR LRV, 'r 7 T <vNERT S8ENTSN
SV, ZOBEY T T AIAHD Class A7 V= bEn v 7T HI LD, T
077w NERLEE T, FECCELINDNT /T — FENDHRETH D,

KITA RTA NEKXT D (getClass() A Y~ ROV EZFRIHHLICHEHT ) AV v &
OV FADYH T I TANZDAY v ReAd—_"—F 4 RLERWGAE, 77 7 X0
TRAY v FEHNWR— =7 T2 LEERO R v 7 3R TE 5 L D> 7ol &2 Froh»
HLiavy,

772V T INEFALTREET 254, FETSRVa—RIry 247V =2 b
DT 7 AEFHTNE T2\, 7 7 A package-private THALIE, LD/ r—Tv 5
DO LR FAFT V27 MIT 7B ATERVWOT, [EAry 74727 FeL
TORFEMEITHER I TV D, BBl O TIE, A4 K74 > TLCKOO-J. B T2 =
— oINS 7 7 ADRBUEIZI private final v v 7 47 V=7 NET 5] 2%
AR

W o

3.3.1. R =—F (getClass()A Y v FRET Ry 24T V=2 |)

LLFOEN 22— RTld, Base 7 7 A® parse() #  » RiZ, getClass() A / » K737 Class
F7Y =7 N CTREZITO B 2 f#T9 5, Derived 7 7 A i parse() A Y v R&fk& LT
W5, LinL, ZoffkIhiz A Yy RORBIL, Base 7 7 AD Class 7Y =7 FTlX
72< ., getClass() 2 Y v RInH DI Y E T % Derived 7 7 A D Class &7 =7 MMZ XY
iThihd,
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F\Z Derived 7 7 221X, Base 7 7 AD Class A7 Y= 2 tDwu v 7 %175
doSomethingAndParse() # ¥ v R2NBIIS L TWA 23, ZAULBHTE S Base 7 7 A D
parse() A Vv RlEkoa v 7 R v —tH->%Base 7 7 ADClass 47 Y=/ hpwr v 7
EATOMENS D ERR LTI Th D, ZOREE. Derived 7 7 AZIX >0 50
IHANRBELTCLEWAL Yy RE—7 TiEARV,

class Base {
static DateFormat format =
DateFormat.getDatelnstance(DateFormat. MEDIUM);
public Date parse(String str) throws ParseException {
synchronized (getClass()) {
return format.parse(str);
}
}
}

class Derived extends Base {
public Date doSomethingAndParse(String str) throws ParseException {
synchronized(Base.class) {
...
return format.parse(str);
}
}
}

3.3.2. Ea— KN (7 7 A4 DIREES)

UToGda—RTlE, ry 7 &L T5 27 72 (Base) Z5%E2MRES THEL TV
Do

class Base {
static DateFormat format =
DateFormat.getDatelnstance(DateFormat. MEDIUM);
public Date parse(String str) throws ParseException {
synchronized (Base.class) {
return format.parse(str);
}
}
}

...

Eito a— FEITIX, Derived 47 Y =7 FMHIHENTWTY ., H1IZ Base.class 47 v
=7 hERPE LTS,
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3.3.3. A& =2— I (Class.forName() * ¥ v )

LU F DA 21— KT, Class.forName()* ) v K%~ T, Base 7 7 A® Class 47 ¥ =
7 bR ZIT > TV D,

class Base {
static DateFormat format =
DateFormat.getDatelnstance(DateFormat.MEDIUM);
public Date parse(String str) throws ParseException {
synchronized (Class.forName("Base")) {
return format.parse(str);
}
}
}

...

Class.forName()Z i L T2 7 A&z u— R4 LRI, B TERWATMED G EE L THE
ENRNZ ENEETHD,

3.34. X =— K (getClass() A Y v FRRT v v /4T T=r b, NEZ T X)

PLUF i 22— R Tlid, Base 7 7 A parse() #  ~» RINT getClass() A Vv K%K
Class 7 V=7 NMZXBRZITH-> T\ 5, £7=, Base 7 7 A%, getClass() AV v KD
WY %78 - CRISUEICHEH LTy % doSomethingAndParse() 2 V ~ K& &N 7 7 A
Helper & AT\ 5%,

class Base {

static DateFormat format =
DateFormat.getDatelnstance(DateFormat. MEDIUM);

public Date parse(String str) throws ParseException {
synchronized (getClass()) {

return format.parse(str);

}

}

public Date doSomething(String str) throws ParseException {
return new Helper().doSomethingAndParse(str);
}
private class Helper {
public Date doSomethingAndParse(String str) throws ParseException {
synchronized(getClass()) { // getClass() A ~ v K3k V) fifi % [FI#i ki 5
I ...
return format.parse(str);
}
}
}
}
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Helper 7 7 2 T® getClass() # v ROIEH L TlX, Base 7 7 AD Class 7Y =2 T
1472 < Helper 7 7 A® Class 7 ¥ =7 FdiREibd, L7z~ T, Base.parse() XV
REZFESA Ly R e Base.doSomething() A Y v REZFESA Ly RCIERRL ATV 2
Dy 72179 2825, WY 7 R1%, AN 7 AICEEN LB TR ST
HZEHHY, NEYZ 7 AZBIT DWATARICET =7 —idhE L snnbTh s, b
Ea—#HYFIL, Zo07 FARE—0r v 7 FREALTND EBRRT L0 Ltk

3.3.5. WA a—F (7 7 24 DREES)

LI F o =— KT, parse() A Y K& LT doSomethingAndParse() £~ » KOS T
Base 7 7 AU T I VAH L CRIMMEL TW 5,

class Base {
...

public Date parse(String str) throws ParseException {
synchronized (Base.class) {
return format.parse(str);
}
}

private class Helper {
public Date doSomethingAndParse(String str) throws ParseException {
synchronized(Base.class) { // Base 7 7 2 U 7 7 )\ % [RI#I I 4
/...
return format.parse(str);

}
}
}
}

L7223 -> T, Base BL U Helper 7 7 ZDWJ575, Base 7 7 ADEA R v 7|2 XV [AH %
{T>TC\5b, [EkIZ, Class.forname() A Y v K& 27 AV T I LOfRb 0 IZEHTHZ &
LARETH D,

3.3.6. U R M
getClass() A ¥ v K2R T Class 7 ¥ = 7 M & L7cE#kIZ, THIERfERICo2en

DHEND %,

A RTA v eSS e EIEa 2 - AL Ly
LCKO02-J s i ei
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LCKOz2-J

[Findbugs 2008]

[Miller 2009]

Locking

[Pugh 2008]

“Synchronization”

[Sun 2009b]
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3.4. LCKO03-J. B/AKERWITUEA T 7 FOBEAw v 7 2 FEMLICER L
VAR

java.util.concurrent.locks /X r— DA #—7 = — A Tdh 5 Lock F721E Condition D>
Thn—FH, ®H5WVEM 2R ET L AT V=7 FoEFr v 7 AT 5 2 L3 REY)
Thd, Il za—RFRELKHEETLIEICARZTL, ZNHDY TADEEAER v I %
32 2 iFHEE s Ry, ZoRBIE, BA = v 7 26 java.util.concurrent OB = >
Ja—T 4 V4T 4 &2 EHTHEI0a— FEBEETHHEICHRAINLT,

3.41. X =— F (ReentrantLock B v 7 47T =7 |)

PLF @& =2 — R doSomething() A ¥ » K TlX, ReentrantLock (2 &V 1 7L Z iz
FAATREZ2 fEfth v » 7 24 9", ReentrantLock o > A X% ZAD[EAG 1 v 7 TRIHHUEL L T
WD,
private final Lock lock = new ReentrantLock();
public void doSomething() {

synchronized(lock) {

W e

}
}

3.4.2. EE=— K (lock()& unlock() A Y v ROfEH)

LT o4 = — R TlE, Reentrantlock 7Y =7 FoEA = v 7 Tix7e< . Lock 1 > %
— 7 = — AT B lock() £ Vv RE X Qunlock() 2 ¥ v RZFEH L TW5,

private final Lock lock = new ReentrantLock();

public void doSomething() {
lock.lock();

try {
...

} finally {
lock.unlock();

}
}

72 %, java.util.concurrent /X — U OB T v 7 2—T ¢ U ¢ T 4 D3RS D R BB EE
DLEETIX2WGE . Executor 7 L — AU —2 0 HOHWIRELIB X7 I v 7 E¥ 7
FAD XD I OWFVLERH ORI 7Y X7 4 T RMERT 2508 L,

CMU/SEI-2010-TR-015| 79



LCKO3-J

3.4.3. U 27 Fm
EKIEZLWATE L —T ¢ U 4 T o OFEF v 7 I X AFREHLIE. “HEOR b vy
AU —MWNRETDHILIZRY I DDOT, THELEREAFIEEZTHELH D,

A RTA eSS AR BE= A K B L~yL
LCK03-J o ol ol P8 L2
3.4.4. BE IR
[Findbugs 2008]
[Miller 2009] Locking
[Pugh 2008] “Synchronization”
[Sun 2009b]
[Sun 2008a] Wrapper Implementations
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3.5. LCKO04-J. 7 7 AA[RERaLV v arnal 7y arva—%2RELIC
ER LW

java.util.Collections - > % — 7 = — A O LFE[Sun 2009b] TiL, = v 7 a vt a—%FH
UCHuR LABRZATOBRIC, 2Ly v arFd 7V =7 b~ORMN KT 25581220 T,
UFOX I E LTS,

T2 g B —a ] L TR LIBEZTT 9 i, 22— PIERINS ~ > T2/
L TIRIBIEETT S ERD S, ... ZIUSHED R VG E BIFIZE S %5,

Oy A7V e LT, #EERhbarrsraroffbvizarvryarva—%H
T57 7 A%, BREFICHEORR2 0 v 7 FREFEMNT 52 L122506 LR,
TOHE, KihBarL sl alryPEBOA Ly RS T ZERAETHILUE., 207 T
I ALy RE—7 Tid,

351. EXa—F (27 varyta—)

PLFOERK 22— RTlE, =20 a—%2/EfkKLT\W5, —Didmap 7 4 —/L RIZEZE I
7z Collections.synchronizedMap TR Zi72220D HashMap £ = —TH VD, & 9 —2IZ
set 7 4 — /L RIZER SN map DF—ty FOE2—Thb, L FOHITIL, set £ =—

z AL L TV % [Sun 2008a].

/I map % package-private

final Map<Integer, String> map =
Collections.synchronizedMap(new HashMap<Integer, String>());

private final Set<Integer> set = map.keySet();

public void doSomething() {
synchronized(set) { // #&-> T set [k L T\ %
for (Integer k : set) {
...
}
}
}

LUFOR 4 TRENTND LS, EROFIZINT, HashMap 1Z Map DfE L7252 L
JvarERELTEBY, Map i Setnkt b oL sy g EAREEL TV D,
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Map (X Set DL 725

| ALy aryThh
« HashMap (& Map D3k & 725
| aLrvar<thb

HashMap

B 4: BRI— FOICEIFE 2L 29 Ea— ¢l RB a0 5 DEFE

ZDEN a— RIZBWT, HashMap 137 7 Z ARA[EETH DA, map B = —Ex7 7 & AH
it (package-private) T# %, set E'o—% map £ =—Dfb VI IZRELT DT, o
ALy R map DNEZFHLTAT L —F Kk ZENHNTDHZENTE D,

352 @HEa—F (avrvarmey /37 V=7 h)

LIFoOiA 22— RTlE, set B a—DfH V2 map B2 —Z L L T\ 5,

/I map & package-private
final Map<Integer, String> map =
Collections.synchronizedMap(new HashMap<Integer, String>());
private final Set<Integer> set = map.keySet();
public void doSomething() {
synchronized(map) { // set |2 CiE72 < map (ZFRIHLL T\ 5
for (Integer k : set) {
...
}
}
}

R UALEEH T map IZA B AR ATREZR2 DT, kD a— Ridb—/LiZi@a LT b,
3.5.3. U X7 FH

ALy arF 7Vl hoRbViIZalr sy arta—~DREEILEITY &, THILA
WERZBISEZTHEALRD D,

HARTA v TG I REME EIE= X K e b
LCK04-J 1K aE eR P8 L2
3.5.4. BEICIR
[Sun 2009b] Class Collections
[Sun 2008a] Wrapper Implementations
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3.6. LCKO5-J. (B C& 2\ \a— FRERE TE 5 static 7 41—V R~DT 7
TRIIFRHT S

static E5 SN 7 41—V REZHFTHAY v RBEEHTERN T — RMLEH LAETH
LD%a. EDT 4=V F~OT 78 22 RGUL L2 TR bRy, 2Ek6 FETE
RNT TAT VRN, T 4=V RADT 7B AD T ORI 2@ UNAT 5 RFEZ A2 T2
Thbd, static S INTZT7 4 — /L RIZTRTOI T4 T > MIHFEEINDLDT, [FHETE
RNT ATV NP BRNGER LT, ANty 7 ZHWTT 78R TH5BENRH 5,

Bloch (2 L #uiZ[Bloch 2008]

A FAvstatic 55 Si/eET o — FEEET SHE DX > FEFIHTE XL
RPHFENLIETE—DTHo/2E L TEH, DT —/b F~D T 2 X |Z I LRI

(TRELV Y RUEIRE, TDLIRA Y > FICHH)RFILETAHEZRS 52& LT, 7

NTCDZ Z4 T2 PBFERDFILE TR 27T 5 Z & 2Rk TS Z EIZ T AHE TH D,

Y TEE () LEITER T2 THA I 0D, RERA LB SN T THIEETE
o — Rizxt L CTAEZ TR U,

3.6.1. EBx=a—F

LR = — R ClX, static 55 &4L7- counter 7 4 — /L R~D T 7 & 2 & EHIELL T
AN

[* 2D TAFAL Y RE—7 TR ¥/
public final class CountHits {
private static int counter;

public void incrementCounter() {
counter++;

}
}

ERRD 7 T AEFRIT. A BT A2 UNA02-J. ALEHA~DEEBRIEDT N3 v 7 4T
R 51 IIHER LRV, e, FAHA RT7A4 0%, ALy NeE—T7%K8KT 577
AZDHBH S NDN, TD7 TAFALVy FE—=T7ThDH I LaMB e LT, L
MWL, DY Z AT ) » 72T 7 & AA[EEZ: incrementCounter() A~ ~ RIZ X 0 58
I 5 static 5 S L7z counter 7 4 — /L RIREFR SN TS, Lo T, [BEHTE RV a—
ROAMEICFER L TICT 4 =V E~T 78R T 52 ENARERGA. D7 7 A%E
HTEL7 747 ba—RRLRIHEMNT L2 LT TER,
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3.6.2. @ea—F

LU R Dl = — KT, counter 7 ¢ — /L R & A{R# T 5 72 IC private static final 55 S 4172
2y 7 EHEHAL TS, Lo T, Wi HMBRIZR R EEIC ST L 72V, 2 Offdk
Fikt, A K742 [LCKOO-J. B CE eV a— Kool IN5S 7 7 ADRSULIZIT
private final @ v 7 472 =7 NEEHT D) (ICHERL TWD,

M 2D FAEAL Y FE—TThB ¥

public final class CountHits {

private static int counter;
private static final Object lock = new Object();

public void incrementCounter() {
synchronized (lock) {
counter++;
}
}
}

3.6.3. U X7 &M

FEHTERVa—RICLYEFTE S static 5 SN/2T 4 — /L R~OT 7 & R & NEHRY
W L2 e BETE RV a— NICX Y FEARY =N BRSNS RN S 5,

HA RTA TRZ A HEME BEEaZ R B SE LL
LCKO05-J LI5S o i P4 L3
3.6.4. &I
[Bloch 2008] Item 67: “Avoid excessive synchronization”
[Sun 2009b]
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3.7. LCKO06-J. static tFT —F DIREIZA VA Z A uy 7 ZfER L

static B LG 7 — 21T, A v RAZ 20y 7 ZAWTIR#ET L& Tidwn, e
B, EDTTADA VAL U AEREHAER LIZGAEICIT, RSN Th D, T

Dz, static EE L7cry 7 A7Vl FEEHLRWIRY | LHEAT T =7 b ~OWATT
7R AFLETIER, 77 ABEETERNI—RERCOIY T 55581213, T4 K7

A TLCKOO-J. R T&E RV a— bl ahsd 7 7 ZDREMIKIZIL private final =
IFX TV NEFEHT D) eV, By 2 % private final S L7 iLd7e b0,

3.71. ER=—F (static EEShTW\W2Rnay s 47T =7 1)

PLF D& =1 — R Tld, static & L 7= counter 7 4 —/L K~DT 7 & A& #T 572012,
statc EE L CWilhwe vy 7 A7 V=7 P& LTS, Runnable # 27 % ZSBiad
N vy 2 AT V=7 bOA L AZ L A% ZOER L, FRBIADA AR Aeny
7T HT LT D,

public final class CountBoxes implements Runnable {
private static volatile int counter;
I ...
private final Object lock = new Object();

@0Override public void run() {
synchronized(lock) {
counter++;
...

}
}

public static void main(String[] args) {
for(inti=0;i<2;i++) {
new Thread(new CountBoxes()).start();
}
}
}

F72. LFELOBITIX, volatle EE SN2 7 4 — I RaDA 7 U A MERT I v 7
TRV DIZFEMARNEY TH D20, ALy RBARES7 counter Az 2L 5 5(H A
N7 A2 TVNAO2-J. LB A~OEEHIEOT M v 7 a2 T 5] 25H),

3.7.2. X =2— F (synchorized Y v K)

PLF D& =1 — R Tl static & L7~ counter 7 4 —/L RADT 7 & A ZAR#EST H7-DIC
A Yy REREEHEL T\ 5,
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public final class CountBoxes implements Runnable {
private static volatile int counter;
I ...

public synchronized void run() {
counter++;
...

}

I ...

}

LCKO6-J

FRDO—ATIE, 7T AEERICTIERL I T ADKA VAKX L AZERH T v 7 % BEHEfr
TTW3, LER-ST, B2 % Runnable £ > A X U A& LTRSS LA L v i,

counter DIESMEEZ RWZAEZ S L TLE 9> 20 b LAV,

3.7.3. A a— N (static ey 74TV 7 1)

UTOWEEGa—RClX.ny 47V baestaticESL. A7) A MMEDOT F 2

v 7 PEE R LT D,

public class CountBoxes implements Runnable {
private static int counter;
/...
private static final Object lock = new Object();
public void run() {
synchronized(lock) {
counter++;
...
}

-

ZOw#EEa— RO L) IZFEEEE1T 9 54, counter 2% % volatile 559 2 %3720,

3.7.4. UV 27 M

static 55 SNT-HEF T — X 2 RETHT-DIA LV AX Ay 7 ERATH L. THER

RO D D,

A RTA v TRA e EIEa 2 - AL Ly
LCKO06-J s i ei
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3.7.5. B3R

[Sun 2009b]
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3.8. LCKO7-J. FI—JEFFCTr Yy 7 ZERBLI UKL, Tv Fu v 7 ZE#BEY
%

~/LVF ALy Rlava 7077 MBI 57 —FiEE RS 27202, WHT—& 20T
THMAEZIDORETDIVNERD D, 547 V=7 ML, synchronized 2V v R,
synchronized 7 & v 7 | & %\ java.util.concurrent D&/ v 7 A7V = 7 Np Lk
EHT LN TED, Ll my 2 ZREIEHTLET Y KRy 712250 5 5,

Java BIRIZT v e v 7 OFREELIT 0, & L <IEZF O/ Z ZR L 72\ [Gosling 2005],
Ty Ray 7, BEOA Ly Ria y 7 QBRI LU E B2 DA TIT > 72856812
RELI D, LTEENR-T, Ty Fay ey s OoffEs L OWHcE R CIEY C1T9H = &
RV EREET D Z N TE D,

FIZE D b, FHEEAT O DIIMEARAIRBRIGEICHIRT 2 X& Th D, =& 2L,
paint(), dispose(). stop()3 L U destroy()D#5 A VY > Rk, 77 Ly Tk L CREIE
LTEZRBR, 28 b, TRH6DAY y FIFEIZEHOA Ly RIZE W IFOHENT
RN THDH, F7=. Thread.stop()F & O Thread.destroy() # v Rix, FEHELET
HD, ML, A FF 42 ITHIO5-J. AL ROKTIZ Thread.stop() A Vv & L
] BB,

KA RTA NI HIROH DY Y —=2AEHMAT L7077 MIbEA SN D, T2 & 2,
Ty Py ZIZEEDA Ly FINEWIT = X=X 57 ) VY —ARRIKE %
DEfFORB T TRAEL D D, ZNOOMEIL, FHBIREOA Ly R, VY —ZX0DHE
PRI T 2 ETT X LR TY Y —ADFREHAITIEL Z LI K VR T
&%,

3.81. Exa— KN (B2suv v Z)ERF)

UTOERa— FCIE, @BEORBEOT-DIZT v K v 7 BREE LT,
balanceAmount 7 .+ —/L KiZ. #7E D BankAccount 472 = 7 ~ TR Al GEZcia ik | 2 2
bLTWD, 2—VE, HDHENLHOAE~NEE L8 ET I v 7 IR+ 52
LW TE D,
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final class BankAccount {
private double balanceAmount; // #7147 F & DFA%E
BankAccount(double balance) {
this.balanceAmount = balance;

}

Il ZDA A F 2036 5] $k ba ® BankAccount -f > A & A |Z amount % #4435
private void depositAmount(BankAccount ba, double amount) {
synchronized (this) {
synchronized(ba) {
if(@amount > balanceAmount) {
throw new lllegalArgumentException("Transfer cannot be completed");

}

ba.balanceAmount += amount;
this.balanceAmount -= amount;

}
}
}

public static void initiate Transfer(final BankAccount first,
final BankAccount second, final double amount) {

Thread transfer = new Thread(new Runnable() {
public void run() {
first.depositAmount(second, amount);
}
i

transfer.start();
}
}

DIV TADFT V27 ME, Ty Fay 7 ZFR LTV, WBER, ZOO0EICT
7B ARRERGA . FEN2 D BankAccount 1 A X A a B LT b b ke & Bl
T ODALy REERT I8N TED, UFOa—RZOWTERELTAL I,
BankAccount a = new BankAccount(5000);

BankAccount b = new BankAccount(6000);

initiateTransfer(a, b, 1000); // A L v K 1 Z ik
initiateTransfer(b, a, 1000); // A L v K 2 Z itk

BEEEEIL, ZNENDA Ly RATITIND, &HWDAL Y R (AL vy K1) TIE,
FJEE b 12 amount THE L 7c @A THE LICRICHE LA NEanbsl &% T2 L1k,
N a D O b ~DOESUELET R v 7172 T, “HHDOAL Y K (AL vy N
2) TiE, WOBEEZIT-o TS, BB, AEb NS A a ~DEETH D, LNENLD
A Ly RTCdepositAmount() X V' v RNRFEITSND &L AIDA Ly RiFAT V=7 ha~
Ou I ERETS, ZolE, CHBHOALY RiZ, A7V Fb~0u v 7%, i
MDA Ly FEYLRENCERGT 2R B 5, VT, DALy RliL, b~Dw v 7
EERT LN, BRI HFEBOAL Yy RIZLoTHREEESRTWD s LLZRvy, —FHDA
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Ly Rb,a~ouy 7 Z8RT 50, BRICRIIOA Ly RiIZXks TREFEEN TS, 20
oz, EBb50RA Ly REEICHET Z LN TERWT vy Ky Z Bt L 9 5,

FROEKa—RFE, 7Ty b7 —LBIDOARr Y a—U v T ORRIKRE T, EBRIZITT
v ey 7 PNBETLNE LWL, BELRZWLS LR, Z2ODA Ly RKIREN
ETNERDIAFT o0 LW vy 7 ZER L, ZAENDA Ly R 9 —FHDA Ly
NZ X DBEGUBOET 2T o0y 7 #BGT 5K, 7 v Ray 738 AET 52 LTk
Do ZODALy RRZO0FLWWR Y 7 ZFRT LB, —HOALy R3H 9 —THDA
Ly BB DRNCE S ORESURELE T T 556, 7 v Fuy 733 E LR, [Fkk
I, ZODA Ly RPRZOOH LA v 7 Z[6 UNERF CERT 256 (i 7 O =0T,
EAITTLO N & EBIO NENRE LWIGEIZEY). H D WIEES L L OEEEo 0 JER
F oo B D ZODREGLEPWATICETINTSGA., 7 v Ry ZI3ELR,

3.8.2. @A =— K (private static final v v 737 Y =7 })

MRS & 92179 D Al private static final 55 Shvicu v 7 47V =7 M & HWTHEEME
THZELICEV Ty Fay 7 #E#THZENRTED,
final class BankAccount {

private double balanceAmount; // 81T 1 JEE D #A%E
private static final Object lock = new Object();

BankAccount(double balance) {
this.balanceAmount = balance;

}

Il Z DA AR A 655 ba @ BankAccount A > A # > A|Z amount & 84§ %
private void depositAmount(BankAccount ba, double amount) {
synchronized (lock) {
if (@mount > balanceAmount) {
throw new lllegalArgumentException("Transfer cannot be completed");
}
ba.balanceAmount += amount;
this.balanceAmount -= amount;

}
}

public static void initiateTransfer(final BankAccount first,
final BankAccount second, final double amount) {

Thread transfer = new Thread(new Runnable() {

@Override public void run() {
first.depositAmount(second, amount);

}

1

transfer.start();

}
}
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Efa— RTix, o072 % BankAccount 47 V=7 M EFFO T OD ALy K3, AT
LTENEND D —FHOAEIZEELED ET25ATHLT Yy ey 73R ELRN, —
DALy FOMENEITINDHENZ, O —FHDA Ly Ridprivate 55 Sivizca v 7 %
B LIRS OTE 7RI T v 7 ZfRIT 5,

BRR MR JT 1T private static EE Sz v 7 AV, RIFFIC— DDA EE LE
ITCERVEIICTTVAT AICHIZ T TWDOT, PhiEE CTIXEEEE 720 5 5, M>D
BT2 D HERO D DEGLIRTH > THIWATLTETT LI LN TERY, ZOMERE
TOMEIX, BankAccount 47 ¥ = 7 NI Z DIZ LT2D o TIREEIIIC K E L 2 5729
HFEOPERITKHE TE 720,

3.83. EEa—F (ELLIEFRMITbhica v )

LT oG =2 — R Tk, MFEICEEOe v 7 2R AR TR L, @it T\no, Zof)
TlE, BankAccount #7 ¥ =7 FDIEFAHTNARETH DL Z EBNE LD,
BankAccount 7 7 Z|Z java.lang.Comparable 1 > % —~7 = — 2 %324 L compareTo() A
Vo Red—n"—=J 4 R45Z L TIEFHTEREE LTV 5D,
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final class BankAccount implements Comparable<BankAccount> {
private double balanceAmount; // #8317 18 D} %8
private final Object lock;

private final long id; // BankAccount (2 —&
private static long NextID = 0; // kD AfHEH ID

BankAccount(double balance) {
this.balanceAmount = balance;
this.lock = new Object();
this.id = this.NextID++;

@0Override public int compareTo(BankAccount ba) {
return (this.id > ba.id) ? 1 : (this.id < ba.id) ? -1 : 0;

Il DA A B A E5]% ba d BankAccount - & & Z > AT amount & #4:3 %
public void depositAmount(BankAccount ba, double amount) {
BankAccount former, latter;
if (compareTo(ba) < 0) {
former = this;
latter = ba;
}else {
former = ba;
latter = this;
}
synchronized (former) {
synchronized (latter) {
if (@mount > balanceAmount) {
throw new lllegalArgumentException("Transfer cannot be completed");
}
ba.balanceAmount += amount;
this.balanceAmount -= amount;
}
}
}

public static void initiate Transfer(final BankAccount first,
final BankAccount second, final double amount) {
Thread transfer = new Thread(new Runnable() {
@Override public void run() {
first.depositAmount(second, amount);
}
9
transfer.start();
}
}

PRI FEA T 5 EEIZ oD BankAccount 7Y = 7 M &RNEFESHT A DT, —FB DA
T2l h~0ua v I3 "FBOA T2 a7 LD BRICREESNA, LR
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ST, ZOOA Ly RTHEU SO0 EROESUIEZRALNEL, MHFOA Ly R&EH T
FHOOELY LRIC—FHONEA T V27 bou vy 7 ZBELE S T35, TORE,
—HDAL Y Rix, b5 —HDA Ly RRESLEZHIAT DRI, WO AEA 7Y x
Jhouay 7 ERG L, EEEET LRI FOR v 7 2T 5,

3.8.4. A =— F (ReentrantLock 7 7 &)

PLUF O 22— R T, 4 BankAccount 47 Y= 7 hME, ZhEih—>D
java.util.concurrent.locks.ReentrantLock % f&#f L T\ %, depositAmount() A ¥ » Ri&, W
FORAEDOT 7 G, RELIZSGGOe y 7, LBROFTITRITA D £ 9 IZRGE S
nTna,
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FRLO#EG 2 — FTIE, BHIRICe v 7 ZRFFTD2A Yy RBFEELRVDOT, Tv Fe
Y ZIIFRELRY, BETHOFT V27 FEHDRFOR y 7 ZBGTELR, b5 —FHD
0y 7 PR TERWEE, ALy FIZEEEAOR v 7 Z2ff Rl —ERMA Y —7L
THICEER vy 7 OBSGERA D,

ReentrantLock ZfE 192 = — Ni%, /EkOEA = v 7 2 L TRl S iz = — R &7z
IRV A 575, ReentrantLock [V < DD ORERE Z 445, 72 & 2 1E, tryLock() #
Vo RiZ, oAby RREEIZe v 7 Z/FF L TWDHIGE, FHERIRECWLIEZ 7 n >y 7 L
RN, Flo, ALy FICX AR EAL DD a v 70, BHOAL v RIZX
HAFATHY 7B B Y & 28195 72 91T java.util.concurrent.locks.ReentrantReadWriteLock 7
TAEMERTHZENTE D,

3.8.5. ERx=a—F (BR25u v 7EF. HR)

LUF DA% 7 WebRequest 7 7 A%, H—_—0Z W50 27 V7 =R Nk 7k
LTW5s,

Il ~45 7% WebRequest 7 7 A

public final class WebRequest {
private final long bandwidth;
private final long responseTime;

public WebRequest(long bandwidth, long responseTime) {
this.bandwidth = bandwidth;
this.responseTime = responseTime;

}

public long getBandwidth() {
return bandwidth;

}

public long getResponseTime() {
return responseTime;

}
}

FV A MI ISERFR LY 7 2 A MRS 2O Licx y b U — 7 g AR
AR,

UTOERa—RTIX, V=7V 72X MERL. ANY 72X b2 0ABS 5 DIZLE
& R o TR & IS E R O A R0 HEHEA L —F 2Rk L T D,
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public final class WebRequestAnalyzer {

private final Vector<WebRequest> requests = new Vector<WebRequest>();
public boolean addWebRequest(WebRequest request) {

return requests.add(new WebRequest(request.getBandwidth(),

request.getResponseTime()));

}
public double getAverageBandwidth() {

if (requests.size() == 0) {

throw new lllegalStateException("The vector is empty!");
}

return calculateAverageBandwidth(0, 0);

public double getAverageResponseTime() {
if (requests.size() == 0) {
throw new lllegalStateException("The vector is empty!");
}

return calculateAverageResponseTime(requests.size() - 1, 0);

private double calculateAverageBandwidth(int i, long bandwidth) {
if (i == requests.size()) {
return bandwidth / requests.size();
}
synchronized (requests.elementAt(i)) {
bandwidth += requests.get(i).getBandwidth();
Il vy 7 % fIECHEET 5
return calculateAverageBandwidth(++i, bandwidth);

private double calculateAverageResponseTime(int i, long responseTime) {
if (i <=-1){
return responseTime / requests.size();
}
synchronized (requests.elementAt(i)) {
responseTime += requests.get(i).getResponseTime();
Il vy 7 Z IR AT 5
return calculateAverageResponseTime(--i, responseTime);

LCKO7-J

ZOT TV r—va T EILD WebRequestAnalyzer 7 7 A%, By X —RA Y v R
addWebRequest()% £f 5., Vector 7 7 2D requests # il L Ty =7V 72 +DY R |

BHZITH, T XCTDOAL v RiL, getAverageBandwidth()s L O

getAverageResponseTime() A ¥V v RAFENH L, &2V =7V 7 = A FOFIE DY), &

2 WIS RFR O 2 G TE D,

96 | CMU/SEI-2010-TR-015



LCKO7-J

INHDA Yy Rid, Vector Dl x DEFR(V =7V 7 A MN~Du v 7 ZRFFT5HZ &1
L0, KEOHNNT v 7 2{ToTWD, Zory 7|2k y, FEABOETHTHH- T

HFHOV 7 =X MPBIMEND Z ENAREE 25 TWD, LEER-T, AV >y RIZED

FONDHMAHMEIZIEHE TS 5,

LrL, ZRHD DDA Yy ROFEMZ v > 7 WTORRMEH LA, e 5)E
FCllxHFEOEAR vy 7 Z#BETLHOT, FEERZ—RTIET Yy Ry 2 038 4EL 9
%, T2 b5, calculateAverageBandwidth() A Y v RTiX, A1 v T v 7 A 005
requests.size()—1 £ T, FIETe v 7 2HRTHB, —FHT
calculateAverageResponseTime() £ ~ » Ri%, 4 7 v 7 A requests.size()—1 225 0 £ T
BEIECe v 7 2 FRLTVD, EHLHDA Yy RIZBWTEH, FIRMEH L HICESEFEAD
oy 73 L7z, oD A Ly RO—J573 calculateAverageBandwidth() £ ' » R & '
CH L, ZOMH LK T 5HIICYH 5 — 528 calculateAverageResponseTime() £ v K
EREMH LIZGAIC, 7y Ray 2 B3R 4ET 5,

7o & 21X, Vector L2V 7 =2 E2320EdH Y, — DDA L K getAverageBandwidth()
Ay RENSEE, £D AL v Kt WebRequest 0(Vector T ORI DEF)DEA 0~ 7
ST 5, T ORI, BIIA L > K3 getAverageResponseTime() % M5 554 . WebRequest
19 OEA v v 7 2B 3 % (Vector FOFRBZEDESRE), L7eR>T, WTFRLOAL Yy RHF
RCORy 7 ZRH L CHEEGITT D2 LN TETICT v Ry I BB ET L,

addWebRequest() # > v K calculateAverageResponseTime() & @ BEFRIZ I\ TRt Ak g
DIFET 5 Z LICHEE, Vector (2R LALEE A 1T > TV 5D MIZHT LWEESR % Vector (2B
M3 2% Z LIXFTREZEDS, BMMENDANCHEH SN REZEHICLTLE Y, ZOHAIK
REIX, ER O ARIC Vector (Vector B2V 72 < &b —DDHEZENGFIET DEHHIT) D&
DERIIR Y 75T ZLICEVBSZ ENTE D,
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3.8.6. B=—F

LCKO7-J

UTFO#EGa— RTIE, Z2o0FEFEA Y v Nk, vy 7 %R UNEF CHES, L7

N5, Vector NOIRFID D =7V 7 A NIBALBZBRIGT 5,

public final class WebRequestAnalyzer {
private final Vector<WebRequest> requests = new Vector<WebRequest>();
public boolean addWebRequest(WebRequest request) {
return requests.add(new WebRequest(request.getBandwidth(),
request.getResponseTime()));

public double getAverageBandwidth() {
if (requests.size() == 0) {
throw new lllegalStateException("The vector is empty!");
}
return calculateAverageBandwidth(0, 0);
}
public double getAverageResponseTime() {
if (requests.size() == 0) {
throw new lllegalStateException("The vector is empty!");
}
return calculateAverageResponseTime(0, 0);

}

private double calculateAverageBandwidth(int i, long bandwidth) {
if (i == requests.size()) {
return bandwidth / requests.size();
}
synchronized (requests.elementAt(i)) { // =2 v 7 & FIETHESET S
bandwidth += requests.get(i).getBandwidth();
return calculateAverageBandwidth(++i, bandwidth);
}
}
private double calculateAverageResponseTime(int i, long responseTime) {
if (i == requests.size()) {
return responseTime / requests.size();
}
synchronized (requests.elementAt(i)) {
responseTime += requests.get(i).getResponseTime();
I vy 7 % SR CHERT %
return calculateAverageResponseTime(++i, responseTime);

}

L7=MNo T, HDH ALy ROEERIE D Y ISERF 25 H L TV A, tho ALy R
LD TEHRT v Ra v 7 OREREDREBLEZ TRV, ¥R L, ALy RiZETHD
WZHREO T =7V 7oA boa y 7 ZEE LT HIER 620N, Fa v 71358715 A

Ly ROBEDBFET LBRWRY SN2 nnbTh D,
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Z DOiEH = — KTk, addWebRequest() A ¥ » KT Vector Dk EFE 4 v v 7§ H0E X
W, D, ()T RTOA Yy RizBWTry 7 ZHIATESLTEBY ., (2) HIZEDH
D EHRFE R Vector DEHNEN KM SN L5005 Th D,

3.8.7. U xR 7§

MoZEfFCr v 7 OFfS, fRIEEITO &, Ty Ra v 7 IZoRni2B8FNNH 5,

HA RTA RA A REME BEEaZ R SR L~yL
LCKO07-J LI5S & ] P3 L3
3.8.8. &M
[Gosling 2005] Chapter 17, “Threads and Locks”

[Halloway 2000]

[MITRE 2010] CWE ID 412, “Unrestricted Lock on Critical Resource”
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3.9. LCKO08-J. BINRAERFIZ v v 7 ZHEFEITHERT

BISNGAEDIAERFIZ T v 7 PRSI eWEGA. 7y Re v 7122030 5 %, Java API
[Sun 2009b]iZ KA,

ReentrantlLock /1, REEIZ7 > 27 ZHRIGLTEZEF T 2 ZHEL TR L > N2
LV TErf) Shd, lock ZREONHT X Ly Fid, 7> Z B3FHIDX L NICHH ST
WDRVBFIZ 72 > 2 ZIRFETE 5,

LERN->T, vy Z&FATHAL Yy RIZkV e v 7 BNMEBRENTWARWRED , oL
v RRFEICa w7 ZEETERY, A Yy RBXO T a v 7 ~ORIEICBWTHERAT S 4
T/ NEBFOR v ZIE, ALy ROBEKTOL D IS5 E1C L0 AEICfE
mEnb,

3.9.1. Exa—F (Fx= v 7 Ihi=fn)

LT oK 2 — R TiX, ReentrantLock ZfEH L TYU VY —AZRET LD, 77 A NVA—7
ARPRRZBISN IS T A LTS EIC 1y 7 B FRIE L TR, BISAR A r—S b h . E
T OHIHIT catch 71~ 7128V | unlock() # Y v ROFEH LIZE TS AR,

public final class Client {
public void doSomething(File file) {
final Lock lock = new ReentrantLock();
try {
lock.lock();
InputStream in = new FilelnputStream(file);
Il =T &Ni7 7 A VBT 5
lock.unlock();
} catch (FileNotFoundException fnf) {
Il B2 B0 % 5
}
}
}

Z D a— FIZBW T, doSomething() A Y v Kb U #—2 LTH, BEIMIC T v 7 13k
Y AWAAN

EieoENK a2 — RFTE, ANWARV =207 0 —XH L TCWRW=d, A KT

[FI004-J. Close resources when they are no longer needed 3| (ZHEK LTV 5,

3 ZODOHA KT A %, https://www. securecoding. cert. org/confluence/display/java/IZFeik £ LTV 5,
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3.9.2. HEa— N (finally 71 »7)

DIFOBEGE=a— T, vy 7 285 LCERICy ey 7R THARRAr—EN ) 5
tExEHTEMELTWS, By 2ty 70y 7 OENCHEASLTHY ., finally 78 v 270
FATIZBWTH R v 7 DMEFF SN TWD Z E2EFIIZLTWD, finally 7 a v 7N T
Lock.unlock() £ ' » RZFFOM$ Z &2 X0 | BISDFEA LIe BT b bd, vy 7
ITHEFR RSN D,

public final class Client {
public void doSomething(File file) {
final Lock lock = new ReentrantLock();
InputStream in = null;
lock.lock();
try {
in = new FilelnputStream(file);
Il =T &N 7 7 A VEET 5
} catch(FileNotFoundException fnf) {
Il ™2 R T ~DHRE
} finally {
lock.unlock();

if(in 1= null) {
try {
in.close();
} catch (IOException €e) {
Il N> K7~ DRk

3.9.3. @A =— F (Execute-Around Fi£)

Execute-Around Fiki%, U Y —REYTEBLOY UV —07 v TEIEEIT 5 72D O 2R 72
AL Z AT 20T, 7 74 7 2 MITITER S 7B IR L TR 2 Z & 3 HlHE

En, ZOFREL, 7747 MO Y —R2a— RopsHEEZm EsEs & &b Y

— AEBD =D ORISR T 5,

PUF oA 22— KTk, 27 7 A Client ® doSomething() £ ¥~ Ki. LockAction - > % —
7 = — A ® doSomethingWithFile() # Vv R&324E4 25 2 & T, v v 7 OESI KO,
HHLWET 7 ANDA =T BELOT v — X EA FZEFIT, BEAEREIS T 23 L
#2ft4 %, ReentrantLockAction 7 7 A Tld, UV V=R EHDO 1D DENWEL T X TH 7L
fELTWa,
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3.9.4. ERa—F (FzyvZ IV

PUTFOER 22— KT, ALy KE—7 T2\ java.util.Date f > 2 % v 2 & A{R#T 57
»IZ ReentrantLock ZfEH L T\ 5, 725, B L C doSomethingSafely() A ¥ » K23,
4 K< 4 > TERRO01-J. Do not allow exceptions to expose sensitive information 4] (2349~
%1Z1% Throwable % % ¥ » F L 7221F 1UE 7R H 720,

4 ZDOHA RTA %, https://www. securecoding. cert. org/confluence/display/java/IZFEik S T3,
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final class DateHandler {
private final Date date = new Date();
final Lock lock = new ReentrantLock();
public void doSomethingSafely(String str) {
try {
doSomething(str);
} catch(Throwable t) {
Il 7~ KT ~DHRE
}

}
public void doSomething(String str) {

lock.lock();
String dateString = date.toString();
if (str.equals(dateString)) {
...
}
lock.unlock();
}
}

LCKOS-J

str 23227 £ 9 /3% doSomething() A V' v RTIEF = v 7 LTWRWd, LTRSS 3%

AL, mERNICESG Loy 7 RIS NRWEBZNNH 5,

3.9.5. @EHE=—F (finally 7wy 72)

UToEE=— FTIEINE A =3 5 REOH DTN TOREL try 70y 7 THEY |

KT 5 finally 72 v 7 N Tr v 7 2L T D,

final class DateHandler {
private final Date date = new Date();
final Lock lock = new ReentrantLock();
public void doSomethingSafely(String str) {
try {
doSomething(str);
} catch(Throwable t) {
Il N> R T ~DiiRk
}

}
public void doSomething(String str) {

lock.lock();

try {
String dateString = date.toString();
if (str != null && str.equals(dateString)) {

...

}

} finally {
lock.unlock();

}

}
}
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ERla— FTIE, vy 7 3ETREIN A RN NRRETDHAETOMREIND, £,
doSomething() # ¥ v K CiX, NullPointerException 23k L TA R —Z72W L H I LTV
2o

3.9.6. U X7 &M
BISNRMERARIZ T v 7 B CE o E . ALy REBRIREERB XL O v Ra v 7257
MAEBBENDD D,

HA RKTA v 734 I REME EIE= X K e LyL
LCK08-J {lis & {liS P9 L2
3.9.7. 2EIM
[Sun 2009b] Class ReentrantLock
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3.10.LCK09-J. v 7 #RELI-EE 7 n v 7+ 38ELZET LWV

2y 7 R LT D ISR N D BT 1w 7 T A8 EA O3 &, A7
AT LDNT =< AMETRV Y —2AGURIREZ 5 S 2R H 5, HiZ, HA
KFRRICH DALy RBESIRICT ey 735 L9 RGE, Ty Ry s B3ELHZ &
b HDH, Tay T LHEBECE. Ry NUV—2 TrAL, BEIPar Y=L ED
A (7= & 21X Console.readLine() A ¥V v R)B XA 7V =2 FOESIL (V7748
—varv) NEENDH, ALy FOERRRFITORIESL 7 vy 7§ 58EICEEN D,

JYM BEEEEDIRN R Y R T —27 77 A LT AT HERVRY T 55E,. 774 /VAHS
REICTRAN 72 MERBIIREDS R AE L 9 B, 2O X9 RPL T Tk, 7w 7 2K L TV A HIEx
v NT—=IBHDO7 7 A VAHNEERETRETHDL, v 7O X 5%, HAHA MY
—L0u y 7 EE, HDOWIE, AMTBWEDO TR TR OBMEIZR D 7 7 A VEMEIZR N T
X, BROMBLEEZ 1 ETA7-DICEHAOAL Yy RERAWAZLNTED, Z0E X,
a7 O 72 A ML, Ty A VAR E KL TH— =~y FRIFEAERNF 2
—~D put() BAEIZL VBT 5, [Goetz 2006],

3.101. EXa—F (FfER 1L v F)

LIFOER 21— FTiE, sl¥itime 2% T2 2—7 4 V47 4 AV v FEERLTWVD,

public synchronized void doSomething(long time)
throws InterruptedException {
I ...
Thread.sleep(time);

}

ZOAYy FERMISNTWATED, ZOAY Y REFITHFOA Ly RBREREL 725
A, oA Ly NIZZORMA Y v REFEHT5Z LN TER, Thread.sleep() £ Y
RNizik, A4 K7 A > TTHI00-J. sleep(). yield()F &L U getState() D4 A >V v KRB~
YT Ay I AEFOLBELRY] OPTHRT L L5, FAHLBEICET Lt~ T 4
I ANFELRVOT, WEFOAT V27 MNEFGO B v 7 3RS0,

3.10.2. EE=2—F (EEwv72)

PLFoiA = — KT 518 e LT time O3 Y (T timeout % Bt % doSomething() X ~ » K
ZEF LT 5, Thread.sleep() # / v FTiL72 < Objectwait() 2 ¥ v K&EMHiHT 5 Z & T,
HWEUCEID ALy REEEITLHX A4 L7 U Max Yy hTED,
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public synchronized void doSomething(long timeout)
throws InterruptedException {
while (<SG —E L2 W HE>) {
wait(timeout); // LB D E = & & b fRikT 5
}
}

Z M =a— RTiX Objectwait() X Vv REFHA L TWH =0, Wt OA4 7V =7 NEA DR
v 7%, FEBRBICBITREBICRKIND, FALT U ME, ALy NIZAT7 V=2 b
=X e ES L RICETEHET 5,

Java APl 7 Z 2 Object DL (Z LA [Sun 2009b]

wait A > NIZL D ETTHRDR L FRTFHERIES 7S & &, this 472 2 MEHD
7 I DRI END, [FX L RRMOT TS = 2 MEGD I v 2 RT3 B4,
CALDE  Z|IX L RN, RS TICRIFES AT S, wait X > N/,
this 77> x 2 POE=H—5H 75X Ly R6DHRIFEOHHES,

MOF7T Y xs b~Da v 7 R T H ALy RBPFEBLRE~BITT 258X, Zhbo
By 7 e BONTAREL L 22 AU B2, i L @ ENC BT 2R T A KT A 2o
WL, [THIO3-J. wait()3s L O await() £ ~V » RiZ, HIZL—7HE TR T B
[THIO4-J. — 2 TiE72<, TRTOFRLREAL v RNEHT 5 | ISRl E i Tnd,

3.10.3. EX 22— F (v bU—Z7 AHiA)

UTO#ERa— KTl == 527 T (47 MNMZPage4 7Y =7 k%i%% sendPage()
AV RERLTWD, HEEBOA Ly ROGRIKET 7 EANERINAGE TS, Bl
pageBuff N ZRIZT V7 EAINDH I DAY v RERBILTW5,
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HALREFR STV Page 7 7 A%, {/FF9 % Page 4 % getName() 2 ~ v RiZ X VKT,

Page[] pageBuff = new Page[MAX_PAGE_SIZE];

public synchronized boolean sendPage(Socket socket, String pageName)
throws |OException {
I Page FHIALADH A A N Y — 2 ZWET 5
ObjectOutputStream out = new ObjectOutputStream(socket.getOutputStream());

Il 7747 hinbER Iz Page #1589 5 (Z OEAEIEXFEIILZ ZR T %)
Page targetPage = null;
for (Page p : pageBuff) {
if (p.getName().compareTo(pageName) == 0) {
targetPage = p;
}
}

Il R SN 7= Page N FEAE L2 WES
if (targetPage == null) {
return false;

}

Il 7747 MZ Page & 453 2 (AHHLIZLETIE )
out.writeObject(targetPage);

out.flush();
out.close();
return true;

}

BIERRE VR Y MU =T ORNLZEMRL Yy bT =772 EORILT, LS

LCK09-J

sendPage() £ V' » RN ® writeObject() 2 /v REZFFOM T & BIEST v Ry 71257

MOBLTNDD D,

3.104. EE52—F

DITO#EAEa— KT, 7t —HOAT v FIZ5E LTV,

R 2 ME L 357 — X EE~OBRIEEZIT O,
EEITLIA TV bOavr—a2ERT 5,

FHE A LB L LRWRIA Y Yy R TRy U — 7 8 L A1T 9,

DFoEA2— R Tk, A Tuav sendPage() # Y v NiE, b &7
getPage() * Y v R&EFEOH L C, E:R & i7- Page % pageBuff E25l/ 5S35, Page
DOEfF#%. sendPage() A ¥ » RiL, RS TWeu deliverPage() A Y » R&FEFUNMH L

T, 7747 MZPage #5E LT\ 5%,
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3.10.5. filst

LCKO09-EX1: FREH LICIZHE U0 T AN = A L% 57 7 AF, ZOHA FT7 A4 12
PEPRLTH LW, FEflIE, A RT7A4 2 ITHIOB-J. 71>y 7 LTNWDH ALy RRFX A
PRI TTE L L | 23,
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LCKO09-EX2: #i%idu v /7 2 MELT DAY v ik, W 2honr v 7 ZfF LIZIRET,
Y OB a7 BRHAIRRIZR D DEFFOHER DD, 2D X ) e —AZB W T,
I IET Yy Ra vy 7 T 5 DI OB TR T A K7 A4 AZftb i ik
RHIRW, A R A TLCKO7-J. Fl—EFTr v 7 ZZRB LOMHL, 7> Fr vy
T 5 ZSH,

3.10.6. U R 7 ¥

RSN E=7 0y 7 NTITbhbd 7 0y 7§ 586D 5 VI E WIS L2 BEIC X
D, VAT LBT Yy Rry 7 LIZWBRISIZR>TLE I BENDRH D,

HAKTA A WHENE EE= 2 | B e i LL
LCK09-J 1K rh = P2 L3

3.10.7. & 3CHR

[Gosling 2005] Chapter 17, “Threads and Locks”

[Grosso 2001] Chapter 10, “Serialization”

[Rotem-Gal-Oz 2008] |“Falacies of Distributed Computing Explained”

[Sun 2009b] Class Object
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3A1.LCK10-J. ¥ NVF oy iy FELZBRALRN

AVANT I EEFHLTA AT TV =7 2L T 200 0IC, £ AFZ L ANE
BRICMBE L RDETAUNT TV =7 N OWEZIEINT D LA EZATH Z LB TE D,
FIEFIHEIE, 7 7 AB LA VA U ZADOR S T JEBRVIHULALBE DS 11, 36 L fth
DIELIZEB N THHA M TH S [Bloch 2005a],

BEPHULIZIEZ TARA Y RBHDWIEA P AZ U ARA Yy RBHWLRER, EHb%
EIMNEIA L NFTT V= EBFINE I NI L > TRED, UFa—FKFDORAY v R
getHelper()iZ., 4 v A X LV ANERFECTHLNE I NETF = v 7 L, REKOEAIZA v
AR RATEERT D, A VAL U APBRIZAERB A OLA . BICEONEEZIET,

Il BIREIHULZ FATT D IEL VWS U TV ALy RDOAR—Y g v
final class Foo {
private Helper helper = null;
public Helper getHelper() {
if (helper == null) {
helper = new Helper();

}

return helper;

...
}

VNWNT ALy ROT IV r—a T, BEOALV Yy RRAUANFT TV NO&FH:
A VARB L AAER LW K DT, FIHHBABEZ R L L2 d iuid7Ze & 7220,

I BFEYI L2 FAT T A IE LV L F ALy RDONR—V g
final class Foo {
private Helper helper = null;
public synchronized Helper getHelper() {
if (helper == null) {
helper = new Helper();

}

return helper;

...
}

Eia— R, EREBAEET SR N TORMAICB W TIELL@fET 503, ¥ 71
Frxyrnay 7 FEOEAIZLY FATHRAIETE L, X7 VT =y rmy 7 FEL,
LT 55 5 % FATHER N IRIE SN D H LA v A X ZAAERRITIRE L, oS
DA VAL ALK T2 EFATHE NS WAL LY T L CIITsE5 2 & ¢, FEt
REZUET D,
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VLN AR EIREDO AT V=7 NORIE, X7 NVF =y vy 7 BIEORHAFIO—
OThD,

311, BER=a—F

FINTFxzyray 7 FEZ, AYy FEETERS 7 ey Z7EEE BV, F217 980
AP Z2 null F= > 7 24795, ATOERa— RTE, 70 F=vr/my 7 &ML
TW5,
I TZTNF=v a7
final class Foo {
private Helper helper = null;
public Helper getHelper() {
if (helper == null) {
synchronized (this) {
if (helper == null) {
helper = new Helper();

}
}
}

return helper;

}
I D A > RRRA VN EES...

}

Pugh |2 ZHuiE [Pugh 2004]

...... Helper 77> = 2 | 2 #1HifE 75 2% & helper 7 1 —/b F~DZART, EX L
VN TEITS A 05, getHelper() X > » FERENHF X L T/, helper 472
= Z p~Onull TIZRWSHEEFE 2 EI1ZTE 505, helper 47> 2 f D& 7 1 —
FICEIL Tlt, 22X PZ22I2L 0ty FIASETIZRS &7 1 — FOBEEE D
BRSNS ATREIEDR B 5, 2 2NA T 46 DEARZDNEFEZ & LRVEE TS,
STty VB F T, TRty PELEITAT Y R TAR T DEALZNE
JFEZTB08 LAk,

A RZTA > TTSMO3-J. FIHUE A RZERRA TV =7 P 2R LRV bBH,

3.11.2. @A =— F (volatile %)

LLFOiA =2 — R TiE. helper 7 4 —/L K% volatile (Effi L CTES L T\ 5,

=
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Il volatile Z¥ Dt~ > T (v 7 ACKESEHRET D
/I JIDK 1.4 LAFiD/3—2 = > CIIppe L7a
final class Foo {
private volatile Helper helper = null;
public Helper getHelper() {
if (helper == null) {
synchronized (this) {
if (helper == null) {
helper = new Helper(); // helper 73 null DA, #Hr LA A Z o 2R &L T 5
}
}
}
return helper; // helper 75 non-null DA, HE DA VA X > A &K
}
}

Helper 7 Y =7 N aWHbT 5 AL Yy REA VU AZ U RAEZRTRIOA L v REDRIZ,
HRPRAERROHENL XD [Pugh 2004, Manson 2004],

3.11.3. H=— | (static £ =T ¥ 74 H)

LLFoia 22— KTk, helper 7 4 —/v ROYIHULZ FFHIERDOES TIT> T\ 5D,
final class Foo {
private static final Helper helper = new Helper();
public static Helper getHelper() {
return helper;
}
}

static 55 & RIFFICWIEL SN DL, H D Wit static f = v T A (7 7 A — REFlZ—
JETITSATESND static B Sviza— K7 a v 27X v ik s n s 250%, o R
v RIZAI LR DRIIC, ZOMEEZTETT5HZ ENRIESNTND,

3.11.4. #HE&=— F (Initialize-On-Demand Holder 7 5 A% — )

PIF S =— R Tl static 55 &4 7- Holder N7 7 A CEHINEABE ST 52 L1
X0 B EAER S ASA £ 45 Initialize-On-Demand Holder 7 5 A 3% — o Z-fifi
LTCTW5A,

final class Foo {
11 BEA AL
private static class Holder {
static Helper helper = new Helper();
}
public static Helper getinstance() {
return Holder.helper;
}
}
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getinstance() # / v RMBFEONH &5 £ C, static 55 L7- helper 7 « —/L ROGIH{LALEE
TBE SN D, static S L7 4 —/b RICEBEGHELEZIT Y356, ZOTFEEZF 7T
Ty /vy 7 L0 LENEIRTSH S [Bloch2008], LrL, ZOFEEAL VAL AT
4=V ROBIE WL 24T 2 7o I T 5 Z £ 13 TE 72 [Bloch 2001],

3.11.5. @& =2— F (ThreadLocal A F L —2)

IFOiA 22— K (4 U 27 bid Terekhov 23 4&7~R[Pugh 2004]) T, Helper A > A % > A
DOFEFEAERRIZ ThreadLocal 47 Y =7 R &fEH LT\ 5,

final class Foo {
private final ThreadLocal<Foo> perThreadlnstance = new ThreadLocal<Foo>();
private Helper helper = null;

public Helper getHelper() {
if (perThreadInstance.get() == null) {
createHelper();

}

return helper;

}

private synchronized void createHelper() {

if (helper == null) {
helper = new Helper();

}
/l non-null DETH AT set()* ¥ v RO5[$ e LT THE
perThreadlnstance.set(this);

}

}

3.11.6. WA a— N (RE2 5 2)
LN DA 22— KTl Helper 7 7 ZIARETHY | Al E 72 2RISR AE THESEIC

WEIND, LoT, FT7NVF =y ruy 7 FEEZEMNT 2HEI1C. NEa2 08 bikE
DAT Y =7 FPREASHRNE D HERT DML EIT R0,
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3.11.7. fist

LCK10-EX1: 32ty hD 7V I 7 ¢ 7EH(7= & 21T int Bl & 7= 13 float BY) 2 R H -+ 2 5614,
ZDOHA RTA NTHEET HHLENZ2N[Pugh2004], LrL,. 64y DTV T 4 7%
BAORAL TR WERAEE DT b I v ZHIIRIES LTV RWO T, long #2X> double
OB OFIHNTIEB T H2MERH H(FA K7 A2 TVNA05-J. 64 > MEDFEAEX
D7 My I WERRT D 2B R),

3.11.8. U 2 7 3{H
XTNF xy vy 7 OEMAT, R#EY 72 RSAEOFERE &7 5,

HAKGA Al ThEtE EE= 2 | wrE | L
LCK10-J 58 th h P4 L3
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[Bloch 2001]

Iltem 48: “Synchronize access to shared mutable data

[Bloch 2008]

ltem 71: before: “Use lay initialization judiciously”

[Gosling 2005]

Section 12.4, “Initialization of Classes and Interfaces”

[MITRE 2010]

CWE ID 609 “Double-Checked Locking”

[Pugh 2004]

[Sun 2009b]
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312.LCK11-J. B L7zrn vy 7 FRXBEHINBWI FRIZiX, 7947 b
YA Fuv 7 ZFH LN

Goetz 512 L iiE [Goetz 2006]

T TN Ny 2 Rt T2 R X FEHTS 0 T T a— NE R
T BEDIZ, 77 x 2 NXPEDWLREGIR#ET S0 T S22 &8s &
FEKT S, LoT, 274 T2 Nt 2747 g Na sy 2 e TS 75002,
G 7 x 7 P X BTS2 2 FH o TORITAUILZR 572000,

ALy Re—T7k7 IR —HLay 7 FANEEIN, ZORAEPPMEICCE LS
TWAEA. 7747 b A Fa vy 7 2FHTE 508, Goetz bk, D 2545 1L C
VW% [Goetz 2006],

I FREWRL TT ;I 2 ZRIBIEEFTEICNZ S0 ik, 2> 2 D 71— Fa/
D2 Z RN GHIE DD TG ThH SR, 27747 g Fe oy 2 TERIC iz
I THEG To So 52 FZXC DRy ZBRED = — R, CEE0ESFRDLRN 2 Z
RNZEDPINBE THD, 27 T4 T A Ry ZIZHNSE27 7 XD > 2 TEBE
PV 95 SHE FHCIEE T DLERD S,

7 IAT M A Ry Z IR 7 T A%, O HiEE2 PRI SCE T 5
RETh D, 72 & %13, java.util.concurrent.ConcurrentHashMap<K,V>7 7 X%, (#F LT
UTFOXE iR asnTEBY, 77347 YA ey ZIZHEHT5& T2 [Sun
2009b].

T NXTCDIRIEIFR L NE— T 7205, IRIGIRIEIZ 2 > 2 (3R S THE6 T, FI,
FRCDT 2 ER 5710 2T Bk 5T —TNhBRD T 2 (FH R — kX TORY,
T T AP DL DR TIZ RS EDX Ly RERPEICIKFT 3548, ZD2
7 X /% Hashtable & #1273/ 73 7] HE Tdb 5,

7IAT YA Fry 7 owEiiE, RS2 7 AT L XETHRSA T D56
WZERETHONREE LV, =& 21X, java.util.Collections 77 7 A ™ synchronizedList() 7 -~
SR— Ay FOTETIE, LLFO L5 I2HE~<TW% [Sun 2009b],

HEEIZED T 2 X5 EHT 51204, FIZRE VX AA~DT 7T, KHIE
YR PNEDLTITIOLER DS, RSHE T X F DR MEEZ7T 9 BE, = — 1/
HIEFTT OBER D 5, ZHFTTHRVEBE, BIEIFIRAF S22,
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B, HERDVAMMEHTERWI IA TV BT 78 ATERUVIRI T Thiu,
FEANRIITA T4 [LCKO4-d. T 7 B AA[RER 2L 7 v ardal /g Ba—%
FEIHHEICHEF L2 EFJE LR,

3.121. EX=—FK (BEuv7)

TOERaA—RFTIE, LLFOA Ly RE—77Book 7 JAZFEHALTWVWAEN, ZDJ T A
FEEEETX, 2213 20V —ZXa—FRE2LEa—HIZAFETEXRWh, 75
ADEEARFRERINH T A 77 VO THI%GE. BEEEETDHZ LT TE 220,

final class Book {
I FREREIZ T private final E5 L7cm v 7 242K 51Cn y 7R Y =2 EHT 500h LivZgn
private final String title;
private Calendar datelssued;
private Calendar dateDue;

Book(String title) {
this.title = title;

}

public synchronized void issue(int days) {
datelssued = Calendar.getinstance() ;
dateDue = Calendar.getinstance();
dateDue.add(datelssued.DATE, days);

}

public synchronized Calendar getDueDate() {
return dateDue;

}
}

ERDO7 ZATE, —BELTREDOR v 7 HTADPHMEND LITROZ2W (Thbb, vy
7 R ETER ICERT DHERMNERINTND), BIZ, MHLITRZ 747> b A
Ny 7 R TE 5 L ITRER TV, BookWrapper 7 7 A 7> b 7 F A1,
renew() # ¥ >~ RINT Book 1 > A% v A& W= REL ATV, 2947 b A Koy
7 ERMH LTS,
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o747y MilYy—2Aa—R
public class BookWrapper {
private final Book book;

BookWrapper(Book book) {
this.book = book;
}

public void issue(int days) {
book.issue(days);

}

public Calendar getDueDate() {
return book.getDueDate();

}

public void renew() {
synchronized(book) {
if (book.getDueDate().before(Calendar.getinstance())) {
throw new lllegalStateException("Book overdue");
}else {
book.issue(14); // 14 HRE&E L L & iER
}
}
}
}

Book 7 7 A D[RIMHL D FEEE P FRE T I v7z54 . BookWrapper 7 7 2D v v 7 F5 AR
WY 72 Db L7y, 72L& 21X, Book 7 7 A 3 private final E5 L7zcn vy /747 V=
7 T D X ICEEINTSGG(TA 74 TLCKOO-J. FHHTE R a— Rk

NS 7 7 ADRBEIZIE private final v 7 47 Y =7 M EEHT 5] THER SN T
V%), BookWrapper 7 7 Zdw v 7 FHUFE S TLE 9, BookWrapper.getDueDate()

AV REMOHT ALy R, HiLne vy 7R o—ZH WALy KE—772 Book 7 7
AZEET D & BookWrapper 7 7 A0 v 7 HFAIIH HN D, UL, renew() A Y » K
ZIFOHT ALy Rk, #I2Book A VY A X ADEA D v 7 TRIMTHZ 12 b, 20
e, B ETHEORR L 0y I BMER STV D,

3.12.2. HA=—F (private final @ vy 7 47T =7 )

LT oA =2 — RCiX, private final EE&Shicn vy 747V =7 MaH LT
BookWrapper 7 7 2D A Y v R&RIH L T\ 5,
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BookWrapper 7 7 2D v v 7 5%, Lo & =2 — K TIiE, Book 4V AZ v ADw v 7
RY T —IIHEAF L TR,

3123. X 2—F (Z T AR ET 7 ERAFRRRA L N—Dr v 7)

Goetz HiE, ALy RE—T7727 7 AT HHEBEMEZ B E L7 7 ARz S12>
WTELFD X S IZFLR LTV % [Goetz 2006],

YT T XN I S WAL, [T Y 2 — D FERER I DS 4 D — R T 7o I
XSS, T— FFEBPFERX—N—2 F X ITBF L THAT S LT~ THET Th 3,
&L, D2 Z PR Y >—FFEE L T, CORBEEKEIRET S/-0I1ZFD 7 >
2 BIBATERE, DGR TR THERE LR R B, RS, N—X 2T
R DRRERE LA DIWATT 2 E X FHIHT S 720100 5 7> 295, IELE Y2 TERS
LRoTLEIDPETHS,
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LA T O = — R ClE, PrintablelPAddressList 7 7 213 A L v Nt — 772 IPAddressList
7 T A&k LT 5, PrintablelPAddressList (%, addAndPrintIPAddresses() # ¥ ~ KN
T IPAddresslListips #1227 L CW5, ZOa— K&, %77 T AN, A—s"—7 T R|T
FHEBEOR Y 7 SNTOWHAT V= MEMTH27 7472 MY A Ky 70T
b5,
Il 207 7 A%, FFRIICITZEDR v 7 RY 2 —2EHT 5000 LIVRV,
Il 213, FHOT R v 7 TRWAY v & BEINT 256
class IPAddressList {
private final List<InetAddress> ips =
Collections.synchronizedList(new ArrayList<InetAddress>());
public List<InetAddress> getList() {
return ips; // package-private 7¢ A[EMED 72 D DOBAEIR) 72 2 B — [TMLETIX 72 W
}

public void addIPAddress(InetAddress address) {
ips.add(address);
}
}

class PrintablelPAddressList extends IPAddressList {
public void addAndPrintIPAddresses(InetAddress address) {
synchronized(getList()) {
addIPAddress(address);
InetAddress][] ia = (InetAddress[]) getList().toArray(new InetAddress[0]);
...

}
}
}

A KT A TLCKOO-J. FHETE RV a— Fhbfiflsnsg 7 7 2DFEHIMKICIT private
final u v 7 47 V=27 baEfT5) THELES NS X 5 (2, IPAddressList 7 % % | private
final E5 Licry 747 7 heHnWierymy 7ERMAIT) X OICEE LIEGA,
PrintablelPAddressList %77 7 A B HIZAEIT7/2< Th, vy 7 FRIIARHETNZR>TL
% 9, F£7-. Collections.synchronizedList()?D X 972 7 v /R=MER SN HBE. 7 7 AL
REATHITOIZT v TN T ALHET L Z L I3#EE L [Goetz 2006],

3124. BEEa—F (arRTvayv)

LI Oif4 = — R, IPAddresslist 7 5 A0 A7 V=7 k%5 v 7 LT, A7V =27 k
DREBEEZARE L T ORI N A Y v REfRft L T 5,

ayARYVa L, O — =y KEE I T OR R AT 5,
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Il Class IPAddressList ~DZ8 8 3720
class PrintablelPAddressList {
private final IPAddressList ips;
public PrintablelPAddressList(IPAddressList list) {
this.ips = list;

}
public synchronized void addIPAddress(InetAddress address) {

ips.addIPAddress(address);
}

public synchronized void addAndPrintIPAddresses(InetAddress address) {
addIPAddress(address);
InetAddress][] ia = (InetAddress][]) ips.getList().toArray(new InetAddress[0]);
...
}
}

ZOYha, arARY Y a LY, PrintablelPAddressList 7 7 A3, £l BH U A NI T
20wy 7 LITERICENETOEA R v 7 2T 52 E 2 FRRIZL TV D,

PrintablelPAddressList 7 > /x—2, FIHOw v 7 472 =7 FE L TCAFZHEHTL 2
LTk, e palr7va DAYy RAQEET 7 EAZNTVWLOT, Zhb
DALy ya PRy FE—=7 THLMETR, ZO7 Fe—F Tk, KERd77
AWMk y 7R O —2EELTH, —Efb o v 7 2 TE 5 [Goetz 2006],

3.12.5. U 2 7 &
ALy Re—T7%7 7 AR—HLTHHDOr v 7 FRUITHE L2WEA, 7947 M
A Kevl&aEHTHE, T—HFORBEBLOT vy Funy 7 DFEKERD 9 5,

A RTA TRANE AREE EEaZ b (=S L
LCK11-J & w o P4 L3

3.12.6. & (HR

[Goetz 2006] Section 4.4.1, “Client-side Locking”

Section 4.4.2, “Composition”

Section 5.2.1, “ConcurrentHashMap”

[Lee 2009] “Map & Compound Operation”
[Oaks 2004] Section 8.2, “Synchronization and Collection Classes”
[Sun 2009b] Class Vector, Class WeakReference, Class ConcurrentHashMap<K,V>
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4. ALy K API(THI) HA KA

4.1. THI00-J. sleep(). yield()¥ & O* getState()\D%- 2 Y v RRFR#AE~ T 4
I RAEFFOLBELRN S

Java S5i4(14%0 17.9 i Sleep and Yield] (Z L4uiX [Gosling 2005]

Thread.sleep & Thread.yield DV TFL & i/t~ 27 1 > 27 & RIFL TN EL D
SN VEE T BRE R B 5, FFIZ=2 22 1 73 Thread.sleep <> Thread.yield DR/ L FiiZ
LERZZF Y w2 S TOSHEEIG AT VIZEEHTLER LS, F I,
Thread.sleep ° Thread.yield DI/ L 12 L2 X 2 F ¥ » >z ST S 1E & it
BT DAL L,

ALy RETOFEIEB LO—RFRIRIEIZ L 5T, LTOEIRIENEZ DD LGRS
THET D L. THIERIEENCORN D,

o LIURHIIFKFY v aENTHNEDOEXHL
o fHOFHFHAA
o FATFFBHIF O S RIFE A BIR DOeST

411. ERa— K (sleep()* Y v F)

UTOEK2— KT, ALy ROFETKRTORDDTZ 7 & LT, volatle 55 &L TV
72> boolean 1A% T&H % done ZflH L T\ 5, /25 A L v KA shutdown() 2 Y~ K%
MESZ Sk, A% doneiZtrue >y FLTW5,

final class ControlledStop implements Runnable {
private boolean done = false;
@0Override public void run() {
while (!done) {
try {
Thread.sleep(1000);
} catch (InterruptedException e) {
Thread.currentThread().interrupt(); // EIAHRA T —Z AD Y & v F%E4T S
}
}
}
public void shutdown() {
this.done = true;
}
}

5 2011 4E 7 HHBIIE, ZDOHA RTA4 FHIRERTWD,
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LML, 22734 FZ (4, this.done 7 ¢ —/L K& —EGAE > T-1%, —7 %0 K3,
¥y v va LEZHEAMATLZLBFSATHWD, LB -T, #eD ALy PR
this.done DfEA A H 3 % 7212 shutdown() £ /' v K& FOH L TH, while L— 7138 T
L7222 s Liv7Z2 W [Gosling 2005], Z D= —|%, Thread.sleep() A /v ROFEH LIZ LD
XX v a2 ONRERFIIALIIVKMINLTEA ) LT a7 I~ RNiho THETHZ &I
X VRAETD,

4.1.2. W& a— K (volatile %)

TGz — RTIE, ALy RIZX LTT T 7 OWREEZL O A {HME 2 el 5720
IZ volatile E& LT\ 5,

final class ControlledStop implements Runnable {
private volatile boolean done = false;

...
}

75 7k volatle 55452 LT, ZOAL vy REZEH done |2 true 2~ T A AL
v R & ORI ERIRARMRPIHEL S ND,

4.1.3. @& 22— F (Thread.interrupt() x ~/ v K)

sleep() % ¥ v REFOGH LTS A Y v FIZiE, ALy FEIAZOBHNKECH D, A
Ly FEBAZIL, sleep()4 Y v RIZE Y ~BHOICEHIE L TND ALy REEHICER LT
FOAL Z PR 5,
final class ControlledStop implements Runnable {
@0Override public void run() {
while (IThread.interrupted()) {
try {
Thread.sleep(1000);
} catch (InterruptedException e) {
Thread.currentThread().interrupt();
}

}
}

public void shutdown() {
Thread.currentThread().interrupt();
}
}
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41.4. E X a— N (getState() A Y v F)

LLUFOE 22— RTliL, doSomething() A ¥ v RNTA L » REBBL WS, ZOAL v
R, volatile EE L7277 7% F =v 7 L, BIARIZ L 28N H 5 ETUHET vy T
T 5, stop()* Y v Rk, FFERETT oy 7 LTWAH ALy R~z {TH) L& bic7 7
JiZtruezty L, ALy REKRTSHE5,

public class Waiter {

private Thread thread;
private volatile boolean flag;
private final Object lock = new Object();

public void doSomething() {
thread = new Thread(new Runnable() {
@Override public void run() {
synchronized(lock) {
while (!flag) {
try {
lock.wait();
I ...
} catch (InterruptedException e) {
Il N2 R ~DRk
}
}
}
}
9}
thread.start();
}

public boolean stop() {
if (thread != null) {
if (thread.getState() == Thread.State. WAITING) {
flag = true;
synchronized (lock) {
lock.notifyAll();
}

return true;
}
}

return false;
}
}

PRI b stop() A VY RTHAIZEET DRI, ALy KRBT Ry 7 SHTWT, 220,
BTLTWRWRLE I NTF =y 7T 572012, 3o T Thread.getState() £ V' ~ &M L
TW5, ALy RBFIREETT oy 7 LTWANE I DT v 735 K95 7, [R0EE
il D72 ®Z Thread.getState() 2 ' v FAEHT 52 DIIARE Y TH L, R E, JVM A
ATz MZEDV T yX U FEEELTVWALE, 7ay 7 SNTEA Ly RRFIZ
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WAITING 7> TIMED_WAITING DRRBIZ 72 % & IHIR & 72\ [Goetz 2006], = D) =1— N

TiX, stop() A Vv RTAL > R WAITINGIREEBIZZR LW RED | ALy REKTTER
Wy,

415 BWEHa—F

T OiiA o— R, A Ly ROREED WAITING 70 & 5 hHIET 57200 F = v 27 LBk
EHIR LTS, wait) A Y v RICEY 78y 7 SRTRVA Ly RIZkH LT notifyAll() A
o REIFUH LT bBEEIRR N0, Z0F = 7 RHIRTE 5,

public class Waiter {
I ...

public boolean stop() {
if (thread != null) {
flag = true;
synchronized (lock) {
lock.notifyAll();
}

return true;

}

return false;

}
}

4.1.6. U R FU4H

[FHIALELHIE &2 Thread 77 7 2 ? sleep(). yield()3 & O* getState()D 45 A >/ v RIZHE > TV
HE, THHERRBENZ5 SR THERD D,

HARKTA v VR AREME EE=a A I L)L
THIO0-J 1K Hr H P4 L3
4.1.7. BEIER

[Gosling 2005] Section 17.9, “Sleep and Yield”
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4.2. THIO1-J. ThreadGroup 7 Z AM A Y v R&EMFEH L2

Java D& ALy NiE, ERERIZ—DoD ALy RZA—FIZEV B THNS, ALy R
7 )V—71%, java.lang.ThreadGroup 7 7 A2 L W FdEsnTnWb, ALy R V—T 4%
BURIICHEE LRWEES ., VM AT 7 4L D7 —7 T 5 main 2|0 245 T% [Sun
2008a)], ThreadGroup 7 7 AD A Y v R, DALy RZAV—TIETHTXTDAL
v R&—FEIZEET 5 DIERITH 5, 7= & 21X, ThreadGroup.interrupt() £ ~ » iz Xk v |
ALy RIV=FHNDALy Red XTHITE 5, £/, ALy RZA—73 AL
Y REZN—=TI2E LD, BRL 7V TH5A 0y RRIEBRBEWTFHELRNEL D
2ol ZENREX =Y T 4 BIEIC B TE 5[0aks 2004],

ALy RZNV—FIEA L v REEHE$ 5 0OC&LSH, ThreadGroup 7 7 AD A Y » KD
% < (7= & z1Z allowThreadSuspension(). resume(). stop(). suspend()7s &) iZIEHERETH
D, TaTI<PNALy RZVL=TZHHHMTE 527 —REFITDHR0, 20 k|
MOFHELE L SN THRNEL DAY v R, BRTEE LWVHBREME A 1T L A CHR T
7euN, FEHIZ Y, ThreadGroup 7 7 AD A Y v ROHFIZIFAL v RE—7 ThRNHED I 2
1#1E9 % [Bloch 2001],

X 2T TIEROPIFHER L SN THRNAY vy RELTL, LTFTOLDONREEND,

e ThreadGroup.activeCount()
Java API @ activeCount() # ~/ »» KO LA [Sun 2009b]

R Ly RIN—TRDT 25 TR L FOELEZDHERT,

ZDORAY v Rit, (ThreadGroup.enumerate()7’2 £ C) AL v R&F%4 5 E1IZH
BRESN DY A R RET HDIERIND, ALy RiZBBE I TOZRIREE
Th, ALy RIA—TRNIHFELTCNDEDT, 77T 47 ALy KELTH TV
FENd, £OLE, T2 T4 T Aby FEOA T NI, FFEDY AT LAL Y R
DIFEIC S 2% %1F % [Sun 2009b], L7-728-> T, activeCount() * > v KDk
RiT, Ay RINV—=THNTHEITHDI A7 DIEWRBZ RSN b b D,

e ThreadGroup.enumerate()
Java APl ® ThreadGroup 7 7 A @ CEIZ L 4UiE [Sun 2009b]

[enumerate() X >/ > /2] R L N2 b— 7l F DY T I I— TNDE T 2 T
g TR FEIFESHIEHINE 2 B~ 5, 7Y g 2, HE LD
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AN D 1 X5 795 /=017 activeCount X > > Fa(E/HTX& ThH S, A
INITECTTRTDX L > FEREFTERLDOGE, SN L2000 X > Nid
GBI LICHER XA 5,

ALy REMKT T H7290IZ ThreadGroup APl 235 Z LIZH#EE LA H D, stop()
Ay RIREHEIETH Y, ALy ROEIRE, MMOFTETITOMERNH DL, 7T 7 I
S EE Java (2 X uE [Arnold 2006]

—ODLIEE L TIE, DX L FiZjoin 752 & THD X L RSy -of& 7 L =D
G- T, R TRHPEEG 595 7k Th S, LirL, #IZ ThreadGroup & #29"
SDTIE, A C =TI T LRNTG L 7 F YRy FREFRSHE, join 2056
RGeS, TV =g 0t HEDPEKLER Ly DU X FEREFT S44
FRBH S50 LIt

Executor 7 L' — AU — 7T A L v KOG I N—T 2 EHT 5, L 0ENT- APl 2
L THBY., ALy FETAEB XOWIAN2H 5 IO 0RZ R AEZIERLTWND
[Bloch 2008].

4.21. ER=a—F

LU F O 22— RiE, controller & 451 b= A L v R&{REFT % NetworkHandler 7 &
A&EEHATEY, controller ALy Rix, V—F—AL v RIZHLWY 7 =R FOWLELE Z
9 %, controller 2 L Rid, Bi&RIEZ BEMIICH/ESEL DI un() A Y v FREH L
T, ZOoDA by Rk L CHrSE, ThZfhol 7o X FEREET S, 7 XTHR
Ly RiZ, ALy RZ—7 Chief IZJgT %,
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final class HandleRequest implements Runnable {
public void run() {
I FAT LW NEE R

public final class NetworkHandler implements Runnable {
private static ThreadGroup tg = new ThreadGroup("Chief");
@Override public void run() {
new Thread(tg, new HandleRequest(), "thread1").start(); / AL v~ K1 ZBth+ 5
new Thread(tg, new HandleRequest(), "thread2").start(); // AL v K 2 ZBth+ 5
new Thread(tg, new HandleRequest(), "thread3").start(); / AL v K 3 ZBith+ 5

public static void printActiveCount(int point) {
System.out.printin("Active Threads in Thread Group " + tg.getName() +
" at point(" + point + "):" + " " + tg.activeCount());

public static void printEnumeratedThreads(Thread][] ta, int len) {
System.out.printin("Enumerating all threads...");
for(inti=0;i<len; i++){
System.out.printin("Thread " + i + " =" + ta[i].getName());
}
}

public static void main(String[] args) throws InterruptedException {
// controller A L~ RZBith94 %
Thread thread = new Thread(tg, new NetworkHandler(), "controller");
thread.start();

Thread[] ta = new Thread[tg.activeCount()]; // 77 7 4 7 A L v REERET 5 (L& TIER)

printActiveCount(1); // P1

Thread.sleep(1000); // TOCTOU 4% Bil7n3 5 7o OITIIET 5 (Hia Y « > K7)
printActiveCount(2); // P2: ¥ A L > R&ZRMAT 5D TA Ly REUFIET S

/I P1 DR THIZA Ly REEEICED>TLESTND) &> THEAL TWD
int n = tg.enumerate(ta);

printEnumeratedThreads(ta, n); // FHFEICEMAE L7c A Ly REZRFERFICHEHE L T\ %
1 (P1 & P2 &)

I UTFOa— KT, AXTVWHAL Y REE o GATHRWEEIIA Ly RINV— T EHET 5
for (Thread thr : ta) {

thr.interrupt();

while(thr.isAlive());

}
tg.destroy();
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ALy REOA T MEROERGEE ALYy RO A S~DFIZEZX, GbETT My s 7
BIEE LTSN TE LT, RO IEEEIZIB VTl time-of-check-to-time-of-use
(TOCTOU)MaFIHEAMFIET D, main() A Y v RIZEW T, activeCount() £ Vv RO L&
& enumerate() 2 YV v ROMEH LOMIHHY 7 =X MR RAE LGS, ZV—7THDOA L
v REUIHIT D08, ALy REFIFELIEY XA N ThD ta I, 1ZUDIZEY Y TEX
Ly Rk, Bib, —o0A Ly K& (main 8 LW controller) DA & &e Z L1275, L
T2ino T, a7 7 L%, Chief ALy RZL—TNTHRBICHBLIZA Ly REIRV
T EIETERY,

Flo. BA Ly FE2EFATWRWIRIEDRLS ta ke L THEAT 2 Z LT LeETIER Y,
7wl zE, ALy RINA—TBIXOZOY T I N—T T 5729\ destroy() # / » K
POV ALER L, WIFRE W ICEMEL 22V TH A 9, destroy() A Vv RIEOYH L O RiHESMA:
T, ALy RIA—=TRIZFATHDA Ly RPFELIRNEWNWS 2L THD, biga—F
TiX, ALy FIAV—=7HNOERA Ly Feflid2 2 L2k, ZorHRSRGZERL X
9 LTW%, LU destroy() A Y v REFEHTHREATIZ ALy RZL—132ETidZe <,
java.lang.lllegalThreadStateException 78 2 1 — X415,
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422 @E=a—F

UTFDiAa— KT, ZoDH A7 % 7 —7{t4 572912 ThreadGroup Tld7a< |
EREDAL v R7—L&FH L TW\Wb, java.util.concurrent.ExecutorService 1 > % —7 =
—ZF, ALy RF—= VBT LAYy ReRT 208, 7774 7R A vy RRED

T hTHAYy RO, TNLEINFET DAY v RidgftEIhiny, LaL, wmEiiyie s

V=TT KD | RIKIZR 7 — T DR OBIEN FTREIC /2 5, T2 & 2IX, FrRED A L

v RP— VB $ 5 AL Ridd T, shutdownPool() # v REFFOHTZ EICL VKT
SHDHZENTE S,

public final class NetworkHandler {
private final ExecutorService executor;

NetworkHandler(int poolSize) {

this.executor = Executors.newFixedThreadPool(poolSize);
}
public void startThreads() {

for(inti=0;i< 3;i++) {

executor.execute(new HandleRequest());

}
}
public void shutdownPool() {

executor.shutdown();

}

public static void main(String[] args) {
NetworkHandler nh = new NetworkHandler(3);
nh.startThreads();
nh.shutdownPool();
}
}

Java SE 5.0 LARIE, fthod A L R23EMHEFIZL (uncaught exception) % % v » T3 5 H
BRI FENTFAE LR > =D T, ThreadGroup 7 7 A& fkK T2 L E N H~7=, 77V

/r—3 = T UncaughtExceptionHandler % 32344 % 354 . ThreadGroup O 7 7 Z Z{kiZ
FoTORINERETEZENARETH 72720 TH D, T D /3— =2 Tl Thread
7T ATERRINIA o Z—T == AT 5 Z LI2X Y UncaughtExceptionHandler
ALy RHEALTHRETE 5720, ThreadGroup 7 7 AZIHIE & A & =— 7 IpBEREMEN
o> TV [Goetz 2006, Bloch 2008],

ALy RT—=VZRT DARMRBIS AN BT OMHOFEME L TX, A FIA1
[TPS03-J. ALy R =)L THEITSNDH A7 DRFEH T 2@+ 5] 22,
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THIOI1-J

ThreadGroup APl Offifli%, BEARIE, A EV U=/ BILO—EIEZ XKW =AT V=27 b
RIEE VO R E b 7= BT D & 5,

A RTA GG wREME EE=2 A b IR L~
THIO1-J 1% rh H P4 L3
4.2.4. BEER

[Arnold 2006]

Section 23.3.3, “Shutdown Strategies”

[Bloch 2001] “Item 53: Avoid thread groups”

[Bloch 2008] “Item 73: Avoid thread groups”

[Goetz 2006] Section 7.3.1, “Uncaught Exception Handlers”

[Oaks 2004] Section 13.1, “ThreadGroups”

[Sun 2009b] Methods activeCount and enumerate, Classes ThreadGroup and Thread
[Sun 2008a]

[Sun 2008b] Bug ID: 4089701 and 4229558
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4.3. THI02-J. Thread.run() A Y v RZEENFOH X /2y ©

ALy FPREFICIELLS BRSNS ZLITEHETH D, ALy FORMTILLLTVERY
ELT, FTEBMLIEa—FRELSEEL TS X OICRA T, EERTEKLZ2W
ALy FTCa—RRFTEINTLEI Z LD D,

Thread.start() £ ' v R, ALy RO run()A Y v R&FE(TT 5, Thread #7227 b
Srun() A Y v REEBEMOHTZ EI3EY ThDH, EHEMFERH LESEA, un() A Y > KO
AT — A NI, FHICERSNTEA Ly FTERLMEH LITOA Ly FNTEITIN
%, £7-.Thread 47 =7 F# . Runnable 47 =7 MnBAEREND D TiEZ< . run()
AV REd—"—F 4 RLTWR\WThread DY 727 F ADA L AH o ZRIZ LD AR S
NHHE Y727 7 A0 un()A Y v ROMEH LT Thread.run() A Y~ RBFEONH S 415 23,
fATDALER & AT S A7R 0N,

4.31. ER=a—F

T OER 20— RTIt. FATHOA Ly RBBRIIC un() A Y v REFEOH LTV 5,

public final class Foo implements Runnable {
@0Override public void run() {
...

}

public static void main(String[] args) {
Foo foo = new Foo();
new Thread(foo).run();

}
}

run()A Y v RIZEH LWA Ly FEBGLARVO T H LA L Y R ETstart() £ Y > NIEE
fTanevny, ZO/EE, run() A Y v ROAT— R A M, HILWA Ly RTERL,
MLIEA Ly RIZBW T TEN S,

43.2. @Ea—1F

PLFo#Aa— RTIE. T LWA Ly REBAT -0l start() A Vv REELLHEHLT
W5, start() A Y v Ridk, PEBEIICHTA Ly RTrun() A Y » REEOHT,

6 201147 ABE, ZDOHA RTA4 - OiFBl+i% ITHI00-J] [ZEE I TV D,
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public final class Foo implements Runnable {
@Override public void run() {
...

}
public static void main(String[] args) {
Foo foo = new Foo();
new Thread(foo).start();
}
}

4.3.3. #i5+

THI02-EX1:run() A ¥ v RZMOH L T, HERBRZETHZ Li3B2onsd, 7EL,
BEOALy RCHHTH7 9 A%2T A MNTAEDICZOERERT L Z LT R0
SWCHEERTHZ L,

Runnable 7' = 7 k&8 8cHEE S 7z Thread 47 = 7 2% LT Thread.run() A
Yy R&EFITT 584G, Thread 47 =7 % Runnable IZ¥ ¥ A 952 LT, 757
AFIZ L DM ZEREETE 5,

Thread thread = new Thread(new Runnable() {
@Override public void run() {
...

i

((Runnable) thread).run(); // FI5k: FiBLA L v RIZBHLE L

Runnable (2% ¥ 2 kL Crun() A Y v REMOMH$ Z & T, Thread.run() X Y v K DOHRIY
R L& BRI T > TV A 2 E M E- X V45, 2O, run()A Y v RO LIZH
TOHHAA L FEIEFRET 5 2 ERRHEEEIN D,

4.3.4. U 27 5Hm

Al y FZIELSBBRTEZ20WE PHERREBENZIISEZTHE1H D,

HARTA TRZ Al HEME BEEaZ R (i Lb
THI02-J K o i P4 L3
4.3.5. BE M
[Sun 2009b] Interface Runnable and class Thread
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4.4. THI03-J. wait()¥ L Wt await() 2 Y » Kix, ®i2/V—7RNETHROHT

Object.wait() 2 V> Rix, —KlZm > 7 OFTAHEZEET 20T, ry 7 Z2FRL TS
oA Ly RPN ZHED D Z L3 TE 5, Object.wait() £ Y~ RiX, synchronized 7' =
7 & %W d synchronized A Y v RBIFOMTHERH VD | /o, FHREBA L Y R
B S/ 25121, notify() A ¥V v RIZX VW ilEZThR T TR 6720, B2, wait() 2 Y v R
OFEH Uik, GEREE (M L OFERIERMS) BETHLINE I DET = v 7§50 —Th
ff!ilj\]f“ﬁzbhéf\% Thd, FHREL V—TREEITIEFEERE LD THD Z

WCHEETLZE, e xiE, X7 =0 EREZI R BEOSMERGEL NisEmpty())
“C“Zf?)éi)\ while L —7 DO 5L TisEmpty()] ThH D, N7 Z—D0Z2ED5EIZ wait() X Y
v REMEOHTIELWHEZ, LUTFICRT,

public void consumeElement() throws InterruptedException {
synchronized (vector) {
while (vector.isEmpty()) {
vector.wait();

}

I Gl BT o 2 I ALEE AT 5
}
}

WEIA = AL E > TRHEA Ly R~O@EIN T, %A Ly RIZGEREOT =
v 7 &7 9, BIA L » RTO notify()d 5\ notifyAll() £ >~ ROFEH L TliE, &5 A
Ly ROHBT 500% EfEICRETE 2V, Lo T, lMaEZE LA Ly R, HHY
HEMEMTE LAV Yy ROADHRIND L5, FHERFEAT— AV M EFLRT 5,
D EATHNATOND AT A DY =N HDT —Z WY DXL 512, FMEPEIZRD F
T, ALy R&aT7ay 7 T 50ENDLGEIZ0EMERENGNTH D,

wait/notify Z {4 2556, Lottt (safety) &AfEM: (liveness) ~DOREITEHEETH 5,
LEMELIE, TRTOLT V=7 bR, L F ALy FRET CTHRE B LIREA R
952 & Th H[Lea 2000a], EfFMEL 1T, TXTOBRIEH D WNITA Y v ROFEH LAY, H
WredFIZE T T2 THD,

Eﬁﬁ%%ﬁ#étwm\wMaw—f%#@wmoxyyF%W@ﬁ#%’?xbﬁéﬁ
ENH D, ZHUE, oA Ly RS, JefT L CERMRFEAT - L Gl z & 5T 58481
2 TITO DO TH D, WHNIEEINHZIC wait() A Y v REFFRHT & BRO 7 =
X ENIRERIZRY D D,
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Fe Ak AREET B 1= DI I wmof//k®@ML% t while L— 7 %% T 2 R 5
VENDH D, wait) A Y v FOBHMIL, BHE2ET 5 ETCEHMBIC Iy 7 52{TH 2 & T
HDHM, L)T@Hﬁ%ﬁ%lﬁli&ﬁ‘ék DIV —TNIZFEIR T 5 M EH H 5 [Bloch 2001],

e WHALY RN -HDALy FRBHZEELTHL, BHEZELLZAL Yy R)VE
TERATLIETOMIC, HEZDORA Ly RPEFEAFT V=7 bor vy 7 2 EHE LT
LEIFREMERDH D, ZOA Ly Rid, A7 V=7 NOWREELEE LFE LIZIRRE
ETHZENMTED, T, time-of-check-to-time-of-use (TOCTOU)EFS 1T &
Zao

. B oM - FMRENMBORFIC EREICEESIN2@MEZETH1b Lk
W, ZAUE, wait() A Yy RO UASEINC L /b 2 &2 ERT 5,

o HAIDFREUE - notifyAll() A Y v KD OEEINC LV | BEIRA A Lo ROSEMERGE
INEOIREETH SN D WREMES & D, MRS, ASRITIRIDREA MR L T\ 2
REZALy R, FTEHET L6 Lt

o HAMTORE (spurious wake-up) - JVM DFEEEDHIZ WA 72 K & b
N @ZV/F%%%LTLiﬁ\ﬁﬁﬂi@i%@%iboé%@hﬁ@#é
[Sun 2009b],

IHNHOEBENG, FMARGEIL, wait) X Y v REFOH L7ZRICH T = v 7 T 208N H
%, wait() A V> RO URTZICEHRGEEZ T = > 7§ 572 DI121%, while V— 7 D3 i 72
BINTH D,

[EfEIZ, Condition 1 > % —7 = —Z D await() A ¥V v RH/L—7NEHTHEONHTHERH 5,
Java AP| TiZ, Condition f > ¥ —7 = — ROV T, LAFD X 51T LTV 5 [Sun
2009b],

T b T g — ANDETEIEFAE L Condition DFFEEHT 27557 DEE)) BAF ST
V5, Condition /T, #IZ/— 7" TIH#ESH T, 1HENR DRI 2 R 95 T
T BRELDT, ADOT 7Y or—2ra 77207 AT, ZUETOEENZ L5 FE
EHGREEEITIEE A E7 0, IVM DFELEIZ 50 TIU T OB P I LRI 512
SDITHB D, T 7Y or—2rg 7007t ST OEBPIEEL 552 F &
FTHRIZ L — 7" | THACFET SRS = & PRSI S,

NI DFTIER T D Y — A a— R ThiE, wait/notify DA DV 2
java.util.concurrent /X > 7 — Y DIWATRI 22— 4 UV 4 T 4 2T o X&THDH, L
L. Uy —=2— RiX wait/notify OfEFRAIIRAE L TV D H LivZeuy,
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441. BER=a—F

LT OERK 72— RTiE, wait) A Vv REif 7oy ZJNTIHOH L TERY, @aE=E L
BOFHEMNOT = v 7 BIFORTOALY, BHAERSATOARNG S UVIEEERH 5
B, RIEREERHEAL L TWRVIREET A Ly REHBSETLE S WTREMERH 5,
synchronized (object) {
if (S8 ARNE LW E>) {
object.wait();

}
Il RPEDSRSE LT & EITEfTSND
}

442 @e=a—F

L F o4 22— R TiL, while b—7OWNEETwait() A Y v REESZ Sk 0, wait() £
v FIFH LORIE CTRFEE T = v 7 LT D,
synchronized (object) {
while (SSEMEDIRRAL L 72 W 5E>) {
object.wait();

}
Il SRMEDESE LT & FIZEfT SN D
}

[A4£1Z ., java.util.concurrent.locks.Condition f > % — 7 = — A ® await() A /v ROM:H L
N—TDORNETIT O LERH D,

4.4.3. U X736

MR KO A RS 5720, wait() A Y v K& await() £ ¥~ RiE. &2 while /L—
T OWNE TN TLERH D,

HARTA SA)E S AREME [ENS= B L~r
THIO03-J N i h P2 L3
4.4.4. BEHER

Iltem 50: “Never invoke wait outside a loop”

[Goetz 2006] Section 14.2, “Using Condition Queues”

[Lea 2000a] Section 3.2.2, “Monitor Mechanics”

Section 1.3.2, “Liveness”

[Sun 2009b] Class Object
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4.5. THI04-J. —DOTiER< ., T RTCOFLRERA LV Y N~@BHT D 7

wait() A ¥ v FZFFOH T A Ly R, ZORERFEREIZ o7z & & FHRE) B1EIF
LCRFEAMT ST Lo s, fHEREOA L v NI, #4 KT 4> [THI03-J. wait()3
X Wawait() £ V v Rid, WIZL—7WETREOH ) (206> T, BIA232(E Lz b &k
FEET AR LTC, MRS OLAITITHEREIREICR I NERD D,

java.lang.Object 7 7 A @ notify()3 & OY notifyAll() £ ' v Rit, FHEFO AL v FE BT
LD END, ZNHDAY v NiE, fREBEOA Ly REFRILAT V=7 RO
Ary 72 RFFTHALy FIZED, FFOHESNDMER DD, ZNHD A Y v REER
HI ALy R, FAIREEDO AL v REFRILAT V=7 bOBEAR T v 7 ZREFFL T2
%% . lllegalMonitorStateException #4723 2 v — X315, notifyAll() £ V' » Rk, &AL >
RZFRE DRI S, RERENETH L ALy FOFEITHMEZAIRRIZT 2, ik
WRIBIZADRNIRED R v 7 ZRFFL TN E LTH, Hlsh/ZA Ly ROHPT—DD
ALy RIEZFA, BHZERIZEOR v 7 2 HEEST L, ZOME, oLy N
JERFRET 5 2 L1278 D, notify() A >V v RiZ, — DDA Ly RERFHIRIEN DT S 27235,
EDA Ly RNBEDTOIL L MIRIES RV, —DDEIFE L2 A Ly ROSMREEN
ALy ROMEGATZFF L TWRWES, ZOA Ly Fid, @O ERIZK LT, HE
FgT 2000 LvZzuy,

notify() X /> Ri&, TRlSEN T X Tz SNt OAMEHT & ThH D,

o HEHEAL v FIZBWT, £HRFEONFITE LV,

o ®ZAL v NI, HREICHU —#HOBELZETT S, ZhiE, notify() X Y v RO
MUK > THERLLEREBHT ALy R3, EORXLy RTHRWI &2 EK
T2,

o —ODAL Yy ROZNDBIIZLVEIFTLZ ENBEREINTND,

WMBNENELL, AT —hF VAR —ERAR2—T 1 U 4T 4 BT H AL v R,
INHOEMERT- LTS,

java.util.concurrent.locks /> -7 — <™ Condition f > % — 7 = — A%, await() A ~/ v KO-
HLTT7ry 27 LTWD ALy REERIE 57291 signal()& L Ot signalAll()d 2 Y v K
AL TWD, 260X Yy REFIMT 5I2IE, Lock &7 ¥ =27 b &BRAT b7
Conditon &7 Y= 7 "R E L7205, 72k, Lock 47 ¥ =7 k & wait()/notify() £ ~/ ~ KD

S =

WA DEIEEECIEH S, UL, Lock 7 Y= &AW CTREHEE TS 2— FiE,

T 201147 HBE, ZOHA KT A4 »Oi5l+1x ITHI02 ) IZEEINTWD,
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FNBEEOEA R v 7 1 3MEAETIC, 8D VIZ Lock 7Y =7 b EFURSTIT S hviz—oLL
Eo Condition 7Y =7 F&fEHT 5, ZiLH D Condition 7Y =7 ~iE. Lock 47
Vxl MIEoTHEAEIN a7 R U—IZh> CTHAEIZERE LD Y, LR,

Object.wait(). Object.notify()Fs & T Object.notifyAll() D& A~V v ROV 2
Condition.await(), Condition.signal()#s & U* Condition.signalAll()23# T = %,

DALy RH[E—O Condition 47 ¥ =7 F &FF BT TV AHIREL T signal() £ Y~ R
FREIHERT DI, TRORNEZRZTHLERND D,

o HEHEAL v RiX, [Fl— Conditon 7Y =7 F&MHL W5,

o AL v NI, BIRZICHE U —HEOBRELFEITT D, T, signal)A Y v KORE
HLIZE > T, ER LABZHBHT LA L Yy R, EOAXLy RTHRWI LA E
5,

o —ODAL Y ROHRNTTF NIV ERTDHENERINTWVD,

Ju

Ju

HDHWIE, TROFMEERT- TG, signal() A Y v REFHTX %,

o HAL v RN, ZNFN=2=—77 Condition =7 =7 M2,
e 4 Conditon 47 =7 "5, —oD@Lock A7 =7 k EBEMITHNTWS,

WYNAE AT IR, signal() A > ~ Rid signalAll() A >~ ~ KL D HERER TERL TV D,
4.5.1. EX 2— F (notify())

UTFO#ER2— RTiX, BHOALy RICE Y FEITEIND —HEHOMBERT v 7 TR S L
TR T AR L TS, £ ALy RiE, time 7 ¢ —/L ROEIZ3HRT 5 AL R
Ty T FTTH, HA Ly RiL, time 7 4 — /v RBRHET 2 AT v 7w NI
SNLDERF-T%, YU AT v T E2ETTDH, WiTtimexzA 7V A MLT, %D
ATy T OFEITHREZ AT DALy R~BMEITO,
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public final class ProcessStep implements Runnable {
private static final Object lock = new Object();
private static int time = 0;
private final int step; / time ~7 1 —/L 73 Z OfEICE L7z b EEE 1735

public ProcessStep(int step) {
this.step = step;
}

@Override public void run() {
try {
synchronized (lock) {
while (time != step) {
lock.wait();

}
Il BfE2ET7T 5
time++;
lock.notify();
}
} catch (InterruptedException ie) {
Thread.currentThread().interrupt(); // EiAHA T —2 2% V&> b5 5
}
}

public static void main(String[] args) {
for (inti=4;i>=0;i-){
new Thread(new ProcessStep(i)).start();
}
}
}

RO a— R, BT ERTZ L TR0, %\Z Ly RiZZEnZENnS72 % step D%
FATRMRESRME E L TWDH DT, H£ALy ROFEHIRGEILEZL > TW\5, Object. notlfy())‘ v
v Rk, —ElZ—2DA L v RLIE! mé’d‘?ﬁtb\@f\ B LA Ly RRFEEIZHIRIC
%ﬁ?E®XTy7%ﬁéﬁéXVnyﬁV@U\7ﬂ77A@?VFDV7:%5O

4.5.2. A =—F (notifyAll()

UTFOi#A=a— RTIE, ALy NIIHYT 27 v P2 0%, T, ALy R
ANIBEIEAT 5 72012 notifyAll() A Vv REFFA TS, SHRENEL RS ALy N, £
DIRF IR Tﬁ%@?ﬂézr v T HETTH I ENARETH D3, ﬂt#uu@#l JTE R R DM (L
— T REROHER-RLE LTUIETH D) DAL v RiE, FAHIREIZE D,

AR DIER 2 — RO run()A Y v R7Z0 %2, LD X 5 ITEET 5,
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@Override public void run() {
try {
synchronized (lock) {
while (time != step) {
lock.wait();
}
Il BfE2ET4 5
time++;
lock.notifyAll(); // notify() # > > KD ¥ 1T notifyAll() £ ¥ > REEA L TW5
}
} catch (InterruptedException ie) {
Thread.currentThread().interrupt(); // HAZ AT —2 2%V &> b4 5
}
}

4.5.3. ExX 22— K (Condition A > ¥ —7 =—X)

PLTFOER 22— RiZ, notify() A Y v REMH L7ER 22— RIZEEIL TV A28, fikl X
EE D 7= 812 Condition f > # —7 = —AZfFH L T\ 5,

public class ProcessStep implements Runnable {
private static final Lock lock = new ReentrantLock();
private static final Condition condition = lock.newCondition();
private static int time = 0;
private final int step; // time 7 4 —/V F23Z OMEICE LT EEEZFITT D

public ProcessStep(int step) {
this.step = step;
}

@0Override public void run() {
lock.lock();
try {
while (time != step) {
condition.await();
}
Il BB FAT3 %
time++;
condition.signal();
} catch (InterruptedException ie) {
Thread.currentThread().interrupt(); // EEAHRAT —4 2% V& b3 5
} finally {
lock.unlock();
}
}

public static void main(String[] args) {
for (inti=4;i>=0;i-){
new Thread(new ProcessStep(i)).start();
}
}
}
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Object.notify() 2 v~ R L [EERIZ, signal() A Y v ROFEH L TED R Ly RABEIFT 2003
GBI,

4.5.4. HE=a— N (signalAll()

UUTFO#Ga— RTIE, T XTORMEAL Y F~DE AT 9 signalAll() A Y~ FaEH L
TWo, HA Ly REZERE await() 2 Y v bR SHIIC Condition 47 Y = 27 NI
WA S v 7 # OB T 5, HRLEALY Rk, 2oavy 7 2RFLTNS D
EMRFEE N TV D [Sun 2009b], SRMRGENE L 72 DURIED A L NIZZF DX A7 % FAT
THZENARRTH LN, FHRFESEBTH LMD ALy RIZTXCTRHEIRREIZR 5,

AR DER 2 — RO run() A Y v ROZR, BLTFO L HITEESN TN,

@Override public void run() {
lock.lock();
try {
while (time != step) {
condition.await();
}
I BfE 251795
time++;
condition.signalAll();
} catch (InterruptedException ie) {
Thread.currentThread().interrupt(); // HLEAHAT =4 2% Ut> b5
} finally {
lock.unlock();
}
}
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455, FEHa—F (ALy FEICa=—27% Condition 7Y =7 )

LTS a— RTiE, £ ALy RIZIME® Condition 7Y =7 F&2EID YT W5, T
~_RTO Condition 7Y =7 M., £2AL Y KWL T Vv AT A LENAEETH D,

Il 2> A NT7 7 ZRGIN RS DT, 2D 7 ATl final ES LT3
public final class ProcessStep implements Runnable {
private static final Lock lock = new ReentrantLock();
private static int time = 0;
private final int step; // time 7 ¢ —/L K28 Z DEIZE L7 S #EEE E1TT 5
private static final int MAX_STEPS = 5;
private static final Condition[] conditions = new Condition[MAX_STEPS];

public ProcessStep(int step) {
if (step <= MAX_STEPS) {
this.step = step;
conditions[step] = lock.newCondition();
}else {
throw new lllegalArgumentException("Too many threads");
}
}

@Override public void run() {
lock.lock();
try {
while (time != step) {
conditions[step].await();
}
Il BefE2ET %
time++;
if (step + 1 < conditions.length) {
conditions[step + 1].signal();
}
} catch (InterruptedException ie) {
Thread.currentThread().interrupt(); // EiAHAT —2 2% V&> 55
} finally {
lock.unlock();
}
}

public static void main(String[] args) {
for (inti = MAX_STEPS - 1; i >=0; i-) {
ProcessStep ps = new ProcessStep(i);
new Thread(ps).start();
}
}
}

signal() A ¥ v RME STV D08, FMREED R E D Condition 472 = 7 MIRHIG L
ALy RIEZTEEIFTE D,
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FHEHCTERVWI—RKRZDI TADAL VAL UV ATALy REEHRTHZ ENTE RN
HICRY . ZO#G a— NILETH D,

45.6. V275
TRTOFEA L Y RTIERLS, —D2DRA by REFICHEMEZIT) Z&1F, VAT LADE
FMEEENTHE LR,

A RTA RAE AREE BEEa 2 K B LyL
THI04-J & 15 aR P2 L3
4.5.7. BEIW
[Bloch 2001] Item 50: “Never invoke wait outside a loop”
[Goetz 2006] Section 14.2.4, “Notification”
[Gosling 2005] Chapter 17, “Threads and Locks”
[Sun 2009b] java.util.concurrent.locks.Condition interface
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4.6. THI0O5-J. AL v RO TIZ Thread.stop() A Y v F&EFEH LW

ALy RINEEKRTT %6, ALy NIdZ JAOREH (A7 V=7 FERY 5 5IREE
DRFIZM) MR 5, LinL, FAZO%ET, U7X MOEIHL, HDHWE, 71
77 L0 INM ZRQUTR T T2 0ENHH5E, 7n /I <3 ALy FEREICKT LK
2L+ D,

ALy RO, FBHBIOKTEZYR— T 2572012, W< OO ALy REEH API
DA ST, RIS, XEF EOXRKER S 0 FEHELRE & Siuiz, 72 & %X, Thread.stop() £
Yy REEOHT & ALy REIRIZDZ2 1 % ThreadDeath BN EHIZ AT — X115,

Thread.stop() A ¥ v ROMEH LIZE D ALy RERS Liza v 7 133 XTI S LD 53,
ZOFERA TV = 7 "SI EZRNDIRIETERENDS 0 LW, A7 V=7 Ml
EMEEZRWTRIEIZ72 D Z E 2B <2912, AL Ridk ThreadDeath 4+ D f##iE & finally
Tay P EERTHIENTES, LL, ALy RIEATHOWDR DR RIZEBNT S
ThreadDeath 423542 L 9 5 DT, 9XT? synchronized AV »» K3 X T synchronized
Ty EEERSEETALERSH S, 72, catch R finally 7' 1 v 7 OFATHICHA L
9 % ThreadDeath 5|44 726 =2 — R & {3 L 722 1T 1072 6 72\ [Sun 1999a),

FEHELE A > NICEAT D REM7Z2 8L, 74 K74 > TMET02-J. Do not use deprecated or
obsolete methods 8] (Z/RE LTV 5,

8 ZDHA KT A %, https://www. securecoding. cert. org/confluence/display/java/IZFeik &AL TV 5,
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4.61. EBXa— N (FEH#SED Thread.stop() £V » F)

LIFOER 71— R, X7 2 —ZHBUEETHO D ALy FE2RLTWD, FEE I N7kt
25k L7otk, A by FERBHRIFEL TV,

public final class Container implements Runnable {
private final Vector<Integer> vector = new Vector<Integer>(1000);

public Vector<Integer> getVector() {
return vector;

}

@Override public synchronized void run() {
Random number = new Random(123L);
int i = vector.capacity();
while (i > 0) {

vector.add(number.nextint(100));
i}
}
}

public static void main(String[] args) throws InterruptedException {
Thread thread = new Thread(new Container());
thread.start();
Thread.sleep(5000);
thread.stop();
}
}

Vector 7 7 AIA Ly RE—=T7 THLHDT, ZOEFEA L AZ UV APEHDO AL > FIZX
DEEESNTZELTH, A U AZ U RIT—B LIREICRTEATHW D, =& 20,
Vector.size() X ¥ v Ri%, N7 ¥ —IZWAT L TERERIMTONTH, X7 ¥ —NOEFED
ELWEEFISET, Zhid, XY=V AX U ADRIEEL IS FESEEE &
BUBEEIT o CVDHL, DALy RINEDT 7R &S TEDICAH OB v 7 %
FEHLTWLINHLTH D,

L2 L. Thread.stop() A ¥ v RICL W FATHDO A L v RiZfEIE L, ThreadDeath 5|54 73 2
H—SHB, £, BELTWER v 2 3T R CER S LS [Sun2000b], A L v RAMELE
SITRFZ AT & — T8 LWEHOBINLE T Th 256, T8 LICRBON T Z —7)3th
DALY RNHT 7B AFRICR DG LIVRV, N7 X —OBHEHIT, EROBMDHE
\ZA 7 U A NENDTIZ®H, Vector.size() Rt T EHEKAZIRT EWVWIFER LD 95,
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4.6.2. WA= —F (volatile %)

DUTFOAEa—RTIE ALy REK TT H720iCvolatile EE L7277 7 &AL T\ 5,
shutdown() A ¥ > N2k v, done 77 7T true kv hLTW5h, AL v RO run() A Y/
v KA3done 7 7 7 DIEAEARL L, true (272 > T-HES TR T35,
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4.6.3. WEa—F (BliAATEE)

UToiiaa— RTix, ALy REKTT 572912, Thread.interrupt() A ¥ »» K% main()

A ROBIEOH LT %, Thread.interrupt() A ~ ROMEH LIZ X 0 | N 72 EA 7
WEZZ 7Rty F&h b, AL v RiX, Thread.interrupted()* ¥ v REHEHA LT, 777
OWREEFHNT 5, ALy RBHFE S TWZIEAITIE true 28K Y | BAZIRREY 7 7 %
HIEHET %,

public final class Container implements Runnable {
private final Vector<Integer> vector = new Vector<Integer>(1000);
public Vector<Integer> getVector() {
return vector;

}

@0Override public synchronized void run() {
Random number = new Random(123L);
int i = vector.capacity();
while (!Thread.interrupted() && i > 0) {

vector.add(number.nextint(100));
=
}
}

public static void main(String[] args) throws InterruptedException {
Container ¢ = new Container();
Thread thread = new Thread(c);
thread.start();
Thread.sleep(5000);
thread.interrupt();

}

}

ALy RiZ, BROBIE Lo TUSND X R 7 #3474 B 72010, EiABREERT 5
L2V, KXo T, TOEALKRY =N SN TWRWES, RIEERAL v R~
DERAIMILIN AL D D00 LILTIT 9 _&E TlE ey,

4.6.4. WA a— F (stopThread EITRT 7 & 2 )

X2 U T 4R —7 7 A BEEED java.lang.RuntimePermission 7 7 A M
stopThread O HFF AT HIBR 5 Z &2k > T, Thread.stop()* ¥ v RIZCL DAL v KD
EILEZSZENTED, 1272 L, 2OAY Y FIURF LI EFH TE 52— RIZH LT,
o7 Fa—FIIHIETE R, W5, stopThread O HFF AT ZHIBR L7k R & LT
U9 DHINEBEUNC D L DIZEEFFEN T s Ly, 2O XL 97— AT,
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ZOHA RTA L THIL T LMD E = — FISHIST D ER7RT 7' —F 2 34
DT ENEELL,

4.6.5. U 273

A2y ROBEWFIEIZ, FE LA T V=7 hoRBEZHIBENDRH D, FRED 2V
V=27 o TRENFATS N2 WEE, B ) Y =R =7 $ 5NN H 5,

A RTA RAE AREE BEEa 2 K B Ly
THI05-J & aa aR P4 L3
4.6.6. &3k
[Arnold 2006] Section 14.12.1, “Don’t stop”
Section 23.3.3, “Shutdown Strategies”
[Darwin 2004] Section 24.3, “Stopping a Thread”
[Goetz 2006] Chapter 7, “Cancellation and shutdown”
[Oaks 2004] Section 2.4, “Two Approaches to Stopping a Thread”
[Sun 2009b] Class Thread, method stop, interface ExecutorService
[Sun 2008c] Concurrency Utilities, More information: Java Thread Primitive Deprecation
[Sun 99]

148| CMU/SEI-2010-TR-015



THIO6J

4.7. THI06-J. 7y 7 LTWARL Y RRFZR I PHEEICKRTTEBRZL ®

Iy NI =T HDHWNET7 7 ANVA 172 EOBIEIZ XV T ny 735 ALy RBEXUH R
70k, VU RGEOMTFHIEEZET-OICH . IR ZRE T O A 2 FEE Lot i3
HVEND D,

4.71. ERa—F (Fuvy 735 Al volatile £%)

LIFOENR 22— Rix, A R74 2 [THI05-J. AL v RO TIC Thread.stop() # ¥ v K%
R L2V #5E(Zvolatile 5 L7-done 7 7 72 L TA Ly B THA[EETH 5,
L2L. readLine()A Y v ROMH LR Ry hT—2 A TT vy 73586, 77712
A Yy FLEETTIZA Ly RIZKET L2,

9 20114 7 ABE, ZDOHA FTA4 L OfFF1x TTHI04-J | IZEE SN TNV D.
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public final class SocketReader implements Runnable {// AL v Kt—7727 7 &
private final Socket socket;
private final BufferedReader in;
private volatile boolean done = false;
private final Object lock = new Object();

public SocketReader(String host, int port) throws |OException {
this.socket = new Socket(host, port);
this.in = new BufferedReader(new InputStreamReader(this.socket.getinputStream()));
}
—EZ—2DA Ly RGN Y ry hEFHATE 5
@Override public void run() {
try {
synchronized (lock) {
readData();
}
} catch (IOException ie) {
Il 7~ R T ~DHRE

public void readData() throws IOException {
String string;
while (done && (string = in.readLine()) != null) {
ARV —=ADEY(NU)ETAL Y K27 avyr55
}
}

public void shutdown() {
done = true;

}

public static void main(String[] args) throws |OException, InterruptedException {
SocketReader reader = new SocketReader("somehost", 25);
Thread thread = new Thread(reader);
thread.start();
Thread.sleep(1000);
reader.shutdown(); // AL v R&#& T3 %

4.7.2. ERa—F (Fry 2735 AHA, EARTEE)

LT OER 2 — RIZADROER 27— RIZEITWAH A, ALy REETTH20ICAL Y R
EALEFEHA LTS, LA L., java.net.Socket ZfEf L CWARIE, kv hU—27 A
NEA VY REBAZIZEOE LRV, LTFOa— RTiE, fidOER 73— FbER I
readData()} L (" main() A YV v RZRL T\ 5%,
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public final class SocketReader implements Runnable {// AL > Nt—77 27 5 X
I ...
public void readData() throws IOException {
String string;
while (IThread.interrupted() && (string = in.readLine()) != null) {
I ARY =AD& (UINETALY ReET7ay 755
}
}
public static void main(String[] args) throws |OException, InterruptedException {
SocketReader reader = new SocketReader("somehost", 25);
Thread thread = new Thread(reader);
thread.start();
Thread.sleep(1000);
thread.interrupt(); // A L v R~DOELAZ%AT 9

473. @Ha—F (Y& v MDD 7 1 —X)

THIO6J

LT oA =2— FTlid.shutdown() A Vv R CTY oy haer/un—X3+5Z ik rmy s
SNTWDHALy FERRT S, Y7y e rn—X9 %L readline() A Y » RiZ
SocketException & A — L., AL v ROMEIIHITT S, ALy REEBIZELLEIEY

DVENGH DA Yy b BRRIRIED £ EE TE 2,
public final class SocketReader implements Runnable {
I ...
public void readData() throws IOException {
String string;
try {
while ((string = in.readLine()) != null) {
I ARV =AD& (NU)ETAL Y FET7 ey 755
}
} finally {
shutdown();
}
}
public void shutdown() throws IOException {
socket.close();

}

public static void main(String[] args) throws |OException, InterruptedException {
SocketReader reader = new SocketReader("somehost", 25);
Thread thread = new Thread(reader);
thread.start();
Thread.sleep(1000);
reader.shutdown();
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main() A ¥ > K225 shutdown() A ¥ » R3EIIL S & | readData() A~ » RO finally 7 &
v 7 CRE shutdown() A ¥ v KBTI, ZEHO Y 7y b7 a—XRF73nb, V7
v ERREIZ 7 m—=XENTWDLGEE, ZEHOMHL LD, 7'u T AOEEICEE
DY

FEFRBIA M 217 2 A TH i java.nio.channels.Selector 7 7 A ® close()d %\ MiE
wakeup() A Y v REFRNH LT, 7a vy Z7REOA Ly REERIEHLELHTEX D,

Ty ZIRENGHRITH L%, BICUEZEZI 7T 50N H 5855515, boolean 77 7' %
T ZENTES, 77 7OFRHICKIET D a— FE2BINT 58546, AL > K2% while
=T MBI T HES X 5, shutdown() A Vv RiZEBW T, 77 ViZfalse &> 95
REXTh D,

4.74. BEa— K (BEAARFERET ¥ » RV)

LT o =1 — R ClE, Socket #ft Do 0 12, HIIALWEET ¥ /L
java.nio.channels.SocketChannel Zfi L T\ %, AL v RR3T—ZFHY H1IZ
Thread.interrupt() £ ~ > RIZ X > Tx v 8T —27 AT OFEITELARD A LIchG, O
A v KX ClosedBylnterruptException #5215 L. F¥ X /UTELICHA L NS, £,
ALy ROEGALIRIE S BH 4D,
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public final class SocketReader implements Runnable {
private final SocketChannel sc;
private final Object lock = new Object();
public SocketReader(String host, int port) throws IOException {
sc = SocketChannel.open(new InetSocketAddress(host, port));
}
@0Override public void run() {
ByteBuffer buf = ByteBuffer.allocate(1024);
try {
synchronized (lock) {
while (!Thread.interrupted()) {
sc.read(buf);
...
}
}
} catch (IOException ie) {
Il N> BT ~DRk
}
}

public static void main(String[] args) throws |OException, InterruptedException {
SocketReader reader = new SocketReader("somehost", 25);
Thread thread = new Thread(reader);
thread.start();
Thread.sleep(1000);
thread.interrupt();

}

}

ZOFECLVIATHOA Ly FEHTCE 5, ZOa—RTiEX, ALy R
Thread.interrupted() £ V' v RIZK W ELHABL AT — X2 A2 B4 L, ELAZNIEA L TV 2D,
ALy RERETT 5, st 7 vy 73 58ETHLHITH 0057, SocketChannel
OFERIZL Y, ERALZEREBIZ while L—T DEMENRT A N END, [FEEIC
java.nio.channels.Selector Z#fiHH L T7 2 v 7 L TWAH AL v KO interrupt() £ ¥ v K% I
OHTZETH, ALy RE7T vy LIEZRENSERTE 5,

4.7.5. ERXa—F (F—F X—2Ekw)

LIFOERK 22— RiX, AL v RfElZ—->0 JDBC(Java Database Connectivity /i & {Ef% 9
5 AL KE—=772 DBConnector 7 7 ZADHITdHh 5, 4 JDBC Bl F N Fi—oD A L
Y FIZBRLTEY, DALy FEDIEAIETDIARV, JDBC HEEIEHEED A Ly FIZ L
DIAITEAN TRV, IR ERBITH 5,
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public final class DBConnector implements Runnable {
private final String query;
DBConnector(String query) {
this.query = query;
}
@Override public void run() {
Connection connection;
try {
Il =4 & RAT — RiE, #2720 —Fa—F 17 LTnD
connection = DriverManager.getConnection(
"jdbc:driver:name”,
"username”,
"password"
)
Statement stmt = connection.createStatement();
ResultSet rs = stmt.executeQuery(query);
...
} catch (SQLException e) {
Il N> BT~ DRk
}
...

}

public static void main(String[] args) throws InterruptedException {
DBConnector connector = new DBConnector("suitable query");
Thread thread = new Thread(connector);
thread.start();
Thread.sleep(5000);
thread.interrupt();

}

}

T = A R—= 2L Y v b ER U ANEHNCERARRRETIE 2V, Lo T, kid=—F
BINZIRBNT, FEEBED LI ICFEITICHE-R )b 7 ) TALy R T uy 7 by
BT TAT VMDY V=A% /a0 — A L TCE A Xy BT 52 ERTERN,

4.7.6. @H 22— F (Statement.cancel() X ~ v K)

LIFoiG a2 — R Tl 7T —F X=X ~DHfH A7 — h A > % ThreadLocal 7 7 A TZ
v 7L, initialValue() X /v REZFERA L v RN —E OB v A X v A& BFATREE LT
Wb, ZOT77a—FORRIT, OAL Y RHDHWEIY T4 T 2 NBRERNH HEFIZ,
EHIMICOI5 7 ) Zhlrd 2 Z £23T& % X 91T, cancelStatement() £ V> R &2k
T&5HZ L Th2D, cancelStatement() £ ~ »~ RiX, Statement.cancel() AV > RAFFOH L
TW5b,
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ResultSet rs = stmt.executeQuery(query);
...

} catch (SQLException e) {
Il ™2 R T ~DHRE

I ...
}

public static void main(String[] args) throws InterruptedException {
DBConnector connector = new DBConnector("suitable query");
Thread thread = new Thread(connector);
thread.start();
Thread.sleep(5000);
connector.cancelStatement();

}
}

H LT —FRXR—=REH AT A(DBMS)IB LN KT A SRl & b % v e /L ALBRIT kG
L TWilX, Statement.cancel() A Vv RiZEk>» T/ &%y /AL TESL, £ TRIT
AUX, ZDOHA RTA AZHED Z LT TERY,

Java API, Statement { > ¥ —7 =—AD ¥ =2 A > MZ LT [Sun 2009b]

F 7 4L T/, Statement 47> = 2 f T E(Z—DD ResultSet 47> = 2} E 1T A3 /A]
FIZ G — 72 T& 5, LER->T, —2DResultSet 47> = 2 F Dk v Eik{r L <,

FID ResultSet Fiik V) 7371704 3 535, CiL-En A - /= Statement 472 2 MZ L -
THL I TORITIILZR S 200,

FRO#EAEa— RTIE, —2? ResultSet 7'V =7 FNEITFMN, —D2DA VAKX V AZET
% Statement 7 ¥ =7 MIEEMITOND, LIRS T, —DDAL vy REEFN, 7=
UDEATHRERICT 7 B2 T HZ LN TE S,

4.7.7. U R 7 3HE

ALy REET DT DAL Z 2T & 2200 & RS R BB — B A EIZ SR D
L7209 %,

HARKTA v TR A REME fBEE=ax b B L~L
THI06-J {lis H eR P4 L3
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[Arnold 2006]

Section 14.12.1, “Don't stop”

Section 23.3.3, “Shutdown Strategies”

[Darwin 2004] Section 24.3, “Stopping a Thread”

[Goetz 2006] Chapter 7, “Cancellation and shutdown”

[Oaks 2004] Section 2.4, “Two Approaches to Stopping a Thread”
[Sun 2009b] Class Thread, method stop, interface ExecutorService

[Sun 2008c]

Concurrency Utilities, More information:

“Java Thread Primitive Deprecation”

CMU/SEI-2010-TR-015| 157



TPS00-J

5. ALy R7F— (TPS) A KF4

51. TPS00-J. ALy R — LV ZHERALTRKREN T 74 v 7 RBREIZL D287
P—ERIETZRS

2 D7 s T M, #E LAY 7 A N EEYICAETHILERS D, KV TR
MEICHH A L v R&/Ek$ % Thread-Per-Message ' v /3% — U d kb v v 77
WATHHL % — 2 Th 5 [Lea2000a], = D/ 3% — %, B 28450, AHICHHE S
oM, Eyva VHEAD, HDHVTHNMEOR WY R 7 EERIBRFEITT 256104 E
o,

UL, ZORE—=ZF, ALy RERBIORFYa—0 7 ZA7EH U V—
AEE T LEY THRRO A — "=~y R, BLOHERI L THXRANAS v F 7l E
W o T2 [HEE N B H[Lea 2000a], 7= & 21X, WBEHIIKED Y 7V A &V AT h~—FF
BETLHZEICEY, Y—EREGETH LN TED, HBEZZT IV AT AL, "7
G+ UAPRLZNAE T T 2O TIERLS ) IETERL 2D, = A EIRRBIZH D,
T, BEMEZEHRL UEONTZa U R—32 b2, Wit RET 5227 — DXL
RCOY I —=A&EfoTLEN, O a R —3x2 bR Y YV —Z2OHIRECTEIfETE 7
B EbdH0 5,

ALy RF=VZ2FMTH5Z LT RETHANY 72 A MK LTI NTOY—E A%
FEIET 2D TIERL . FRSNDHPHD Y 7 =2 NI ThiuTikive L TV — b 2 2424
LZENHREE 2D, ALy R —id, Wb LORWBEOETZWATL TITH 2 &0
ARE/R T —H— ALy ROFEKREEHETHZ LI12X 0, koML 5, ALy
K7 — a4t 5472 =7 hid. Runnable ® %\ X Callable<T>% 2 7 #% Aiu, U
V—ANRFIHARRIZ R D ETH AT & — X 2 —ITHNT D, ALy RT— AL NOAL
ROBFIHRC, ALy ROBIBIBRPIFEMIITZAD LRV, ALvy RIA4T7H A7
JWEB EDF— N —r~y R/ MR ETR D,
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511. EX=2— K

PLUF O 22— R TliL. Thread-Per-Message 71 v /3% — U %5@HA L T\ 5,
RequestHandler 7 7 2% public static E5 sN7=7 77 U A Y v REEME L, M LA
LA AZ L ADRIFEATREIC LTV D, KU 7T A b2 ALy RIS 5720
handleRequest() # ~/ » RNiZEfE L TR S5,

class Helper {
public void handle(Socket socket) {
/...
}
}

final class RequestHandler {
private final Helper helper = new Helper();
private final ServerSocket server;

private RequestHandler(int port) throws IOException {
server = new ServerSocket(port);

}

public static RequestHandler newlnstance() throws IOException {

return new RequestHandler(0); // X OFI|H AlE7e AR — h Z3IR$ 5

}
public void handleRequest() {

new Thread(new Runnable() {
public void run() {

try {
helper.handle(server.accept());
} catch (IOException e) {
I N> R ~DiE
}

}
})-start();

}

}

Thread-Per-Message /X% — > Tld, @A —EAEXFTE < &IXTERY, —ED
VY —2AZEE LR L, WA EFICHE TERVREBIZESE T, A by FIIERKRS
T TLED, 72 xiE, VI/ZANMIEUEHEOAL Yy REERTELELTEH, ¥
AT L ETH=T AR T 7 ANV OBIZIT ERB S D, £/, VAT LDORAEY
WHDTHDLGE ., VAT MIERRLEILR Y | P—EAMZIRREBIZZ2 5008 Liveuy,
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51.2. A5=2—F

UUFOGa— RTIE, WTIZFATT 2 ALy ROFD EREZRET HEEAL Y K7
—NVEHBAL TS, ALy RA—= /MK L2 2 22713, NEF 2 —I2ifisnsg, =
MUCEY VAT LARTRTOY 7 X MBI L L5 & L CRARIKEIZHKS Z & £
BEL, —EICHIST D27 747 0 FOEERET D Z LI XD BB —ERAE T2
TVy% [Sun 2008a],

I/l Helper 7 7 AIZZEF 70N

final class RequestHandler {
private final Helper helper = new Helper();
private final ServerSocket server;
private final ExecutorService exec;
private RequestHandler(int port, int poolSize) throws IOException {
server = new ServerSocket(port);
exec = Executors.newFixedThreadPool(poolSize);

}

public static RequestHandler newlnstance(int poolSize) throws IOException {
return new RequestHandler(0, poolSize);

}
public void handleRequest() {
Future<?> future = exec.submit(new Runnable() {
@Override public void run() {

try {
helper.handle(server.accept());
} catch (IOException €e) {
Il /N> R ~D¥EE
}
}
i

I... ALy RT =)L D TOF AT ODBIH LEDMD A Y » REERTD...
}

Executor f > % — 7 =—A® Java APl SCE(Z X % & [Sun 2009b]

[Executor -7 > % — 7 = — X /&, JIKFE S/ Runnable % X 2 & {79 547> = 2 h
ThB, DA H =Tz — R, FRIDEIFEH S X7 DFERDFFM (X L PO
SR G P — U 2 e B) 0 B S B Ak E L T B, Wl Executor /4, B
HIZR L RE (kTS 1CH VIS S 3,

FREo#E G a— R T LTy % ExecutorService A > % — 7 = — A,
java.util.concurrent.Executor f > % — 7 = — A L R4E L TV %, ExecutorService.submit()
Ay RIZ,ZOMEH Lot Future<V>27 Z ADA 7V =7 N BfGT 5 Z &L & AHEICT 5,
ZOFT7T V7 ME, W URERCRREDNE L LR WIERBILEOERZ 1 7' kT 5
LIz, FEHLIENZ A7 OBFIE L O X 9 72BN 72 B 2 FAT4 5 Z & 2 AlRElC T %,
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WA XHlFR D 720y newFixedThreadPool Z 8R4 25 Z LR 3 L gl & 1ER S 7220728,
Java APl SGEZ S L., LLFOWEN G, FEEMCEURER AT O RETH S,

[Sun 2009b].

e newFixedThreadPool()

e newCachedThreadPool()

e newSingleThreadExecutor()
e newScheduledThreadPool()

51.3. U &7 5l

R ED Y 7 = A N H RS 5 72 O Z il £ 2T A L2856, A7
NI =< ADIKTF, Ty kav s, HBHWNIVAT LAY Y —ADWMFEICL Y —E R
PEIET D E VST R A S ATREEDR H 5,

HARTA v RA AREE BEEa A K B Lyr
TPS00-J {125 o & P2 L3
5.1.4. &3k
[Goetz 2006] Chapter 8, “Applying Thread Pools”

[Lea 2000a]

Section 4.1.3, “Thread-Per-Message”

Section 4.1.4, “Worker Threads”

[MITRE 2010] CWE ID 405, “Asymmetric Resource Consumption (Amplification)”
CWE ID 410, “Insufficient Resource Pool”

[Sun 2009b] Interface Executor

[Sun 2008a] Thread Pools
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5.2. TPS01-J. 1 XHIRDH A AL v R— NV THEIEKGFETDHIZ AT &E
T L7220

Fu s =ik, A XHBROHLHZA Ly RP—LEFEH LT, ALy RFA— /LN TREC
FITATRER A Ly RED LIREZFEETH LN TE D, 1277 L, D Z 27 O58 TITHAF
THXAZIE, A XHIROHH AL v RT—IVNTIEITINDRE T,

R L FAUSRICEED = > iz > Z(thread starvation deadlock) & 1%, 77—/ /LN TEITH D A
Ly RIRTH, NEF 2 —NTHBE SN2V EEFHEL WA X271k Ty s &
NOGEIRET D, FEITTDOHRTBA Ly R =MD Z A7 AL, ZDFET
BREON, ALy R =)W H AT BT DZZE NN E ALy REERIREEOT v R e
v 7LD,

7a T T AOFETIINE R A Ly OBV TTHhEe, BEZRHEEIELTWD X9
WCHRZADT, ZOMETRELE SNBELTHD, =NV A XEPEETHZEITED,
ZOMEERETX 258 LH D0, L 0G4, WY A XERET D DIFES T
QAN

FREIZ, oD FETHOX RPN TT L7201, TNEhh 9 —HOWMEOE T 28 H
WARANLTEL LTWAEAS, ALy RA—LADENLDA Ly RIZETTXF, EENIC
FAATE 20 Ly, Fo, YT X AT TOTr vy 7 T58IEICLY, Fa—
DEERZSHOCTLEI Z &L HY 9% [Goetz 2006],

5.21. BR=— F (V7 # 22 BICANE A BIR A EHE)

PAFOEN 22— RiZ, ALy FIBERIREEDT v Fo v 7 25| & Z 3 mReEtENH 5,
ValidationService 7 7 A X, 22—V NIEE LT 74—V RNy V0 ROF —F _X— |
FETAEINEINTF = 7T EDODANMERES A7 #FT74 5,

fieldAggregator() A /v RiZ, ®[Z (O String 515 &% A, K5lEixtind 2% A7 &4
L CUWAIALEE %, Z=nEho ¥ A7 %, Validatelnput 7 7 A& H LT, ASMEHRAE
21T,

KIZ Validatelnput 7 7 A (%, Sanitizelnput 7 7 A& HH L CK IV 7 = A NHOY T X R
AAER L. ANEOY =24 X (BE) 2175, ZNHOFTXTOX AL, LAV
v R7—VINTEITESND, fieldAggregator() £V v RiZ, T _XTOX AT OFEITHNETT
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LETTRrYZ L, TXTOXATOFERBRI-TZEET, ZhoDOfERE T
StringBuilder 47 2 = 7 K Z M LTIz T,

public final class ValidationService {
private final ExecutorService pool;

public ValidationService(int poolSize) {
pool = Executors.newFixedThreadPool(poolSize);
}
public void shutdown() {
pool.shutdown();
}
public StringBuilder fieldAggregator(String... inputs)
throws InterruptedException, ExecutionException {
StringBuilder sb = new StringBuilder();
Future<String>[] results = new Future[inputs.length]; / &% % #4892
for (inti = 0; i < inputs.length; i++) {// Z# A7 &AL v K7 —VITIKIET 5
results[i] = pool.submit(new Validatelnput<String>(inputs[i], pool));

for (inti = 0; i < inputs.length; i++) { // #&HAED 5
sb.append(results[i].get());
}

return sb;

public final class Validatelnput<V> implements Callable<V> {
private final V input;
private final ExecutorService pool;

Validatelnput(V input, ExecutorService pool) {
this.input = input;
this.pool = pool;

}

@0Override public V call() throws Exception {
Il BEECRB LTehE, 2 TibteAn—4%
Future<V> future = pool.submit(new Sanitizelnput<V>(input)); // V7 % Z 7 DAk
return (V)future.get();

public final class Sanitizelnput<V> implements Callable<V> {
private final V input;
Sanitizelnput(V input) {
this.input = input;
}

@0Override public V call() throws Exception {
I ATIERE =2 A XL TELTWD
return (V)input;
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Tz, =Y A X% 6 L3554, ValidationService.fieldAggregator() £ v K23,
ARG E L TRDD5| A5 ONTHRHEND E, KODF AT PRA Ly R —)L
~MEEEND, BIZ, FXAZIE, ANWEY =4 A4 XT 57D, ERENIET L7
B ALY BREET 5, Z OFF Sanitizelnput 7 % A7 ZALELTH ALy RNFETINDHLE
NWHDHIN, ALy RP—ILDOARODALy RIZT_XTTay 7 SN TWNWHDT,
Sanitizelnput 7 % 27 ZBtGTH Z LN TERW, 7o, ALy RT—ANT 77 47
I B A B G TOHYEA. shutdown() A Y v RTIEA Ly RA— LT TE 200,

U IVA Ly RSO Executor (IZBWTH, FEH LT W O DOH T X 27 AR L
THRERZHOLGE, ALy FAERIREEOT v Ra v 7 BRREL 9 5,

5.2.2. @A I— F (¥ A7 MICHEEGERFELRWY)

LUF oA = — R Tid, Sanitizelnput # 27 235l % DA L RIZBWTTiEAR<,
Validatelnput # 27 LRI U A L v RTIHITII D &L 912, Validatelnput<V>2 7 X Z{ETE L
TW5, FEERMIZ, Validatelnput 35 L U Sanitizelnput # A2 7 X HWN5E T 925 D& FOM
F3 /e <N LTV 5, F72. Sanitizelnput 7 7 A%, Callable £ > % —7 = — A& F4E L
BRONEIIEEINTWA,
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public final class ValidationService {
I ...
public StringBuilder fieldAggregator(String... inputs)
throws InterruptedException, ExecutionException {
...
for (inti = 0; i < inputs.length; i++) {
I Ay R —=TIZEDEFES R0,
results[i] = pool.submit(new Validatelnput<String>(inputsli]));

...

}
}

Il RICA Ly R =M L
public final class Validatelnput<V> implements Callable<V> {
private final V input;
Validatelnput(V input) {
this.input = input;
}

@Override public V call() throws Exception {
Il BEERC R LT GA,. 22Tt a A —3 2%
return (V) new Sanitizelnput().sanitize(input);
}
}

public final class Sanitizelnput<V> {// %= Callable % 2 7 CiZ7g\»
public Sanitizelnput() {}

public V sanitize(V input) {
I AR EYS =24 AL TRLTWD
return input;
}
}

ALy RAEIRIEIZ, ALy RS =1L OV A X2 RELLTHILICIVRBET L2 0T
X%, LoL, BETEXRVIEHLIEAS, KEODANEZTIZLIZEY, AT AIKEK
AT EEZ DN LRV (TA R4 > [TPS00-J. AL v R7— L& L TKE k
T4y I REICE DB —E AR TEZIS) 22 H),

ek, BALy RIIHE72) Y —ARFIHAREIC/2 D ETT ay 7 $50D7T, [RFFHZF]H
FREZR T — H R— 2K H-P ResultSet 472 = 7 "l Wolm ALy R — LY A XD
FRRICEEST A HEEICHEE T ANEND D,

private static 55 L 7 ThreadLocal Z#% %A L v R Cr— 72K ARFFT 272012
T2 TES, Ay RT— Va2 MEHT 5556, ThreadLocal 225 D A FF IR,
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KT B X AT DFATHDOIHITHIRS R & Th 5[Goetz 2006], F£ 7=, Z i1 H D ThreadLocal
BHEITZ 27 B OBBE B THEN SN ETERY, HICA Ly R —/LNTO

ThreadLocal Z# O HIZE L Tid, W 22D HINSH D(HA RZ7 A > [TPS04-]. AL
> R 7 — A IR ThreadLocal 2B HAIMLFEATH D Z L 2MRIZT D] 25 H),

523. EXa— K (VW7 ¥ Z7)

UTFOEKa—RiE, HEALy RSV TETIND —HOV T X AT HFH A TND
[Gafter 2006], BrowserManager 77 7 AL perUser() A v RZMATEY, ZOAY v R
I% perProfile() A ¥~ R&FERN T4 2 7 2463 5, perProfile() A ¥ » RiZ, perTab() A
v REMOHT X A7 Z81G L., 51 &Zkix. perTab() X~ K7 doSomething() A/ ~ K%
FEON 9% 2 7 ZBi#k9 %, BrowserManager 7 7 AL, 26D —EHD X A7 N ETT 5
DZEFFo, doSomething() A Y v RAMEEDNEF TR S h, TSN A Y v FEITZE
¥ count (CERERS D,
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public final class BrowserManager {
private final ExecutorService pool = Executors.newFixedThreadPool(10);
private final int numberOfTimes;
private static Atomiclnteger count = new Atomiclnteger(); / count = 0

public BrowserManager(int n) {
numberOfTimes = n;

public void perUser() {
methodInvoker(numberOfTimes, "perProfile");
pool.shutdown();

public void perProfile() {
methodInvoker(numberOfTimes, "perTab");

public void perTab() {
methodInvoker(numberOfTimes, "doSomething");

public void doSomething() {
System.out.printin(count.getAndIncrement());

public void methodInvoker(int n, final String method) {
final BrowserManager manager = this;
Callable<Object> callable = new Callable<Object>() {
@0Override public Object call() throws Exception {
Method meth = manager.getClass().getMethod(method);
return meth.invoke(manager);

Collection<Callable<Object>> collection = Collections.nCopies(n, callable);

try {

Collection<Future<Object>> futures = pool.invokeAll(collection);
} catch (InterruptedException e) {

Il ™2 R T ~DHRE

Thread.currentThread().interrupt(); // EiAHR AT —Z AD Y & v %479

}
I ...

public static void main(String[] args) {
BrowserManager manager = new BrowserManager(5);
manager.perUser();

TPS02-J
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FRRRNO, 2070 s 7 AIA Ly FHMIREEDT v Fa v 7 25| & 23 rTaetEn &
%, To& zIE, ILoD perUser Z A7 D4 % )5, TLoO perProfile # A7 #4942 & #i
VT4 perProfile # 2 7 3 perTab # A7 A3 5D T, ALy R7—/LidfE L TLE
VY, perTab() £ Y » RiX, doSomething() A ¥ v REMOHT /DI =72 A Ly REE]Y
TTERL 2D,

5.2.4. &= — K (CallerRunsPolicy 7 7 Z)

UTO#EGa— RTIEX, FETTHFA7EBR AT Va—) 7352 L TAL Yy Nl

fffkaEDT >~ K e v 7 Z[EkE L T\ 5, ThreadPoolExecutor (Z CallerRunsPolicy &+ k
L . SynchronousQueue #flifl L T\ % [Gafter 2006], = DRV > —Tik, AL v 7
— DRI ATRER A Ly REEEVWRS L72E. BT 24 27 DFETIIEN DX AT

KL ALy RNTEITEND X Ik b,

public final class BrowserManager {
private final static ThreadPoolExecutor pool =
new ThreadPoolExecutor(0, 10, 60L, TimeUnit. SECONDS,
new SynchronousQueue<Runnable>());
private final int numberOfTimes;
private static Atomiclnteger count = new Atomiclnteger(); / count = 0

static {
pool.setRejectedExecutionHandler(
new ThreadPoolExecutor.CallerRunsPolicy());

}

...
}

Goetz 512X % & [Goetz 2006]

SynchronousQueue /ZFEFKIZIEF = — TIZR <. XL NETH X2 55| ZMEFT =D
11#1% TH S, SynchronousQueue (=5 X 2 G (KFET 5 7=0IZ1L, DX L > N353
LEFF> TOBEBERD S, 7o THBX Ly N2, BED T —/t 4 IG5z K
o XFG# 72 6, ThreadPoolExecutor /2 L)X L > Fa1EkT 5, = DRIFIZHEY L2
WG, ZXZITERIR Y > —I(Z L= > TS5,

Java API |Z LU [Sun 2009b], CallerRunsPolicy 7 7 A 13,

execute X > NTHEGIALEX X2 Z LG X Ly FCHZEETSE SN N7 T
b S, executor v > NI DI TNOSEE, XX T IGTRESILS,
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FROBES A= FTIE, ALy F7=ARNHO%E, SHELED X A7 Z2ffo 2 2713

SynchronousQueue (ZEBMEiL5, 7= & 21X, perProfile)lZxfiid 5 &% A7 35| L ¥
B2 TWADOT, perTab()IZxfii~d % # A 71X SynchronousQueue (2B VD, AL
v R— VNS 72 % & | faFn7R Y > —(saturation policy IZHEV Y, FiT-7e & A 7 1 3HEA X
%, CallerRunsPolicy W% ESNTNDHT2), RSN H A7 IXT_XRTRPIDO X A7

BRI LI AA ALy RTEITEND, perTab)IZxt T 2 ALy RERTRFETEET
T 5 &, perUser()D X A7 NEITELEZFRE BT TV 5729 perProfile() 12kt i3 2 kD & A
7 BEHS SynchronousQueue (2B S L5,

KEDY 7 T A N EUET 5845 T, CallerRunsPolicy (2 & » TIEHENR A L » K7 —/Lhn
LREBATIN B EN LD T, SRy —EAERT LT ENTE D, IKEHSNZF A
I MDD Z R DFETRHLUSNOIETT ry 7 L iud, fafiR ) o —I3E 7ho =z
Ly IR D 2 A7 ZIEFITH D Z & 2fRatd 5, 720, bLIRIZBRy FT—7
AHDD X 5 0BT oy 7 SO THNIE, AR Y > —Th A Ly FHEREK
DT v Fa v 7 &< LT 0WEA 5, 728, SynchronousQueue (347 2 7 1% D%E
ITODIRGFT D2HDOTIERVO T, Fa—NERIZHOTLES Z Lidkv, +T
DEATIIEITHFDOAL Yy RHEDZWEIAL Yy RP—LHADA Ly FICX DRSNS,

FROBEGa— NI, ALy FATZYa—=I RN TPRTERWRENE L2y, A7 %

WERETAZ Y a—) 7352 LTS Z20hd LitZevy, UL, ALy NEERIKE
BT v Ry 7 XEESND,

5.2.5. U R 7 34

ALy RP— AV NTOMHBEIEGETHZ A7 2#FETT5H L, —EREIRREICSR NS
BB,

HARTA ESAE S A HEME BEIE= A k B LU
TPS01-J {1 aE aR P4 L3
5.2.6 Z2E
[Gafter 2006] A Thread Pool Puzzler
[Goetz 2006] Section 8.3.2, “Managing queued tasks”

Section 8.3.3, “Saturation Policies”

Section 5.3.3, “Deques and work stealing”

[Sun 2009b]
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5.3. TPS02-J. AV y RF = VKBS N D X A7 PHERICEIAKFRETH D
e

ALy RT =N TRAL Yy R = VADE % D2 27 DEGE L B LEIR S
Thread.interrupt()|Z & 2 FHAZIZ KIS LR Z 2 7 DIKFHZAT 9 X & Tk,

Java API 1 > % —7 = —Z[Sun 2009b]iZ L % & |

java.util.concurrent.ExecutorService.shutdownNow() 2 /' v~ RiZ,

==

FEITHFDT 2 7 TRHR 2T XTDIEIEAR, (FETDX X2 DUPEE =L,
el TV X X2 DY X P FIKRT,

FEITHIDT 27 ¢ TRERZPEFZfE T8 75 DICIRFEDE T 95 = & LIEDERGE
R, 2& 2L, —AMRAGIC Thread.interrupt()(C J- > THH LI ELES LS, = DERA
BAWEBETELRNZ X2 T L2008 Ltk

[AFEIC Future.cancel() A Y v RZHEA L TAL vy RF—/LNOE 42 DX 27 2B HZ 5
ETHHE D, ZATITEIAHITHIEL TWHENRH 5,

53.1. EXa—F (AL y RF—/LD#KT)

-

PLUF DN 22— R TiX, PoolService 7 7 ANTES ST AL v R —1Z,
SocketReader 7 7 A% X A7 L LTI L T\ 5,
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public final class SocketReader implements Runnable {// AL v Kt—7727 7 &
private final Socket socket;
private final BufferedReader in;
private final Object lock = new Object();

public SocketReader(String host, int port) throws IOException {
this.socket = new Socket(host, port);
this.in = new BufferedReader(new InputStreamReader(this.socket.getinputStream()));
}
—EZ—2DA Ly RGN Y ry hEFHATE 5
@Override public void run() {
try {
synchronized (lock) {
readData();
}
} catch (IOException ie) {
Il 7~ R T ~DHRE

public void readData() throws IOException {
String string;
try {
while ((string = in.readLine()) != null) {
N ANY =B null 2725 FETT Y7 %2175
}
} finally {
shutdown();
}
}

public void shutdown() throws IOException {
socket.close();
}
}

public final class PoolService {
private final ExecutorService pool;

public PoolService(int poolSize) {
pool = Executors.newFixedThreadPool(poolSize);
}
public void doSomething() throws InterruptedException, IOException {
pool.submit(new SocketReader("somehost", 8080));
...
List<Runnable> awaitingTasks = pool.shutdownNow/();

public static void main(String[] args) throws InterruptedException, IOException {
PoolService service = new PoolService(5);
service.doSomething();
}
}
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ZOH|D & A 71X Thread.interrupt() A~ > R & W2 ERAGIT IS LTV 720D T,
shutdownNow() 2 ¥ v R A Ly R7— L& T4 5 &0 9 RFEIEZR VY, shutdownNow()
Ay REMALTS, ETHOZ R BNFT TR T T 5 THEIRIEE 72 0 | RIBEITA
R L2,

FRRICA Ly RERT T 544 X 2 7% HES 572912 Thread.interrupted() # ~ » FESk
DA ZERT 5 2 2 71X, shutdown()& 5 VM id shutdownNow() A ¥ RIZJSE L7
A9, TeexlE, BT THZEDLENEIDHET ATDIHBE T Z 72T =7

THXAZIZ, TNEDOAY y RIONELRWEAY, 777 %ol ALy FIETIZH

THEMME, HA FF A2 [THIO5-J. 2L v RO TIZ Thread.stop() A Vv R&MHH L72
W) TRBIL TV D,

53.2. A a— K (BIAARTRE/R ¥ R 7 DAKFHE)

PAIFOMES 22— R Tk, EBAAIZXS L7~ SocketReader 7 7 A% E# L T\ 5,
SocketReader 7 7 A3 A AKX 2L E N, ALy R — /LK I N T\ 5,

public final class SocketReader implements Runnable {
private final SocketChannel sc;
private final Object lock = new Object();
public SocketReader(String host, int port) throws IOException {
sc = SocketChannel.open(new InetSocketAddress(host, port));
}
@Override public void run() {
ByteBuffer buf = ByteBuffer.allocate(1024);
try {
synchronized (lock) {
while (IThread.interrupted()) {
sc.read(buf);
...
}

}
} catch (IOException ie) {

Il N> R T ~DiiRk
}
}
}

public final class PoolService {
...

}

5.3.3. #ils+

TPS02-EX1: 7 1 v 7 ¥ FITHERH TR T T4 A 71E, ZOTA RT A NT LR H &
L ERANAN
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5.3.4. U 27 &

TPS02-J

ELABAETRNVWA A7 KT DL, ALy NT—=LORKTHARAREL 2D, F—EX
fFIRIEA I S 2970 b LivZguy,

HA RTA IRZIE A REME BEEaZ R SR L~yL
TPS02-J LI5S EA i P4 L3
5.3.5. &3
[Goetz 2006] Chapter 7, “Cancellation and shutdown”
[Sun 2009b] Interface ExecutorService
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5.4. TPS03-J. ALy RFA—AVTEITSNDZ A7 DRERT 2BHT D

EHIMICOT o TIEITSIND X A 71X, BEKTRHICT 77V r—3v 3 U~@E %17 9 i
BERETERETH D, TDOL I RHAMMENRL TEH, =oALy RIZEAHE
NHEDOTY I —ZADY =7 1334E LAV, EEZMAIERICINEEC /25,

T =g LoV TN R ) BB O HIEIZ. BISN RTDERTH S, ZHE)
YE. 7V =0T o E, VM O T, A VIIEEFROTERL E 2 fls N KT TIT
HFZLEMTE S,

541. X a—F (FRAI7DEREKT)

UTFOER 21— RiZ, ALy K7 =% 5 7 ¥/ L T3 PoolService 7 7 25 LT}
Runnable % 5454 % Task 7 7 A THERL S LT 5, Taskrun() A Y > R,
NullPointerException ® L 9 72 FATEIIN 2 A v —F 2 R[REMEN & D,

final class PoolService {
private final ExecutorService pool = Executors.newFixedThreadPool(10);
public void doSomething() {
pool.execute(new Task());

}
}

final class Task implements Runnable {
@Override public void run() {
...
throw new NullPointerException();
...

}
}

FATRBIIMC L > THX A7 BTPHIEFICK T T 256. 77 ) r—va iZidfo@ms
fTonzzv, £, BIBOMMA S 222D, Task 7% NullPointerException % A7 — LT
b, EHINDLZ LR D,

5.4.2. & 22— F (ThreadPoolExecutor 7 » 7)

java.util.concurrent. ThreadPoolExecutor 7 7 X @ afterExecute()” v 7 AV v R& A4 —/3—
TARTHZ LWLV ZATHOEIHS DI UV —2 T v TEMEEZFITTH ENTE
Do TDT7 I, FAZBEDUN()A Y v ROBAT— h AL FOFEITIZ I DI
T3 20, BINDTZDAF LT LI S5, (JVM DFEELT K-> T,
java.lang.Error 23 S 72WIGED D 5, #FAlIE, Bug ID 6450211 22/ [Sun 2008b], )
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ZO7T 7 a—F OEEIZIE ThreadPoolExecutor @ afterExecute()” v 7 A Y v REZLLTO
XA —="=F 4 FLTHHT 5,

final class PoolService {
I BBIEfEE, T Na—RERE 2D, "—Fa—F 47 LTV5
ExecutorService pool = new CustomThreadPoolExecutor(10, 10, 10, TimeUnit.SECONDS,

new ArrayBlockingQueue<Runnable>(10));
I ...

}

class CustomThreadPoolExecutor extends ThreadPoolExecutor {
/.. 2> ANT75 .

@~Override
public void afterExecute(Runnable r, Throwable t) {
super.afterExecute(r, t);

if (t!=null) {
Il BISMISFEE LT=D T, N> BT ~dinik
}
I o BRI LTS V=0T » TEMER AT
}
@0Override

public void terminated() {
super.terminated();
oo 7V —=2T v 7 ORAEIEE EAT
}
}

terminated()7 v 7 X V v Ri&, T XTDHZ X7 DEITHFET L, Executor NIEFK T L7-
BIIEEIND Z 21272 b, D7 v I EF—n"—F 4 FLT, (bx? Efinally 72w
TITHI LI ALy RA—ADPER LY Y =AMl 52N TE 5,

5.4.3. BEI— F (RERFISN NV FT)

UTO#MEa—RTlE, 7727 V27 IARA Ly RPA—Icb o T, REHREIS
KZ %+~ F LTW5, ThreadFactory 7 7 ADA » AX AN, ALy K7 —/L DR
2, S E LTESNATND, 777 VIR, BTILWA Ly REfER LRGSR
Fxty M5, Task 7 7 ZI%, AIROER 77— R22H OEEIT/RW,
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final class PoolService {
private static final ThreadFactory factory = new
ExceptionThreadFactory(new MyExceptionHandler());
private static final ExecutorService pool =
Executors.newFixedThreadPool(10, factory);

public void doSomething() {
pool.execute(new Task()); / Task X Runnable #2351 T\ %
}
public static class ExceptionThreadFactory implements ThreadFactory {
private static final ThreadFactory defaultFactory =
Executors.defaultThreadFactory();
private final Thread.UncaughtExceptionHandler handler;

public ExceptionThreadFactory(Thread.UncaughtExceptionHandler handler) {
this.handler = handler;

}

@0Override public Thread newThread(Runnable run) {
Thread thread = defaultFactory.newThread(run);
thread.setUncaughtExceptionHandler(handler);
return thread;

}
}
public static class MyExceptionHandler extends ExceptionReporter
implements Thread.UncaughtExceptionHandler {
...

@0Override public void uncaughtException(Thread thread, Throwable t) {
M BIRH D NERr 7 HOa— Rzl
}
}
}

ALy R =) ~D X A7 OUFHIZ execute() £ Y v R Tix7e < ExecutorService.submit()
AV REMHTHZETFRuture 77 V=7 NafbZ LN TE5, 12720,
ExecutorService.submit() 2 ~/ » FAZFFO T 4556, RGN BT BFETNRNWZ &
IZHEE, 2T A — SN IR ED XA T — % 20— & L T ExecutionException
I T AT v T ENTEY, Futureget) A Y v FIZKWVHEAR—TZX 5056 THD
[Goetz 2006].

5.4.4. A= — K (Future<V>Z J & L submit() 2 V v K)

IT oA a2 — R Tk, Future 77V =7 M & #ST 572912, ExecutorService.submit()
AV REMORHLTHY A7 2K L TW5, Future 4727 FEFEHL T, ¥ A271Z
BN RS, ZOFMEIRVE D ZENTELHEIITLTVD,
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final class PoolService {
private final ExecutorService pool = Executors.newFixedThreadPool(10);

public void doSomething() {
Future<?> future = pool.submit(new Task());

...

try {
future.get();
} catch (InterruptedException e) {
Thread.currentThread().interrupt(); // FIAZAT =X 2D Yt v K
} catch (ExecutionException €) {
Throwable exception = e.getCause();
I IS DRI %R E T B 72 D DAL A 5Lk
}
}
}

F 72 Future 7 7 AOFAGRHZHAEL 9 55 5 514+ % doSomething() A~ » RN THLEL
WS LT TE 5,

5.4.5. 5k

TPS03-EX1: Runnable & %\ (X Callable # %33 2 T X THOX X7 D a— NZBWT,
NGNS EC D AREMEN RN ERHER SN TVDEE, ZOHA K74 i/ LT
< Th IV, 72720, BIHOTD OYHULALIR S 2 WITFIN SR DT DT, # A7
BN, DT, T — RSN R EAT D EE, —BRICRENEET
H 5D,

5.4.6. UV R 7 A

Ay R =)D Z 2703, PISNRIEORR, REAT Lc 2 &2 disd DA 22
feLane | MEOFKNIER LV INEEICZ2Y 5 5,

HARTA v TRA B ATREME BEa2 K B L UL
TPS03-J {159 e aR P4 L3
5.4.7. BEW
[Goetz 2006] Chapter 7.3, “ Handling abnormal thread termination”
[Sun 2009b] Interfaces ExecutorService, ThreadFactory and class Thread
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5.5. TPS04-J. AL v K7 — £ AT ThreadLocal B BB HIHILE S TH
B LEMEIZTD

java.lang.ThreadLocal<T>7 7 A%, AL v Ku—h )VEKEZEMT 5, JavaAPIIZ Xk b &
[Sun 2009b]

ZNEDEXIE, T2t rhget &set L, ZHHDA Yy FEMEHTSX Ly FE
HETUZ G DFTHIE XTVEZED 7 E"— 2 F T S48 T, Wi DRI E HR S,
ThreadLocal 1>~ X % >~ X/, private static 7 ¢ —/L & L TIKEEE X L NIZBIH#S 11T
SA TR S S (=2—#—ID, FZ2>%2 321D L),

ALy RT—=VNTEEA LY RhLIFRH IS A7 Y =7 o2 F AT ThreadLocal

I 72l VEFERTOIHAIXEETOIVNERDS, ALy RT—LZDOHEDE, ALy

RAEMDA—/N—~y FRRRETEDLHAERA L Y ROBERIRRARIC LD AT LOE

HMEE TR E LTADTH D, £n. T MICEESNDGTXTORA Ly RiE, A

AT NRT 7 ANV NOPIRETHDL Z LA MIRT D, Ll ALy RIZKRDY

ThreadLocal 47 ¥ = 7 "BRBEICHEFHT SN TV DIEE. TDOA Ly RBFEFIH S 5K,
HRICHEHT S 7z ThreadLlocal 47 ¥ = 7 h OIRREZ HiAHL D Z & 1272 H[Arnold 2006],

55.1. Exa—F

PLFO#EK 22— KX, B H(Day)? %% (enumeration) L O 2D 7 < A (Diary &
DiaryPool)iZ & W #pk &t T %, Diary 7 7 A Tlid, AL v ROETREO B2 L, %
DALy REICIERZ W 5 72912 ThreadLocal B & EH LT\ 5, EITHO B AF D
WIEMEIEZ, AMEH THAH(ZOHNEIL, % TsetDay() A Y v RERORHTZ LIC LW EFE
BBTHD), 207 7R, ALy READOH A7 %% 73 % threadSpecificTask() A ¥ > K
HLEATND,

DiaryPool 7 F %%, T FN—>DZ L v RZBiAT % doSomething1() L O}
doSomething2() * ~ » RiZ X W #ipk ST 5, doSomething1() A~ ~ Kik., Bt
(7 7 4 /v Mil) % 4B R IZZE L, threadSpecificTask() # ¥ v RZEFH LT 5, —F
doSomething2() 2 ~ » Ri%, HAFOPIHIME(A #E H)ICKAF L7 £ £, threadSpecificTask()
Ay REMROH LT,

main() A ~ » K ClE, doSomething1()* Y v RZEHLCT—o2DA L v REAERKL,
doSomething2() A ¥ v ROMEH L THEIZ DDA Ly REARK L TW5D,
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TPS04-J

MONDAY, TUESDAY, WEDNESDAY, THURSDAY, FRIDAY, SATURDAY, SUNDAY;

public final class Diary {
private static final ThreadLocal<Day> days =
new ThreadLocal<Day>() {
I B A2 H g RIS 2
protected Day initialValue() {
return Day.MONDAY;

private static Day currentDay() {
return days.get();

public static void setDay(Day newDay) {
days.set(newDay);
}
I ALy RIZRHL LT 2 A7 2735
public void threadSpecificTask() {
Il 2 A7 DIBRELTH ..

public final class DiaryPool {
final int NoOfThreads = 2; // 7—/LVINDHEKA L v REA EHR
final Executor exec;
final Diary diary;

DiaryPool() {
exec = (Executor) Executors.newFixedThreadPool(NoOfThreads);
diary = new Diary();

}

public void doSomething1() {
exec.execute(new Runnable() {
@0Override public void run() {
Diary.setDay(Day.FRIDAY);
diary.threadSpecificTask();
}
9}
}

public void doSomething2() {
exec.execute(new Runnable() {
@Override public void run() {
diary.threadSpecificTask();
}
8
}

public static void main(String[] args) {
DiaryPool dp = new DiaryPool();
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dp.doSomething1(); // AL > K 11%, EITHORER & L CE&ER ZHEE
dp.doSomething2(); // AL > K 2%, EITHORER & L CHIEH Z4EE
dp.doSomething2(); // AL > K 3%, EITHORER & L CHIEHR ZEE
}
}

DiaryPool 7 7 2%, EEHD ALV > REHFHTHAL Y RF— LV E2ERT 5,
NoOfThreads 237" 3 A L REM, FRFICT 77 4 7LD ALy RORKETH D, A
Ly RN TRTT 7T 4 TIRBFIEBND X A7 BKE S N5, ALy RBRIAATEEC
RHLET, ENOLDZ AT TF 2a—NTREBIRIEL 25, ALy FRAEFIH SN 5E.
ALy Ra—h VIR REBIIRFF SN EETH D,

UTFTOETIH, B2V 522X A7 OIEFEZRLTWD,

R [H] S AT T—=NALy R HAY BRI LAY v R e H
1 t 1 doSomething1() &IEH
2 ty 2 doSomething2() Amgn
3 ts 1 doSomething2() &IEH

FREDOFEATIAR Tl doSomething2() 2 ¥ v F&AEH L TR LT 2D X A7 (B LW
t3)i%. HMEHZFEITROMEHR & L CRET 2 LB b LitZen, LorL, =& A
Ly FABFAHSNDOT, tid, &MEAZFITROER & L CGERT 2 2 LIl D,

5.52. EBRa— K (AL y F7—/LH¥A XDHEM)

UUTFoERa—RFTIX, MEEZEMLLY>E LT, ALy RP— LDV A XE 205 312
EHELTWD,

public final class DiaryPool {
final int NoOfThreads = 3;
/...

}

ALy RT—= VDOV A XEHEMEEDH 2 LIk VAR OMBEIIRERT 508, LhEnH
2T NS — VSN ABREITIE, DALy R — A A XOEETIIR L5
DT, A7r—F VT ¢ \TENT MR TEE T 2720,
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5.5.3. W& a—F (try-finally 72 v )

PLUF oA =2 — KTid, Diary 7 7 A|Z removeDay() # / ~ K% iBJ1L T, DiaryPool 7 7
A D doSomething1() A » R® try-finally 7 &~ 7 7% removeDay()Z UM L TV 5,
finally 7o v 7%, ALy Ru—Hh/7 days 7V =27 bnb, FETHOAL v ROEE
WO CAT Y =7 FEET 5,

public final class Diary {
...
public static void removeDay() {
days.remove();

}
}

public final class DiaryPool {
...

public void doSomething1() {
exec.execute(new Runnable() {
@Override public void run() {
try {
Diary.setDay(Day.FRIDAY);
diary.threadSpecificTask();

} finally {
Diary.removeDay(); // Diary.setDay(Day.MONDAY) X >/ > Kb {EfH a[HETdH 5
}
}
1

...
}

ALy Ra—AVEHBRHRER—A Ly RIZE D GAR LD, JEICA Ly RBFREY
WCEBOMEZ Y v b L Wi, initialValue() A ¥~ Rz X 0 HEWH{E S %, [Sun
2009b], LREOMERFIETIE, ALy Fa—h VEMOEIEICETL2EEN T T4 Tk
fRl(DiaryPoo)iZf SN T 5, Z O FE1E Diary 7 7 A DIEIENRAJBE/R AT BV R
Thb,

5.5.4. HA 22— K (beforeExecute() X v F)

LUF O#4 22— R TlL, ThreadPoolExecutor 7 7 2 Zff#7& L 7= CustomThreadPoolExecutor
7 7 A% L beforeExecute() £ ¥V v K& A —/3—F 4 KL TW%, Z D beforeExecute()
A Y RiZ, Runnable # 27 NMEELTZA Ly RN TIITENDENCFFERHEN S,
beforeExecute() A ¥V v RIZE VD, # AT rk ALy Rt TEITT DRI, ALy Re—hL
ERPBIHEE D,
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class CustomThreadPoolExecutor extends ThreadPoolExecutor {
public CustomThreadPoolExecutor(int corePoolSize, int maximumPoolSize,
long keepAliveTime, TimeUnit unit, BlockingQueue<Runnable> workQueue) {
super(corePoolSize, maximumPoolSize, keepAliveTime, unit, workQueue);
}
@~Override
public void beforeExecute(Thread t, Runnable r) {
if (t ==null || r == null) {
throw new NullPointerException();
}
Diary.setDay(Day.MONDAY);
super.beforeExecute(t, r);
}
}

public final class DiaryPool {

/...

DiaryPool() {
exec = new CustomThreadPoolExecutor(NoOfThreads, NoOfThreads,

10, TimeUnit.SECONDS, new ArrayBlockingQueue<Runnable>(10));

diary = new Diary();

}

/...

5.5.5. fisk

TPS04-EX1: #HLALERZ (IR FENZ B X172\ ThreadLocal 47 ¥ = 7 & HoIH{L+
HEL e, 72 & 2 0E. ThreadLocal BT — X R—RAEHA TV =7 V2R E LTS
G, IR ELEE OEEZ AT T 50832000 LitZeuy,

5.5.6. U R 7 24

ALy RF— A NORIBH ALy Rinb, Threadlocal 47 ¥ =7 ~ OFAINULZITH T
BTSN AT V27 ME. FRARIC TEHERREICH B0 LIV,

HARTA VL e ATHEME fEEa 2 R e LAUL
TPS04-J o o ] P4 L3

5.5.7. Z3E3CHR

[Arnold 2006] Section 14.13, “ThreadLocal Variables”

[Sun 2009b] class java.lang.ThreadLocal<T>
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6. ALy FOZEMICET HHATSMHA KT 4>

6.1. TSM00-J. ALy RE—TR A Yy K&, ALy FE—7TRWNWAY v K
TH—"—F 414 FL72\

ALy RE—=T78AY vy REALy RE—=T7TRWAY v RCTAH—N"—=F 14 KL=V T
FADA AL RIKE L TCY TA T 2 RBRNEBERBIEZIT 7256, REIAENIEL
ATONRWATRRMEDR B 5, BRICWATUBREZITZ W T 7 T ZADA Y v R T,
synchronized A ¥ v R A== 4 RIbH &, WATAEHOLZEVENE DI TLE D
ZEliThe D,

ALy RE—=T7TRWVWAY Yy RTALy RE—=TRAYy a4 —"—J 4 F3T25ZLH
RiF=7 =TT, LrL, BN eT T 25| SEZFAEESASVO T, Z0
A RTALTIE, ALy FE=7TRWAY Y RIZEDHAL Yy RE—=T7R A Yy ROF
— =T FaEIELTWD,

MREND Z L ARMRICHRET SN T 20r v 7 FRIL, IEENDHREXTH D, &
T T AR O HREERICEY ey 7 FREFRETHLENTED (HA RTA4

[LCKOO-J. R TE RV a— RhofiHans 7 7 A0 RBMEIZIE private final =~ 7 4
TV VEERT 5] 5,

6.1.1. X =— F (synchronized % Y v K)

LU 0 = — R Tl Derived 77 7 ZDEHI{E E T A Y KT Base 7 7 A
DOJEHE =7 doSomething() £ ¥ v R&E A —/"—F 14 KL T\W5D,

class Base {
public synchronized void doSomething() {
...

}
}

class Derived extends Base {
@Override public void doSomething() {
/...

}
}

Base 7 7 2 ® doSomething() # Vv Nid, O AL v NIZKVLRIZFETTHZ LA
HETdH 58, Derived 77 T ADA A4 AP doSomething() £ Vv RO EITIZZHET
AN
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Base 7 7 ADA AL U AZRFIMFREIR AL > R, ZDY 727 7 A Td % Derived DA
VAL AL TELL S, ZOZT—IonNREECRY 95, 7 T4 T MITY
TITADA VAR ADAY v R ALy FE—=7 TIERWLHMLFITHEMLTLED
ME LAty

6.1.2. A& =— F (synchronized X Y v K)

I FDiA a— KT, 727 7 20 doSomething() * v KZRIHL L T\ 5,

class Base {
public synchronized void doSomething() {
...

}
}

class Derived extends Base {
@Override public synchronized void doSomething() {
...

}
}

FROEE a2 — NiX, 77 A~D7 7 & AN package-private TH L7, A KT A4

[LCKOO-J. R TC&E RV a— oI5 7 7 A0 RIBMEIZIZ private final =~ 7 4
TV FEHEMT L) ITER LRV, FEHTE RV a— RS T 5y 7r =127
JEATERVWOTHIE, ZOXMRITFFETE D,

6.1.3. A= —F (privatefinalz vy 7727 1)

LT o 22— R Ti, Base 7 7 AD[AIHHE S 4172 doSomething() # ~ »» K% private final
BEdhlcny s 47 V=7 hCHRBILT A A Y v RTA—/—F 4 KL, Derived 7 7
AMWMALy RE—=T7ThdZ & aiRkLTWVD,

class Base {

public synchronized void doSomething() {
I ...
}
}

class Derived extends Base {
private final Object lock = new Object();

@Override public void doSomething() {
synchronized (lock) {
...
}
}
}
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Derived 7 5 ZIZBWT—E L7 v 7R —MEE SN TWAD T, Fito=a— RiEz
DHA RTA 2w E L TWD,

6.1.4. X =2— K (private 7 v 7)

ITFTOERa— RTlX, 4 KZ7A > [LCKOO-J. (EHECEX W a— RKhbEHEND 7 T
ZDEEEIZ X private final & v 7 A7 Y =7 " EEMAT L] I L7=0-> T, Base 7 7 A
\ZFBW T private final E5 vz w > 7 2+ %5 doSomething() A ¥ v F&ZEFR L T\ 5,

class Base {
private final Object lock = new Object();

public void doSomething() {
synchronized (lock) {
/...

}
}
}

class Derived extends Base {
@Override public void doSomething() {
try {
super.doSomething();
} finally {
logger.log(Level.FINE, "Did something");
}
}
}

FROa— T, #EOA Ly RRFEKRICERH LEITo 7286, &% A7 OFTIARF
CRERDIEFCr O N EHILTLE Y /SR D, ZofITiEr 7 BIERF
HBYIZHAISND Z EnkO D728, Derived 7 7 A @ doSomething() AV » RiZA L
Y RE—=T7 TIER<SERDOA L Yy FIZX D ZRITHEMNT 2 2 LIxTER,

6.1.5. E=— N (private 1 v 7)

LT oiif 22— KT, private final E5 Svicn v 747 V=7 FEERTHZLICLD,
H7 7 Z 2D doSomething() £ ' v FZ[FEHHLL T\ 5,
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Base & Derived D& A7 =7 hiv, MIFTD T T ANSLT 78 ATERWMERN DR » 7 %
BEFLCWAZ LcEE, Derived 7 7 AD A L v R4 % Base 7 5 A BN LT
FEL TS,

6.1.6. U 27 FfhH

ALy RE—=T7THRWA Yy RTALy Re—TR AV Rt —N"—=F 4 75+, F
I DIEEEWIC OB 5008 LIV,

A RTA TRA AREE (ENS= B v
TSMO00-J 15 aa o P4 L3
6.1.7. 3& Mk
[Sun 2009b]
[Sun 2008b] Sun bug database, Bug ID 4294756
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6.2. TSM01-J. =7V =7 FDOHEERFIZ this 2R ZEH I 720

Java

=

SE(1#D 15.8.3 i Tthis) 1< LiuiE [Gosling 2005]

this F— 17— R — U2l L THIOBREBE 4R X X FOREHL( §15.12)
DPITPONEA Tz N, FEITFEET DS 72 = 2 N~DERIEEE 7T, this DAY,
this F—0— FRZB I TS 2 7 XC Thd, EITHDLGE, EFEDF 72 =2 |
PEET 52 F X)L, 2 FXC KL FXC DI T2 FXTHSAGENERD S,

this ZHONFE R 2 — 7 % 2 THIH S 2 IRiE & it (escape) & RS, K < & 5 this &
OB®HFIE LTI, UTFOXE IR b0REEND,

F TV NOREEITENT T ADA LA N T I EDBIFRHENR D A Y v KT,
73, private TR <, F—3—=F A Ru[EER A Y v R 6 this 1K, (FEMIE,
A K74 > METO05-J. Ensure that constructors do not call overridable methods
0] ZZH)

AT Z AO private TIX7eW A Y v KD this Z#iKT A Y v REMH L TUREHL
TNAT V=7 FOREZFEICEET 2, 2L, BHEA Yy RF=—2 D%
HTHEUD, FEEL, A4 R4 TVNAO4-J. AV v RF=z—VFEHLOT R
v I WEERfEIRT D 2B,

F TV NOREEEITENT T ADA L AN T I AP R END LZFEHEA Y v
R (alien method)iZ, 51#& LT this {47,

WS Z ZADEEH, WY 7 AT static 55 SAVRWIRY . ZDINHBT T ADA
AR ANDBRERFT 5 2 L1225,

FTV =7 BRSNS 2 A T 7 X T public static B 5 X7 this &
MERANTHZLIZE VAT 5,

FT7 V=7 NOWERFWR S, A——F A FL7 final EE SN TWRNWT T A
D77 AFTTAFNOHIUCRARTERIRA VAX U AD this B EHSD, RLZ L
B ARSI TIPS AT =T LRI UERIN 5D, T AT TAFAD
F—=N=F 4 RE@BHT201%, BETERWVa— FETLIIRLARY, FHTE
53a—FTb, NEREICTZ 7 AT T4 PABIMLTthis Z®HIETLED Z &N
HY I D,

WA 7V =7 FOREEZ, KEEAY v FET, RN, KE2FEA Yy B
WEA NN THDLA TV =7 NOBREBLZ LN TE D,

10 ZDOHA KT A %, https://www. securecoding. cert. org/confluence/display/java/IZFRik STV 5,
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DA RTA U TliE, A7V =7 FOWERIC this SPGB T 52 L4 LTLED
Z L TH b SN DIERN R A KB R E Y 2 U 2 F )2 DWW TREE LT
Do Tol 2T AT V=7 P OWERHZ this ZRPGEH LRWGEICRY | final 5 S
27 4= RiE. EDOR Ly Fhb et SR THRARGND, TA BT
A 2 TTSMO3-J. HIHULIAARFTERIRA TV =7 MR LR TIEZRERAHDTZHO
xR LD SRS N DRFEICHOW TR L TV D, ZNDIIATA Ko %
BT D ZENEHRE o TS, BEL TE R, this 2N FATREO =2 7 F X OFiPH
AR TRHLTLE) L9 RBEEROTHTZLAEETH D, £V DIT, public 55
ENTEBBICAY v FiE, HECKEESNLDI NS THD,

6.2.1. Ex a— F (HI#{LRTD this 2B DAR)

PLUF O 22— R T, this 2% public static volatile &5 &iL7- 7 4 —/L RIZKEHNT 5
Z LR, WIHEDSTE T T HRNCARR L T 5,

final class Publisher {
public static volatile Publisher published;
int num;

Publisher(int number) {
published = this;
I WAL ER
this.num = number;
...

}
}

fthod A Ly Rid, WL ARTE4 72 Publisher f VA X L AZERLH B, £/, 7V =
7 b OPEULILERDS, 2 A R T 7 ZFNTIThb b EX a2 VT 4 —F = v 7 WK
L85, BHETERVIEL LTl LV PIEEA R TR/, VAL A BRI T, BF
2T 4 F oy 7 BEHESND D LIV,
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6.2.2. X a— F (volatile = L TV 72\ public static 7 1 —/L F)

ITFOER A= RTIE, a AT 7 ZOREDAT— A T this 2RAZ AL TV
%73, published 7 ¢+ —/L K% volatile E5 L TEB T, £z, TV w777 EANAHE
ThfisgiTh b,

final class Publisher {
public static Publisher published;
int num;

Publisher(int number) {
11 FTEEALER
this.num = number;
...
published = this;
}
}

published 7 + —/L FiZ volatile EE % final EEH SN TWRWDT, a2 A 77 XD
AT — F A MEa A A ZIZE VAR SITHIHMEA T — b A > b OFEATHIIC this
SHNABSNTLE D /RN H 5,

6.2.3. W& o— I (volatile 7 4 —/ F & 184 DA

LUF ot = — R Tld, published 7 .+ —/L K% volatile 55 L., 7 7 £ A % package-private
WZBREL TWAHDT, MBSy r—V A a—7 56 OMEH Lotk this 2R &2 #5252 &
DTEIRU,

final class Publisher {
static volatile Publisher published;
int num;

Publisher(int number) {
I WAL ER
this.num = number;
...
published = this;
}
}

Efla— RFTliL, 22 N7 7 ZI30HEOE THIC this S EZ B L T\b, LiL,
Publisher 7 7 2% A > A% > 24T B Lotid, IEHE S LA RO num 7 ¢ —/L RDOT
7 v MEZRHAI S 20 E ) ITER LRTIER S (A KT A 2 TTSM03-]. #13#
(ERRERR T TV =7 FEA LRV ~DENRTH D), FEH LitiE. Publisher ~D%
MZEZRFFTH7 4 — /N K% volatle E5T 57 EOXISERFTTRETH D,
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published 7 + —/L K73 volatile E5 STV RWEA, FIMELLEEA T — K 2 > R DFELT
EFFIZAE XD 5, 728, Java 22731 X, 74—/ K% volatile & final DIE#fi+ %
M GERFCE ST 2 2 SIEFFL TR0,

Publisher 7 7 2 % final EE T 20 ERNH D, SbpnWe, 77 720, HEOHHEEA
58 T3 DHEIZ Publisher 7 7 A0 a A NT 7 ZZFOH L, this Z2E2ABRTH2ZEHH
D95,

6.2.4. & =2— F (public static 7727 FU A Y v )

LN oG 22— R TiE, WEIA =7 4 —)L RZHIBR L, Publisher A > 2 &% o 2 & ik
L CiIK¥ newlnstance()7 7 7 b U AV » REfZL T\ 5,

final class Publisher {
final int num;
private Publisher(int number) {
I WAL ER
this.num = number;

}

public static Publisher newInstance(int number) {
Publisher published = new Publisher(number);
return published;

}
}

EROT T —FI2 k0 HEERTDOAREL: Publisher f A X AN ALy R)EFiA

o7, num 7 4 —/L F&Efinal E5 L, 7 7 AEREICTH I ET, HEHLITBAARE
EIRIUCIREED ATV = 7 ST B aRetE 2R L T\ 5,

6.2.5. Exa— K (2> A bF 7 ZTO this Z2HRAR)

Z 2 TR AR a2 — R TlE. LLFIZs T ExceptionReporter f v % —7 = — A% EF L
Wb,

public interface ExceptionReporter {
public void setExceptionReporter(ExceptionReporter er);
public void report(Throwable exception);

}

Z DA v H—7 =— A% LI T O DefaultExceptionReporter 7 & A THEIE9 75,
DefaultExceptionReporter 7 7 1%, BEFEHRE T X THREL TG, B ZHET 2,

DefaultExceptionReporter 7 7 A0 a A ~Z 7 XL, A7V =7 N OENE T T HHIIC
this ZHEZ AL TCLE DY, ZOMEIX, 2 A NT 7 XDORKEAT— A B
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(er.setExceptionReporter(this))IZF T, S LR —2—% Ly F L TWDEFNZYET D
M, ALARNT T ZDREAT = FA L MO THRE L LT,
/I DefaultExceptionReporter 7 5 X
public class DefaultExceptionReporter implements ExceptionReporter {
public DefaultExceptionReporter(ExceptionReporter er) {

I WL ALBR D AT

Il #-T Tthis) ZREZARL TV 5

er.setExceptionReporter(this);

}
/I setExceptionReporter() A > R & report() A ¥ v KD 34
}

LLUFIZ7r9 MyExceptionReporter 7 7 A%, DefaultExceptionReporter 77 7 X Zfifr L, i

Nl HOANCEER A vy =V &k d 20 7 OEMAZEBEMLTHD,

/I MyExceptionReporter 7 7 A%, DefaultExceptionReporter Z k& L T\ %
public class MyExceptionReporter extends DefaultExceptionReporter {
private final Logger logger;
public MyExceptionReporter(ExceptionReporter er) {
super(er); /| B T ADA LA KNG I HEWEATND
logger = Logger.getLogger("com.organization.Log"); // 7 7 # /L ks ® logger Z#45L T\ %
}
public void report(Throwable t) {
logger.log(Level.FINEST,"Loggable exception occurred”, t);
}
}

D7 T ADa LA NT 7 Zi DefaultExceptionReporter A —/N—27 Z 2D a A NT
H O, 77 T 2 TH D MyExceptionReporter OFIHIL 2358 T3 D RIZZE DA
VABUABFIH/ LR —F =L LTARSNTLE S, £, 77 7 209 LA IX

TN AT —=DA VAR A WG L TWD 2 EITHEE,

BIFE L AR — 2 — D3 ABH ST R s D BISN DT L AR Mh E D728
MyExceptionReporter 7 7 7 21251} 5 Logger.getLogger() D FEH L O FTIZHISN DS FEAE L
256, TONFILREE SN2, 8 Y 12 NullPointerException 23 £k S v, & DHIFLH
wixe it Eans 2 <M En s,

Z OREE . B4 o34 L MyExceptionReporter D #IHA L D B OB AR IEIE N L T\ 5,
BN DOFENRBE D & P52 T4 511D MyExceptionReporter 7Y =7 F %%
352 L1t/ %, loggeridfinal 5 S, MIHMb STV ARWEZ ETZ LI3ESH
TWRNDT, ZORBNIFEFITDND T,

[FRRDORIEDA N b U AT —DAABPRBELHEICOREAEL D D, ZOHE, ¥77
7 ADBPIUEZTE T DR, A X MEMOZEZBLTLE 9,
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6.2.6. B&=—F

LUF oA 21— R Cl, DefaultExceptionReporter 7 7 Az A ~ 5 7 % T this &R Z R
B3 %1% v (2, DefaultExceptionReporter 7 7 A |Z publishExceptionReporter() £ &~ K
ZBIMLT, LR —F =%ty FLTWD, 77 T ZOPHULBTE TR, ZDRAY
v REYT I FZADA VAL ATHRNTZ ENRTE D,

public class DefaultExceptionReporter implements ExceptionReporter {

public DefaultExceptionReporter(ExceptionReporter er) {
...

}
I %727 7 2ADOMLAERD5E T RITHFOH T HENRH 5
public void publishExceptionReporter() {
setExceptionReporter(this); // this 28R Z 4 L AR — & — 1T858k T 5

}
/I setExceptionReporter() A > v K & report() £V v KD 34
}

MyExceptionReporter =~ 7 7 2| publishExceptionReporter() 2 > v RZ&ffA L TV 5 D
T, MyExceptionReporter % 1 > A % > 2L LTZMEH Lo, #IEHEDE TH%, £ DA v A

HUOARFHLT, I L R—F—%ty hTHZLENTXS,

Il MyExceptionReporter 77 5 Z{%. DefaultExceptionReporter 77 7 2 Z k& L T\ 5%
public class MyExceptionReporter extends DefaultExceptionReporter {
private final Logger logger;
public MyExceptionReporter(ExceptionReporter er) {
super(er); /| EAL7 ZADa L A ST 7 2 &AL TND
logger = Logger.getLogger("com.organization.Log");

}
/I publishExceptionReporter() 2 / > K &, setExceptionReporter() # ~ > K LW
Il report() A ¥ ROEIERPAK STV D

}

SOFTE—FILLD, AV ARG I ABYT I TADL AR L AEGIELT, B
HS RIS 72 % £ Tl BIAL R — 2 — 23k v k&3 2 & ER,

6.2.7. Exa— K (W& 7 7 )

W27 7 A%, M7 T AF 7V =7 RO this BIEO a B —ZREFT 503, this BN R o
— 7 M T BIEE & 72D 9 H[Goetz 2002], LA FOiERK =2 — R T,
DefaultExceptionReporter 7 7 A DR/ 532 HF 2R L THBY, a A N7 7 X ITHEENT
WES 7 T A2 EH LT, filter() A Y v REFFRHTHISLR—2 —Z AL TS,
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public class DefaultExceptionReporter implements ExceptionReporter {
public DefaultExceptionReporter(ExceptionReporter er) {
er.setExceptionReporter(new DefaultExceptionReporter(er) {
public void report(Throwable t) {
filter(t);
}
o
}
/I setExceptionReporter() A > v K & report() A > v KOTF 7 4 v k O34k
}

SN 7 T AD this ZRRIT. NEZ 7 ALV RABEENEDOT, DALy Kb EAED
ZEMNTE D, T2, VITARTT 7 7 2L ENDH %A, Bk 16.25. ENX=2— K (=2
YA RNT 7 ZTOthis ZHROAR) | TSN TWARIELIHEAET S,

6.2.8. @& =—1F

public static 55 &N 7=7 727 hU A Y v R private EE Shlca X M T 7 Z &2 v,
filter() 2 ¥ v R&EFEFOHTHIAN L R—F —Z2 3 X 57 ZRENSRRICAHTH 2 &
RTX % [Goetz 2008],

public class DefaultExceptionReporter implements ExceptionReporter {
private final DefaultExceptionReporter defaultER;
private DefaultExceptionReporter(ExceptionReporter excr) {
defaultER = new DefaultExceptionReporter(excr) {
public void report(Throwable t) {
filter(t);
}
i
}
public static DefaultExceptionReporter newlnstance(ExceptionReporter excr) {
DefaultExceptionReporter der = new DefaultExceptionReporter(excr);
excr.setExceptionReporter(der.defaultER);
return der;
}
/I setExceptionReporter() 2 >/ >~ K & report() A v RDOT 7 # /L h D FEHE
}

aVANT 7 X private S L, EHTERNI— KRBT TADA LV AZ L ABERRTE
MNE DT HZ LT, this BBOBIEZRGIELTWD, F£72, Hizinf v A X ZADOVERL
\Z public static 55 377727 R A Yy REFEHA LT, ¥IHEARER2R AT V=2 b
DURBAZERG & & BIT(TA RTA 2 TTSM03-]. FIHUE R ARERRA T V= 7 &AL 72
W ZZR), BETERVI—NIIOVAEA 7= FOREBREFEINRNESITL
Wb,
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6.2.9. EX=2—F (AL v F)

UIFO#ERa— RTlE, 2V A NI 7 2NENPB ALy RERIBL TN D,
final class ThreadStarter implements Runnable {
public ThreadStarter() {
Thread thread = new Thread(this);
thread.start();

}
@Override public void run() {
...

}
}

ZOFEITIE, Film ALy Kb, FETHOAL TV =7 FO this BRRICT 7 AR[FETH
% [Goetz 2002, Goetz 2006], Thread()=> A ~Z 7 # %, ThreadStarter 7 7 ZA725 BT
KEEZEAY vy R THD,

6.2.10. BAI—F (XL v F)

DIToMEa—RTlE, av A 772 TER, oA Yy FNTA Ly RE/ERLL.
G L T\ 5,

final class ThreadStarter implements Runnable {
public ThreadStarter() {
...

}

public void startThread() {
Thread thread = new Thread(this);
thread.start();

}

@0Override public void run() {
...

}
}

6.2.11. fi4%

TSMO1-EX1: A7 2 =7 FOREENETTHETALy REHBLARVO THILX, =2
ARNTIHNTALY REERLTHEETHS, ALy Rdstart() A Y v ROMEH LI,
ALy RN TERINTW DA 72 2811FE L 0 & Fhi7 47 5[Gosling 2005],

UTFDza— RFFlcBWT, this Z8RTH5A Ly RBRa LA RNT 7 X TERIILTWA D,
Z O start() 2V » K28 startThread() A ¥V v RO IEEN S £ T, ALy NI LR
[Goetz 2002, Goetz 2006],
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final class ThreadStarter implements Runnable {

Thread thread;

public ThreadStarter() {
thread = new Thread(this);

}

public void startThread() {

thread.start();
}

@0Override public void run() {

...

}
}

TSMo1-J

TSMO1-EX2: 1 KZ A > [TSM02-J. 7 7 AL NNy 7 7T T KA Ly K%
i L7y Tt LCTu % ObjectPreserver /X4 — > [Grand 2002]%,. ZDOH A KT A v~
DEEIFIINNTH 5,

6.2.12. U X7 4

this 2O ZFF L T LE D &, REU 2L X OT v # 1 L6140 &V D FERIZD 7%
MBNE LIV,

HA RZA¥

RAIE wEEME fEE= R B

BRE

|22 %

TSMO01-J

H H [

P4

L3

6.2.13. & ik

[Goetz2 002]

[Goetz 2006]

Section 3.2, “Publication and Escape”

[Gosling 2005]

Keyword “this”

[Grand 2002]

Chapter 5, “Creational Patterns, Singleton”
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6.3. TSM02-J. 7 7 ADFHLFICNNY 7 TF3 0 FA Ly REZFER LRV

7T ANENCRIC ANy 7 T RA Ly RERWG L THERT 25468, 7 7 200 bR
EERL., 7> Rry 2 REBIZRD2BENRH D, Lz, 77 AOYPMULEFEITT 5 A
AVALY RBRRY I 7T RALV Yy ROKTEREL, Ny 7700 KAV Y ROJ
T AL VALY R Z AU ER T T 505K TH D, 20 K 5 AR,
7T ADYPMULHINI N 7 TT 7 RA Ly RIZBWCT — ¥ RX— A A feNi T2 X 9
R EIZHEL 9 % [Bloch 2005b],

6.3.1. ERxa—F (Ny 2770 KRRy R)

LN DR 72— R Tl static £ =3 v A (7 T ADr— RRIZ—EEITETIND
static E5 &N/ca— Ry ay 7B 7 720D —BRE L TNy 7 V7T RAL Yy R
ERIGLTWD, Ny 7 VT30 RA Ly Rk, 7= _X—2Em a2 Ik L L o LA
%73, dbConnection % & ¢ ConnectionFactory 7 7 A D4 A L N—3 L X D & TFF
el T T 72w,
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public final class ConnectionFactory {
private static Connection dbConnection;
I D7 ¢ —v RiEgg/e &
static {
Thread dblnitializerThread = new Thread(new Runnable() {
@Override public void run() {
Il 7— % _R— 2 A UL T %
try {
dbConnection = DriverManager.getConnection("connection string");
} catch (SQLException e) {
dbConnection = null;
}
}
9}

I A DOFTIULILER, 7o & 21X, oA Ly RERRET 5
dblnitializerThread.start();
try {
dblnitializerThread.join();
} catch (InterruptedException ie) {
throw new AssertionError(ie);
}
}
public static Connection getConnection() {
if (dbConnection == null) {
throw new lllegalStateException("Error initializing connection");

}

return dbConnection;

}
public static void main(String[] args) {
...
Connection connection = getConnection();
}
}

HENCAIEUE SN D 7 0 — /L FiZ, ERHMIO X Ly RICAH L R DR, HENTE T
THZEDRIES D, FEMIZ, A KT 42 [TSM03-]. #IHUL R A2 Ad T =7 b
ALV B, ) LTERo T Ny 7 7T RA Ly RiX, WL ZED HHIIZ,
AL D(BDWNIT AT 7T T FD)A Ly ROPHWUERET T2 DE2FFOMEDNH 5.
L72~>L. ConnectionFactory 7 7 ZAD A A AL v Fivjoin()A Y v REZFFOH L TEY |
ZOjoin()A Yy RiZNy 7 770 RALy R TTH0EFHF>T\W5D, ZOMEAKS
BfRICE T, 7 7 ADYHLAERIZIG RS FAE L, 7 v R v 71227253 % [Bloch
2005b],

FIEEIZ, 2 A RNTIZENB ALy REMMGTHZ L3R #EYTHDH, GEMIL. T4 KT
A2 [TSMOL-]. A7V =7 b OREERFIC this Z2RZ B SER0 228, )X 27 &
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BRNCFATT 2 2 A ~—&{ER L, ZORBEMHLOTZOD = — FRNTITH &, AFEE
D ZFHIEL D D,

6.3.2. @A =a—F (static f = ¥ FA P TN I I3 FRLVy REFEHALARZW)

AT E 2 — RTIL, static A = v TA DBy 7 7T RAL Yy RE—HARKL
TWiwn, bz, ¥XTOT7 4 — /L RiFAA ALy RATH#bE D,
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6.3.3. A& =— K (ThreadLocal &7 =7 })

LI F o 22— KT, ThreadLocal 472 =7 b b T — 2 RX— A8 2 1L L T\ 5
DT, BALy RENENNT —Z X— A VAR o AL WI[GFTE D,
public final class ConnectionFactory {
private static final ThreadLocal<Connection> connectionHolder
= new ThreadlLocal<Connection>() {
@0Override public Connection initialValue() {
try {
Connection dbConnection = DriverManager.getConnection("connection string");
return dbConnection;
} catch (SQLException e) {
return null;

}
}
I8

o7 4 —N KEEFRTS...

static {
I A OFTEULILEE (W23 725 ALy R BREL TR H7e0)
}
public static Connection getConnection() {
Connection connection = connectionHolder.get();
if (connection == null) {
throw new lllegalStateException("Error initializing connection");

}

return connection;

}

public static void main(String[] args) {
...
Connection connection = getConnection();
}
}

static 1 =¥ 7AW, 7 FATHEEINDIMO T 4 — v REWHULT H7-DI12fE5 Z &
NT&E D, HDHWIE, initialValue() A Vv Rv6 7 4 — )V REHIEHET 2 Z L L AfRETH 5,

6.3.4. #5t

TSMO02-EX1: 7 4t —/V R~DT 7B A &E4THORWAL vy RTHIIX, 7 T AL
I 7T RA Ly REMMBL TN EDRY, 72L& 21X, LLTIZR7 ObjectPreserver
7 7 A (Patterns in Java [Grand 2002)i2 35 < )X, A7 ¥ = 7 NS AEKNT DA% 72
L TEBY, BHISNIEA TV =7 ERBRINRR-TH, AX—Valbriaro
SHRITIEZR B 7RV,
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public final class ObjectPreserver implements Runnable {
private static final ObjectPreserver lifeLine = new ObjectPreserver();

private ObjectPreserver() {
Thread thread = new Thread(this);
thread.setDaemon(true);
thread.start(); // ZDOA 7Y =7 b &, £ LET D
}
I 2027 Z A%, HashMap 7 7 A HR—Ya by varSiud 2 &g,
/I B2, HashMap 2> A7 V=7 b~DBMRIL, ZDOF /8T 4 2R3 Z LT b,
private static final ConcurrentHashMap<Integer, Object> protectedMap
= new ConcurrentHashMap<Integer, Object>();
public synchronized void run() {
try {
wait();
} catch (InterruptedException e) {
Thread.currentThread().interrupt(); // EiAHR AT —Z AD Y ¥ v K %479
}
}

I TORAYy RIZESNDA T V=7 ML, unpreserveObject() £~ » K3
Il WIS E T, RIFSNDHZ LT D
public static void preserveObject(Object obj) {
protectedMap.put(0, obj);
}
I FEIFR A AR AZKLTND
public static Object getObject() {
return protectedMap.get(0);

}
I 73 =7 haDOR#EERIRL, T X—YalL sy a ZaERICTS
public static void unpreserveObject() {

protectedMap.remove(0);

}
}

ZHET TN N T ATH D, PIFHEABIZIE, 2D T ADA AL AT
LR 7T RA Ly ROERA G ENTW5, AL v NiE, Object.wait()Z FFONM 9
T EIC KD EHIRICARRIRAE L 22 0 | VM M A TR D, 24T V27 ME
F—FE ALy RIZEDVEHINTVWDHIDT, ALy RN JIVM Ol O T 2855 2
Ll E AN

LRI NN 7 75 0 RA Ly REGATWDEN, TOAL Y RiL7 4 —/L R~D
TR AELTORNOT, AFEHECZeofEE 5 &R 292 &3y, Lizno T,
Lo a— R, B2 OFRRBINTH D,
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6.3.5. U 7 ¥

7T AGWMETI Sy 7 7T ALy RERET S L. Fv Fuy 7 )L 22
THAR DD,

HA RTA TRAIE A REME BEEaZ R SR L~yL
TSM02-J LI5S i =] P2 L3
6.3.6. &I
[Bloch 2005b]
[Grand 2002] Chapter 5, “Creational Patterns, Singleton”
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6.4. TSM03-J. FI#{b R RELLF TV =7 FEAR LW

THEAT V2l MNIZFOWEMET, AT V2T NEEETLIAL Yy RKORIZEID T 7R
ARETRITNITR B2\, 7272 L, —BAHEAE T 3T, 2047 V=7 MILZAI
NTHHDO ALy RIZx L TR ET D)2 RN TE 5, Java AEYET ML, 7Y
=7 NOYMULE B Lo EE D DAIEERE T T2 £ TOM, HHOAL Yy K HZ20
FTVx 7 FRBRENDZLEFLTCND, LS T, UIHERRERDRED AT
Tl MRSV ESICTHZEITEETH D,

ZDHA RTA o TlE, IR TRAICHHES N TWARNWA U ARA=FT V=7 b O
A VAR UASNDBRE AT D L2 LT D, A RTA 2 [TSM01-]. A7 ¥ =2 b
DOREGERFIZ this ZRAZMRE SER2V) TlE, WP OF 7Y =7 ho this 2R GRS 5
ZLEEEIELTWD,

6.4.1. ER=a—F

VI FDER 21— R TlE,Foo 7 7 A® initialize() * ¥ v K CTHelper 7Y =7 F &5 LT
W5, Helper 772 =27 hD7 4 —/L X, a2 77 2Lk T D,

class Foo {
private Helper helper;

public Helper getHelper() {
return helper;

}

public void initialize() {
helper = new Helper(42);
}
}

public class Helper {
private int n;

public Helper(int n) {
this.n = n;

}
...

}

HDHA Ly R initialize() 2 ¥ v ROFEH LHETIZ getHelper() 2~ » R H L T helper (2
TIEATLHE, TOALy RFF#ELE TV e helper 7 1 — /L RES$ 52 L
RHIEAD, D%, HDHAL v Kivinitialize() A Y~ R&, i 2 L v KA getHelper()
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Ay RENOH LSS, BEDAL Yy RIZTRONDOWTNN—2DRELZRH#HRT 5
N NS

e 73 NULL @ helper 2

o TZ 44— )bRniZ42nkty hEN, BRIYYLE 7z Helper 7Y = 7 k

o NIEIESNTBLTF 7 4 MEO EF50. ML RS2 478 Helper 472 =
7N

Java AV ETIILTIEL, 280 IRH L Helper 47 2= 7 MZAEY 2E 04T, A
7Y x 7 FOYIWILRTZ helper 7t — /L RIZRAT S22 ZFF L TW5H, DF D, 2%
A 1%, helper £ VA HZ AT 4 —)L R~DFIAL L Helper 77 =7 &L T 5
FIAZ(H G, this.n=n)D T, AIEPRINIHEEST DL RIAFEEZLTHIVOTH
5o TNz, RNERRPHLIREED Helper 47 2P =7 b DA U AZ LV ARD AL v K
MHEZMENTLEI LOBRBE VA FUBMEGND Z LT D,

il HRIERH D, oD AL v Rdinitialize() A Y~ RZFFOH$ &, Helper 7Y =7
MIZOEREND, 7 4 —/L K niZEbc ik s, REHO Helper 72 =7 b
IHR—varrvaraind, ZIUTLEERO EMEICOWTORBE T/ <, iR
HCORBETH D,

6.4.2. @A =—F (F#L)

BT OiiA 2 — FICRT £ 910, RERRREDOAT V= 7 NBROAMIZ, AV v FF
BT LT <2 LB TE B,

class Foo {
private Helper helper;

public synchronized Helper getHelper() {
return helper;

}

public synchronized void initialize() {
helper = new Helper(42);
}
}

MDAy RERMT2ZET, MEBRRFICEITINARNWI EEZRIELTWD, —F
DAL RingetHelper() A Y v RZFESERTICMO X L Rvinitialize() A ¥ v R & MRS
. synchronized E5 S #17¢ initialize() A ¥ v NI4T I T 5, synchronized ¥ —U
— NiE, 220X by FRIOFEFFAERREZHNLT 5, 2K D, getHelper() 2 Y v
ZIEOH T A Ly Rk, WL 58 T Lz Helper 772 = 7 R & FHAHAED D>, 35 WO IH
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HPtAI S eV (T2 05 helper 28 null ZIEZRFF T 2)02OWNT N ThH D Z & DMRFES
nNod, ZO77a—FE, AVR_R—=T 4=V ERIRBRAIETHo THARETH-THLA T V=
7 NEEUNCART S Z LN TE D,

6.4.3. @A =—F (final ES&Nn7=7 41—V K)

helper 7 + —/L R final E5 SIVTWAEA, 727 NOSBMRAIHLE R DR1ICA T
TVl FPRERICHERERINTWD Z EBRIEES D,
class Foo {

private final Helper helper;

public Helper getHelper() {
return helper;

}

public Foo() {
helper = new Helper(42);

}
}
FREORIFIETIE, Foo @2 A kT 7 % T helper 7 ¢ — /L RIZHTHL O Helper 1 > A %
Y AEYTEISR LT\ 5, Java 54140 17.5.2 §i THEEEHIZI81T % final 7 4 —/L RO
FEHL Y | [Gosling 2005](Z LA,

DHER Ly FICLE DRSS 4722 FDfinal 77—/ FOGEHR D IT, 22X FZ
D ENDFY T — NI TS I EAPEIZ 3517 5 FH T A DBRNIZ FE D0 THEF
IToE, T RPNFIERNTT = NPT > SR BIZFER D P FEET S5

final 7 ¢ —/b FIZAAA A E 2G4 D & 5 TROVGEITT 7 4/0 MEFFEAR S,

L7255 T, FoOO 7 ZADaA LA NT 7 ZNRZOHHEULEZK T3 5H1Z. Helper 4 > A%
VASDSRENH L TIER R (A KT A2 [TSMO1-]. 472 =7 b OREEREZ
this ZHZRIH I TRV 25H),

6.4.4. A&=2—FK (final 74—V FEL ALy RE—T7a R Pv g )

ALy var s 7 A0RE, BANGLERZ~DAL Yy RE—TR7 7 ¥ 2244 %
HLOHLH D, Helper A7 V=27 MRZOXH7ea Ly va NN EN GG, 2047
V7 FOSRPAH L R DAENIHHEAE T 30 Z L REEES N D, LT OG22 —
TlX. helper 7  —/L K% Vector<Helper>NI|Z 7 7 &L L T\ %,
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class Foo {
private final Vector<Helper> helper;

public Foo() {
helper = new Vector<Helper>();

}

public Helper getHelper() {
if (helper.isEmpty()) {
initialize();
}

return helper.elementAt(0);

}

public synchronized void initialize() {
if (helper.isEmpty()) {
helper.add(new Helper(42));
}
}
}

helper 7 4 —/V K% final E5 L. 77 B ANRET HHIIZ Vector 72 =7 bRAEREN
52 EEPRFEL T 5, helper 7 ¢ —/L RiX, [FIE{L S 7z initialize () A Y v RZ2 O
L TEBIIHEUET D Z ENARETH Y . HIZ—DD Helper 47 =~ ~21F 7 Vector
F7 V=7 MOBMMENS, getHelper() 2~ > K73 initialize() 2 ¥ ~ R X D AMZFEOH S
LA, initialize() A Y v REIE, 7 T4 T 2 MTX D XIVIRA 2 BRRO Al RN & [H5kE
95, getHelper() # Vv RIZHLIZ Helper 47 Y = 7 F &2 iK$ 7217 72O CRIEUL O L E 1T 72
W, e 5 R E 47z initialize() 2 Y v RCIE helper (2817272 Helper 72 = 7k

ZIBIN9 2R helper NZEnE D N EHER L TE Y, Vector 72 =2 MZZSHDOAT
P MBI L X0 RBAREEZSISEITZEIEH D 2R,

6.4.5. WA a— F (FR90IHA1L)

IR D& = — R T, helper 7 o —/L RIZFHICHIEILS N TEBYD . £D7 4 —/L FHR
ZRTLAT V=7 PRERICHEIESN TR ERD Z L 2fERIZL TV D,

Il RZED Foo 7 7 A
final class Foo {
private static final Helper helper = new Helper(42);

public static Helper getHelper() {
return helper;

}
}

WZHTIEZ2VS, helper 7 4 —/V R&final EE L, 7 7ABRETHDH Z L #PRTRE
Th D,
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The Java Memory Model and Thread Specification @ 9.2.3 fi [static final 55 3 7=~ «
— VR AZUTO X S IZREdE LT, [JSR-133 2004]

2 FRDPEE N —IE LD, TXTDX L NICL S static 7+ —/b FOgEidzld, €
D2 7 XD static 1=+ 74 YT 725 static final 55 SiE 7 4 — NOEEE >
rTBZEDTESH—DLGP) & D TR S 65, LE75> T, IMM (2500 T
static final 55 X172 7 1 —/b FIZBIT S F55 720 B RIF 20 2 Tra e,

6.4.6. @E52—F (REFZ7 V=7 b -final 7 1 —/L F. volatile Zg)

JMM Tl A7 V=7 FRFHRICRDHEIC, A7V =2 RO final E5 727 4 —/L R
SERICObEIND Z L ZRFEL TV 5 [Goetz 2006], Helper 7 7 A1, 74—/ Kn %
final E5 7252 LICKOVARELRD, £To, A RF4 2 [VNAOI-J. REF T =7 b
DOIFH SR O M 2 MRS 5] 1206V helper 7 ¢ —/V K78 volatile 55 S 554
getHelper() A ¥ v REMOHIA(EEO A Ly RiZxt LT, Helper 7Y =7 h~DOZ ML
FERNHIE SN RICFHLE 70D 2 EDMRIES N TN D,

class Foo {

private volatile Helper helper;

public Helper getHelper() {
return helper;

}

public void initialize() {
helper = new Helper(42);
}
}

Il 2D Helper 7 7 A
public final class Helper {
private final int n;

public Helper(int n) {
this.n = n;

...
}

FREOE A 22— R TIL, helper 7 4 —/L K23 volatile E5 4L, 2>, Helper 7 7 AR ARZE
ThHrMENRDHDH, b L. Helper 7 7 ANARETRITFIUL, =2 — RIEHA K7 A > TVNA0B-J.
ATV =l h~DBR%E volatle EET 5 Z & TAU AN—DOAMIMENMERES LD EHEE L7
W IGER L, BICFEBABEN LB L e 5 (RO S 2 — &2 M), £72, helper 7 1+ —/b
K723 volatile 5 SN TWRWOTHIUX, T4 K742 TVNA0I-J. REF TV =7 h~
DIEZMOAEMEZHERT D) ITERT D Z LR 5,
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Helper 7 7 A28 LA A% A% T publicstatic E5 L7777 hU A Y v R&FE
FZLTHEW, 20772 —FTlE, Helper f A X > A% private 55 SN2 A N7
TEANBIERTDHZ LN TE D,

6.4.7. @Ea—F (R y NE—T7RFAEAT V=7 b, volatile ZR)

Helper 7 5 AN T ETIEH LN AL vy Re—7 84, Foo 7 5 A ® helper 7 4 —/L R %
volatile 55 L TLRIZAMT 2 Z LN TE %,

class Foo {
private volatile Helper helper;

public Helper getHelper() {
return helper;

}

public void initialize() {
helper = new Helper(42);
}
}

Il AR ClEd 503, ALy RE—772 Helper 7 7 X
public class Helper {

private volatile int n;

private final Object lock = new Object();

public Helper(int n) {
this.n = n;
}
public void setN(int value) {
synchronized (lock) {
n = value;
}
}
}

Helper 7 ¥ = 7 MIZ OMHEZITIRIELZ T 325 Z LN ARERTZO, ABRKIZAZE A v
N=O 2R T DO DORIUE A LETH S, EitEGa— FTIE, 74—/ Fn
AL T 272012, setN() A V v RERIEUL L TWD(F A K74 2 TVNA0B-J. 47 ¥ =
7 h~OBH% volatile HET 5 L TA L A—DAHRMEMEES D LBELARV] 25
).
Helper 7 7 AR UNIZ R S 72 WigA. Foo 7 7 A helper 7 « —/L K% volatile 55
5 Z LIk, BT Helper 7Y =7+ ORMIDAFE O M ZRIEST 57210 T, £DH%D
WREEFE N A & 2R DIFEIE R, LS T, Ay RE—T7TlEARWA T V27 M &
NBRT DA, TOBMEE volatile B2 15721 TId A+ Th 5,
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¥7-. Foo 7 5 AT helper 7 4 —/L R volatile 55 SN TWARWEAIEL, 74—/ Fn
DOWWHIL L helper 7 4 —/L K~®D Helper 72 = 7 ks DEAI & O R CHER1TIEA BRI AL
SVF B E9IS, 74—V K% volatile EET 5, UL, HA FTA > [VNA0G-J. 47
Y hOBRE volatile HETH T & TAL A= DWHHENRFES B L AEE L7
ICHEL B, M LIG(Z 7 A Foo)iZ L % helper 7Y = 7 1+ ® volatile & Z 23N H1#F T 720
BAIZIRY . 74—/ R n ® volatile 55 1IM4ETH 5,

Helper 7 7 A% public E5 SN TWAHD T, A KT7A4 > [LCKOO-J. FfEH T/ a— R
MWOEAENS 7 7 AR ICIT private final 0y 7 47 V=7 b EFERAT S ICEAT
HFEMIZAT O 72D T private ES Shvice vy 7 2L T\ 5,

6.4.8. 4

TSMO3-EX1: #JHHL DR Ad TV =7 NOFEREZF IR 7 A THIVUX, oI
DODHMIUL S NT-A TV =7 NERABRLTHNEDRY, 2L X, Wb =— RoK%
T volatile EE &4u7z boolean D7 Z 7 & true I L, ZDOT7 7 7Ry F&EIT
WRITIUTZ 7 AZERSNIZA Y v RBFATTEIRVE I ICTHHERLE,

UUFICZOFEERT,
public class Helper {
private int n;
private volatile boolean initialized; // 7 7 # /L hME(Z false TH %

public Helper(int n) {
this.n = n;
this.initialized = true;

}
public void doSomething() {

if (linitialized) {
throw new SecurityException("Cannot use partially initialized instance");

}

ZOTFETIE. MIHHLOZE THIZ Helper 7 7 ADA VAR L A~DSNAREINT-E L
Th, TOA L AZ L AEMATERNEIIZ LTS, Helper 7 7 ADTNTDORAY v
RTCHIHMEDSE T LTeED D EHET A ODT7 7 7 %F =y 7 LTEY, #IHE» 5
TLTWeWA A A IEATE 20,
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6.4.9.U 2 7 Ffh

WHINDWET —Z~DT 7B XL L TN E | Bied ALy FREO R,
ATV b bDHVE, RERICHILSNIRIEOAT V=2 FESIL S 5,

HARTA v R AREME fEIEa A b B L~L
TSM03-J h i i P8 L2

6.4.10. &R

[Arnold 2006] Section 14.10.2, “Final Fields and Security”

[Bloch 2001] Iltem 48: “Synchronize access to shared mutable data”
[Goetz 2006] Section 3.5.3, “Safe Publication Idioms”

[Goetz 2006¢] Pattern #2: “one-time safe publication”

[Pugh 2004]

[Sun 2009b]
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6.5. TSM04-J. ALy FRZEMDOHILIZT /T —va v &2EMHTS

Java SEEDT T — a UBRIZ, Tn 7 T AORFHERENSULT DIk, Y —
RAaA—=ROT ) 7= arid, a7 LAOBKRERIZA X T —F 2B, a8
TRTFTTAY, TR H, HDHINNTIVM BZEORNEEZFIHTE 5 X HI2T A TH
Do T/ T—YarOofizit, Ay ROLEMEEZTIR LIZY, HDEWITLEMENREE S
NTWRNWIEEZRBRTEHL0EH D,

6.5.1. WTAEIZBET AT /T —Ta v

WATABRIZRE T2 4T /T —va U BRI TEY, 94V A EEARa—RT
LR TCE 5, —2H®DT /7 — 3 L, Java Concurrency in Practice(JCIP)IZFtil X 41
TWAHMESDOT 77— 3 UL S TE Y [Goetz 2006], jcip.net 7»5 JAR 7 7 A
NiglE Ay ra—RT5HZENTE5, JCIPIZET 57T /77— a i, Creative
Commons Attribution License TV U —Z2 ST\ 5%,

ToOHO, X0 KRBEATERICES ST ) 7 —3 3 L%, SureLogic (2 L ViRt ST
W%, Apache License TV U —Z2 I Tk b, surelogic.com »H X 7 — K452 &0
T& 5, 2N6DT /7 —3 3 % SureLogic ® JSure Y — /L THEET 5 Z &N TX 528,
Y — L RFIHARATREZR G S TH, 2 — FOSGEKICAEH TH D, JSure > —/LiT JCIP O
JT—varyb i aAR—hKsLTEY, SureLogic D7 /T — a Dy MIFXJICIP DT/
T—varyaEnd, (JSure X JCIP D JAR 7 7 A VOB AR — K LT3, )

N7 ) T—yaryEERT AL, RO JAR 77 A VDO—FH D WIS &2 XY
ya—RLTa—ROENL RRRGENT S, ZNWoDT7 )7 —varaffioTALy R
DLEEVEZONWTXEAT A2 HEIZLLTOE® Y 3 TR 5,

6.5.2. 2L v FDO&E4LM%2 Ik

JCIP X, AL v ROLEMICETH 70/ I7~DRFAERNZTLIRTH-DIC =207 T A
L L T 27 ) T —va rEEEL TV S,

@ThreadSafe 7/ 7 —3 a X, 7 TANAL Y FE—T7 Th D 2 & &2rmd DIl HNW5,
DT T —asiE, Wi AT 7' A (public EE ST 4 —/b ROHHLY SEIA A
public EE 3N/ A Y v FOMH WYL AT V=7 MaEFE LRI LN Z &2 EIR

11 2011 4E 7 ABE. ZOHA RTA FTHIBRENL TV D,
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T 5, 72& 21X, TR Aircraft 7 7 A TlE, Bisfbsniza vy 7R —OHR T, ALy
Rt—7THrZENHTLIN TS, 207 T A, HFARERe v 7 2 FEH LT 4
— I RxEyZRELTND,

@ThreadSafe
@Region("private AircraftState")
@RegionLock("StateLock is stateLock protects AircraftState")
public final class Aircraft {
private final Lock stateLock = new ReentrantLock();
I ...
@InRegion("AircraftState")
private long x, y;
I ...
public void setPosition(long x, long y) {
stateLock.lock();
try {
this.x = x;
this.y = y;
} finally {
stateLock.unlock();

}

}

@Region ¥ X '@RegionLock &7 /7 — a VIE ALy ROREEEHIRT 0 v 7
RY U—EBRL TN,

7720wy 7R =T 5729012, 7o & Z @RegionLock & %V iF@GuardedBy
77—y 2 i—E EEI SR L LTH, @ThreadSafe 7/ 7 —3 2 » E#H S
TR, LE2—fEHEZ0I FARAL Y FE—7 Ths 2 & R EBHICHS = &
MWTE D,

@Immutable 7/ 7 — g id, AERT TACEH END, RERF TV =7 ML, AE
ALy ReE—T7Thbh, RERT TV NIKEENRZTH, volatile 55 7=
WLV AR S, BEDOAL Yy RickoTEeIFEINDZ LT D,

LLFOf Tl AZE72 Point 7 9 A Z R LT\ 5,
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@Immutable
public final class Point {
private final int f_x;
private final int f_y;
public Point(int x, int y) {
fx=x;
fy=y;
}
public int getX() {
return f_x;

}
public int getY() {
return f_y;

}
}

Bloch I[ZLLF D X 9 123k~ Tv» % [Bloch 2008] .

enum ZZHIZ OV TIE, FEMEZHIXAL T 5223750, static 72772 U X2 B
(EDVTIE, BOEDHI S 50 Th 35550 T, ORIV EDI L FOLE
PEIC O TS L 912 L TR S LEPH 5(7= & 212 Collections.synchronizedMap &
Vo X BEDE 512),

@NotThreadSafe 7 / 57— a id, ALy FE—7 TldhWr I ACHEHAESNS, 1F&
WNEDT TR, ~VFALy RRETHERHLTLZETHLINE I AR E T
2N, Lo T, TalI<id s I3 ANA Ly ReE—70E 9 IR ICITHE X 72
W, ZOT ) T—Ya v, 77 ACBWTA Ly ROREMENRKINL TW5D Z & % Bk
IZRL TS,

72 & 2, javauutil TRESNDIZEAED LT Vg BT AFEE T, ALy Re—T
TIE722V, java.utiLArrayList 7 7 A ThHUE, ZOZEEZLLTFO LD ITHETE %,

package java.util.ArrayList;

@NotThreadSafe

public class ArrayList<E> extends ... {
I ...

}

6.5.3. 2y 7R I —DHIAL

HH N DREEHAERET DI TCWbdry 7%, T XTHIUETHZ L iX
HETH D, Goetz HIZLLTFD X H Tk~ TV 5[Goetz 2006] .
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HBEDR L > FI37T 2t 295 AfBRINEEREF L, T DELEA~DTXTDT 2+ X556
Ly oDy EICiTbhdLZR DS, St TDEHIT > 2ICL VIRESIT
nsEEhis,

ZOHMOZDIZ JCIP 1L @GuardedBy 7/ 7—v a VAL TBY, —F T,
SurelLogic i¥ @RegionLock 7 / 7 — a v Z# it LT\ %, @GuardedBy 7/ 7—3 3
UHRHEAINDT 4=V REDHNEA Y v RIZiE, FFEOR v 7 ZRFF L TV L E5AICD
BT VAT DHIENARTH D, ZHULEA = v 7 & 5\ java.util.concurrent.locks @
EOREN ey 7L NS ZLILRDLETHA D,

7o & 21X, LLF @ MovablePoint 7 7 A Tl&, ArraylList 7 7 2™ memo % A\ Tila & DA

EZRETLOILEOTEDS, BEWRERR A b 2FEL TV D,
@ThreadSafe
public final class MovablePoint {
@GuardedBy("this")
double xPos = 1.0;
@GuardedBy("this")
double yPos = 1.0;
@GuardedBy("itself")
static final List<MovablePoint> memo = new ArrayList<MovablePoint>();
public void move(double slope, double distance) {
synchronized (this) {
rememberPoint(this);
xPos += (1 / slope) * distance;
yPos += slope * distance;
}
}

public static void rememberPoint(MovablePoint value) {
synchronized (memo) {
memo.add(value);
}
}
}

xPos & yPos D% 7 4 —/)L R~ @GuardedBy 7 /7 — a VL, (INHD7 4 —/L K
ZHHT D move() X Y v RTITHhIL T D K Hid)this B ~Dwu v 7 2 FT 25 2 Lic X
D, KT L=V RE~DT 7B AME#ESND Z L EZRLTWVWS, memo ~» @GuardedBy
77— a %, (rememberPoint() 2 ¥ v R T{THOI T % K 9 I2)Arraylist 72 = 7
fDBu Yy Z7REDY A MIGENDHERELREL TVDL I L EZRLTND,

@GuardedBy 7/ T — 3 VBT ARIED DX, 7T AND T 4 —/L REOBR A
MEIZT D EMTERNWI L THD, ZOHIRIL, SureLogic ® @RegionLock 7/ 77—
S OERICKVRIRTHZENTED, ZOT7 /) TF—3avid, BHHED T 5 A~D
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FLWiEk e v~ 7 (region lock)Z E5 L TW5, ZOEFIZLY, FFFOouy 743727
Na 7 T AOFEBICEEM T 58 LWARI & Ow v 7 Z{FRT 5, vy 7 B3 MREFISND
BAICRY, fEEAT 7 AEND Z &I D,

7= & 213, LLF® SimpleLock & v 7 R Y r—id, A > A X o A~DREEULNZE DIREEE
TRTRETDHEEZRLTND,

@RegionLock("SimpleLock is this protects Instance")
class Simple { ... }

@GuardedBy 7/ 7—3 3 > L3RR Y | @RegionLock 7/ T—v g U EES Z LT, 1
v 7 ARV =Tkt L TR, 230, B IXEWOH 54 FI A4 1T 2 2 L B3 REIC 2 5,

2y 7 RY —DOMmAICIZ T, @Region 7/ 7 —3 3 i, PRI TODAREED fEER
D bHFLTND, UTFOFITRTLIIZ, ZOAFNZE->T, KL ry 7R 2 —
DRIGZEHOENIT L ENTE D,

@Region("private AircraftPosition")

@RegionLock("StateLock is stateLock protects AircraftPosition")

public final class Aircraft {
private final Lock stateLock = new ReentrantLock();

@InRegion("AircraftPosition")
private long x, y;

@InRegion("AircraftPosition")
private long altitude;
I ...
public void setPosition(long x, long y) {
stateLock.lock();
try {
this.x = x;
this.y = y;
} finally {
stateLock.unlock();

}

...
}

EEOFENZEB VT, StateLock & WO Z4FIOT v 7R Y —i%, stateLock ~Dw v 7|2 X
v . AircraftPosition & i S V72 BEI(MLZZHE DL E 2 R BT 2 72 DI S 5 AT DR
RREGD)DMREIND Z EERTOIEASN TS,
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6.5.4. AIE ATV 7 MO

FTV 2l ME ATV NEEETHAL Y IR ENDHDT, 7V =7 hOKE
Hixrn vy 7R o—EofftE LTEZOND, ATV =7 ML, DA U AZ U AEAE
T % new HEFAMHEHT ALy NITHRESND, A7V =7 MIERZIZ, oA
v RIZERIZARTHZ ENafiEL 2%, L, A7 V=7 FOIHFIT, 2O AKX
VABEERLIZA Ly RRERT L2 ETIIATONAR, ATV MERBICART LT
T —FIZONWTIE, HA KT A2 ITSMO1-]. A7 ¥ =7 b OREEREC this 2%
SHERV] THEm SN TEY ., @Unique(return")7 / T —3 3 LI K O RICEHRT S Z
ERARETH B,

7o & 21, LLFICRT 22— KTl @Unique("return")” /7 —32 a3 2k -»T, 2 A b
FIEMBIREND ATV =7 FOBRP—ETHL RIS TN D,

@RegionLock("Lock is this protects Instance")
public final class Example {
private int x = 1;
private int y;
@Unique("return")
public Example(int y) {
this.y = y;

6.5.5. AL v FHERARY —DBL

Sutherland & Scherlis I, AL v~ K## (Thread Confinement) A~V o — &AL d 5 2
ENFREZRT VT —va v EREL VWD, o7 e —F T, a—Rz2bonEE
DOTT )T — arEREET 5 2 & A CTX %[Sutherland 2010],

22X LLTFOT7 )57 —2a Tk, H570 7T ANERTEH D20 AWT A X L
2Ly R L% Compute 2L v REEFH | Compute A Ly R AWT O F — Z #EiE<e
AR FEWH ZEEBRETCND I LR, RIFDOBERE L TRLTWS,

@ColorDeclare AWT, Compute
@IncompatibleColors AWT, Compute
@MaxColorCount AWT 1
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Goetz [T D L H 12k~ T % [Goetz 2006] .

TSMo4-J

WEEWKTFT 5 2 Z T, 15K « A1 717 F 2039720 T R ERICHNT S0, P

I FAPERLICE o1 G TERNL 5 ICTBNETHS,

(ZFUZ THERIZZ D

DDFRGFFE XL 70 IF 2T IUE, 21 SF1 5 & Th S J[EJ Item 15] DHL TH 3, )
WRINS & E S RELK TS 2 F R, LR EbFMfFa—tay 2z
FIr L, RAFB7EE FER Y o—2 XEFEET 5 2 EPBETH S, &, MORET
BRIUZH DR b L FBIZRZ000 LIV (WEEKTFT 52 7 X35 & = 7 =D
FHHEIL, TDOWREEE Y72 T RIZHRT S0, - T h oz LR S
ETHS, T, 2 T RPEDKEZIEG T 2 X A[REIZT B05, € DFEIHE LE
tELRVDEREICZ EThB),

it - mEn 7 a bk, oAU SN A NENH S, BREGSTIE. 2O HMICE
3T )T —3 a3 O WTIIMER TE TV,

6.5.7. U X7 &M

WATHEH O — FOT7 ) 5—3 3 1%,

BOMH LB Z2 A8 570N T2 2 N TE D,

B EZPE L, BAIRRER LU — 25

HARTA TRAIE TTREME EEa Ak LR Ll
TSMO04-J 15 i o P4 L3
6.5.8. &Mk
[Bloch 2008] Item 70: “Document thread safety”
[Goetz 2006]
[Sutherland 2010]
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féx HFEES

T hIv Itk

TVIT AT T—H~DOEEIZE IO L, 7RI v 7HERHERISLTWD X, 20
T =BT 7 RBARGERMO AL v Rid, LTHRIEOBGRINE THROT —X 25T 5
Z LTy, BERYOT— X DfEE BT D Z LT,

LM (safety)

LZEMDOERAMIZ, TXTOFT V=7 PR AF ALy FERET—H LICREAHER
TE DX IITRFET 2 Z & THh S[Lea 2000a],

A R & v AEH(instance variable)

A UAR AT LT, static BEEEZ L TCWARWT 4 — L RDODZETHY, FOT7 4 —L K
NEFRSNTZZ TADTRTDA LV AZ L AZEENTNS

F 7Y =7 b OB (publishing objects)

(A7l VAT HEE, RAa—THANoAT7 V=2l NZT 7 BATELHLHICT
L2ETHD, ILlzlT A7V =7 FOBREMO A —FRT 7 8ATEL L ZAHITHK
W35, private TRWA Y v RHLBRZIRT, 2REMO 7 T AD A Y v R &S
7 ETH 5] [Goetz 2006],

HLAR IR KB (starvation)

—OLEDA Ly R DALy RBREFY Y =T 78 AT 5052 RFE#IZDZ-
TRHAFCWDRED Z &, =L 21E, WP T £ TICRERFH %2 24 % synchronized AV v
REMEOHTZ Ly RiZ, o2 Ly REHURIREEICT 5 Z L1272 5,

M (volatile)

[volatile 7 ¢+ —/L F (§8.3.1.4) ~DOFEALIL, T XTOHFOHH Y FAEORTIZIEA
(happens-before)4" % | [Gosling 2005], [volatile D~ A ¥ —a & —~D#{EIL, A A
PAFYRAL Y IOV ALy RPEER LEFE D (25T 5] [Sun 1999b],
volatile ZH~D7 7 2 ZTBER—EMZHT L0, Zhid, FHEfE~Da 171285
RELDTON TN RN L2 EKRT 5, 284 volatle 55322 L1%, &ALy PR
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TOEBEAEELTZSE, TXTCDOAL Yy RREOERDOEFHOME WD Z L 2 RitT 5,
HRMEIE, 7V T+ 7@0)7 by 7 RERY BRLOEALERIET S, Lo, B
~DNNE (read-modify-write > —7 > 2)YD X 5 REABIEOT + 2 v Z PRI REE L 720,

Bi AR (race condition)

[—f) 72w A, PRI ¥a(nondeterministic) /LB D SZATIZ D723 0 | BX U728 0 ([ZALEE

MFEITENDRET T T LAOKRMETH D [Netzer 1992],  [HFAIRREIL, LHFEROE

WPEDS, HEA Ly FORILZ A I IRFATIAF R EDT 2 A4 LEWEIZ, IKFET 25
BITFET S [Goetz 2006],

WA 9 57 7 & X(conflicting accesses)

— BRI LT, ZoDT 7B AGEARELITEAR) MM TN, 772D L
*jiin EIAATH 5 b D[Gosling 2005],

Y=& A B— a (sanitization)

=LA B—v a0k, ANERGFEL T, EHERY 72T LD ATERIZ—ET HREL
WCEMT DL EERTOHETHS, mE I, T—FX—ATX, 7—X5RGFT5
AN, R L FA2T_NTCZ A —FH L WIIHIBRT S 2 L 23R4T 506 Lk, A
ﬁ@%:&4ﬁ~ya/&i\i%%é%\%@\i/:—%\%éwiix7—7¢é
ZEIZEY ., AJINEDNOARERLFEZEETHZ L 2ERT 5,

A3 4 )EF (happens-before order)

“oOEEIX, FHiRERIFR(happens-before relationship)iZ & - THEFAHT 2 Z &3 T
&%, HOIMEPMOBEL Y bFEARET 225G, BRYOMEILFEH OBEMENS AT
LV ZREY LENCEF T 6D, [..] o OBERICHFHRIRAERBRBRAFEL TH,
Vg Z DIEFFE D IZFEET DNER D D DT TIERW, JEFOI O 2 3 Thii e LT
B, ELWEITRER G RFF L TOIUER W, [.] X0 BEMIcRBET5 L, =9
OEERFRIEAEOREFREZ LA L T2 LTH, FARAEOREKREZ I L a— R
O, TNOENLT LHEYIEFTCHIAITINTWVA L IICRZDLETR, 22X, &
HA Ly ROBEDEALN, DALy ROFERY &FAET DR, FEED 76 IXFEIAL
MERDNEFTITOND Z &R TE 52 & b5 5] [Gosling 2005],
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bR 2

(AT Vxr ME, FOa A RNT I EPET LERR TRt Shz 52 5.
SERICHIUL DB, DA TV 27 NI HA Ly RiE, #4477 Fofinal
T 4=V FOYHEEZIELS BB TE 5 Z EMEIES TV 5] [Gosling 2005],

Z IR —E tE(sequential consistency)

[BR—EMHIX, 70T AOFATO RN LNEFMHHZET 5 & THMVWMEIETH D,
BR—EMEHT 2FETICRO L, 50 CFIARL EOFE L2 OT X TOMEL T4
KRR FATIERFDFE L. ZOFETEFIZT 1 7 7 KEFEEAERSH D . 2>offl % Of)
ERT Ry 7T, TXTOR Ly RIZAEBIZAH E 72D, [L.]7 07T A0 EL < FE#lk
SNTWDHGE, 7r 77 50T XTOETITER—BHEEAB L TND I LIZ25(S
17.4.3)] [Gosling 2005], &R —EMEEZFT 52 L1d, BEAT— M A ML Ta X
A WX B IRBEEDPITONRNWZ EEREBEL TS, BIR—BHEZ AT ET L E LT
AL, o7V X7 4 T7OEREAITT 22 L1, 2234 FI2L 52— RORKEENE
FFRRZMNTERL IR DTDBMERTIR E 72 5725 5 [Gosling 2005],

4tk 3 (condition predicate)

FAMRGEIL 7 T ADIRREEH D DER SN R T, ALy RREITEkET 512132
DFERITE (true) TRITFHIT R H 720, A L RiX, Object.wait(). Thread.sleep(). & %>
X2 DDA KD FAT 2RI T D03, ZD%, BMEZE L ORERENE & 72
S 2RIV A FEBR 9% [Goetz 2006],

{E#H T & 72V 22— F(untrusted code)

FOFRITN —EDEELZFERTEENOHHHFFRHOa— RO &, FETE 20
A= R TLHEEDRDH D LIFRORNA, 2O & &2 BERTHIBT 2 D130 H A
Thb, LEN-T, BETEARVI— NIV FR Y 7 RBEETEIT LR L,

{E#8T& % 22— F(trusted code)

Java APl ZHER L TV o700 E 9 MITERZR < flARriAFA 2 Z A —& (primordial class
loaden) 2LV m—FENHa3—FDZ L, AKRF2 AL P TIE, ZOEREZILEL TEBY,
PEFIOa— RTHVEHTE RV a— RIZERIT T DEMOF AN S Tnd a—
Fb, BEHTEL23—RFELTWD, ZOERICED, FEHTERVI—RFEEHTED
S R DD T AR —F WA L SKRAR Y T A B — 4 T B UBEIE RN D F— L
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ANR—ANCHFETHZENAREE D, FOHE, EXxa2U T 4RV —, EEHTES
a— NTITE 72 2B D YT, B CTER VW a— NIRHELZ 5 2R\ LT, WiE
ZHARICX B L2 < TiEZe b 7au,

A by RE—7(thread-safe)

FT 2 NRAVy RE—TThbEE, T—¥BAEELDZ ER{BEHEDOALV Y R
WL CHERRETHA L EENT A, (AL vy RE—7727 T AR5 N
IZEELTWHOT, DALy KA, BIMORIHLEE A LB L3 public 55 Sz
AVHE =T 2—A%BELCT 7 AT HILENTE D) [Goetz 2006], 727 7 AlX, &
#LALY FE—T7ThD, AIER7 7L, WUNZFEHIA fTORLTOIUEL, ALy Bk
— 7 &5,

AT (liveness)
TRTOEIEDH DV A Y v FIFH LS, FErEFICREETIEITIND,
He 551

(B E SRS DVEREBRO X 2 V7 4 R —%25 2 L 2 AREICT 5, —
44t Z L] [Seacord 2005],

2JIEFF (total order)

bHEAITHBWT, LEO —SOERMIEF AT bRE L, i xiE <= GIFT
bDHYE, BHITBT HRMEFTH D, TRbb, LEO S SOBIICE LT, Zh 50N
D— AT L0 /NS LD & & BT 5 [Black 2004b],

it =

— B A~DENENRHEET AT 7B ATHY . ERIFEAEBRIC JEFFAH T ST
Y [Gosllng 2005],

Ty Ruys

EEOA Ly RINEWOBR 7 BEBENDDEFHFSTHEOWMEZ 7o v 7 LTWAHIR
WDz L, EHEEDAL Yy REEITETZ R TE 7220,
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[FI#i{t(synchronization)

[Tmr7 7755k Javald, ALy R CTala=r—2a b ZWDHTCODA =N
B L TS, T O TR G AR FIEIX, =4 (monitor)& VW THEE S
=R (synchronization) TH 5, &4 7 =7 ME, TNEN—2>DF =X (ZEH#f]
Foid, ALy NiE, ZOF=4%ny 7 E3FT7 ey /352 R TED, —EIC
—ODALy RIZTNR, FEDE=F2ny 7 T5Z L2 ESNTNLD, EHE=4
Ay LR ETHMDAL Y NiX, 20ny 7 2 BETELETTry 75281
725 | [Gosling 2005],

2[5 FF(partial order)

P LHTRTTIEARD, WS ONOBEZENMAGD SNEZIERF, -8 21%, £45{a. b}
BLWa, c, diE, #£H{a, b, c, d}OHTESTIEH A0, WIT LT DOHpES Tide
W, [~ EE L1, EAICBIT A HIEFEZEK L TS,  [Black 2004a]

E—FRAFEY

[Z Ly RECHAREE/R A £ U 2345 2 £ U (shared memory), H 5 Wik —7FAE Y
(heap memory) & FES, T XTDA LV AZ AT 4 —/L R Fi7 4 —/L R BHIEHEITE
— T AV IS, [] B— T ER(§14.4). AV v FOEBIEK (§8.4.1), Hilsh
Y RIDOBIEIIA Ly R TG ENT, AV ET ML HEEITZ T2\ [Gosling
2005],

ARZ(immutable)

REFT V=7 b EIF, PHHERICEOREEZEL T L ENTERNAT V=2 FTH
Do

o MHEL, ZTOWRBEEZ DI LN TER,
o TXNTDOT 4—/L K final THBH[12],
o ELSHEINTVD (MEERTIT this ZHNGEH L7V,

[12] BB, T_XTD 7 4 —L K final THRWAREL 7 V=7 b b{FFET 5, String 1%
EDORIWRTTAD—FITHLN, ZOLIRT T AEERT 521X, Java AEVET /L
EWRSBR LT BT, T AN EETHS I EEAEEICHERT AMLENRD D, (i

String 1354112 hashCode M FEIFALTZHEIZ N v & 2 EOBIER E A 1TV, 2 OFER % final
TR\ 4 =)V NITRFET D, TRBFINDLDIE, TDT 4 —/V RRWMDENT 7 4V
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FUAMZIE, RERRENOHE LN FICEHERRDBFE U Ny v afED 7 i2—2 Ly
T b, ...)] [Goetz 2008, FEAT V= r NIAEMIZAL Yy Fe—7Thb, K
EAT7V =l NI, HEOA Ly RlZLvIgaInsn, R L ARSI ME L
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