: JPCERT Coordination Center
H H DN : c=JP, st=Tokyo, I=Chuo-ku,
J PCERT Coord in atlon serialNumber=AATL20241218380393,
0=JPCERT Coordination Center, cn=JPCERT
Ce n te r Coordination Center, email=office@jpcert.or.jp

J P CERT® :2025.06.23 09:37:23 40900

JPCERT/CC A v #—x v FERBHAIVFH— K
202241818 ~ 202243 A 31H

— A JPCERT =2 —F 4 3 —3 g vk X —
2022424 H 21 H



JPCERT [®{®°

B R

TR RO 3

I e Y= I ek - SRR 6
21. U AT EEETLHIRE UizBkRaiR Y /X7y RO oo 6
22. IV TRFUEEETHIRE Lz 7y MEO—EFB 2T DU T oo, 8

KT /R 10




JPCERT [&{®¥°
1. HER

JPCERT/CC TiX, A »#—* v b EIZEROBHAE % —Z0HBELE L, REFESEICHIT THRE S
D3y N EARGERITINER L, $05EA — MRS CEE ok & & 128 L T 2 aHessteiG®, /v
U TR — L OER S E X L TOMTT S 2 L T WEBIEECHERTIEEI O MR ICSE O TV ET,
Fo, 29 LBUAIClE, HEORSEN L DZ T R LEE TH 570, £SO National CSIRT
CHEPEEL TERENOMIRICE P—Z25E L, BMEICSINL TH 6 S ZIT> TWET,
KHOE L —IBIE LT — X 208 L, BN Ao, w87 #ils o National CSIRT 72 £l
fHMAfEit L, ROLDOBEEZ K L CWET, /o, HARENEA OREIZ W TIE, JPCERT/CC @
H % OIFEN O CHRHL L TV ET,

ARLUAR—FTIE, TSUBAME (1 % —x vy MERBLIIT AT L) TRIUEHICBII S 7y R &
DM LT fE RIC W Tib~FE 9§,

AVPEHICEN TR SN2 v NOSEEAR— NEEE /T v EBRE o ZIEICIERTZFEO ~ v 7 5
I [E1] IR TEBYTLE,

[ 1: 5688 — &S~y 7 5]
JEAL SESER— B AP =B DNEAL
1 6379/TCP (redis) 1
2 23/TCP (telnet)
3 123/UDP (ntp)
4 22/TCP (ssh)
5 445/TCP (microsoft-ds)

AW |N

KR — hEF L —EADOXEOFEMIL, IANA OLEDEZ SR L T ZS0,
kB, —E AL IANA OFFHAZ LI L TWETR BT LD
HZHP—ERT 0 F Do L STEHRO AT v FRZESN TS LIFRY 8 A,

[(F 1] R ULEASER— NEFERO Ty MR OHR . [K1] TR LET,




JPCERT[H@®°®
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(1) Service Name and Transport Protocol Port Number Registry
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml

(2) Defence of Ukraine
https://twitter.com/DefenceU/status/1493628291844083723

(3) 360 Netlab
https://twitter.com/360Netlab/status/1493797519725367302

(4) BREMEFE X T 2Pk T T2/, ~ I B EERE
https://www.jetro.go.jp/biznews/2022/01/d97c27fec4aaf775.html

(5) NetBlocks
https://twitter.com/netblocks/status/1480713969295933443

(6) Kazakhstan'’s Internet Shutdown Offers Lessons for Russia-Ukraine Crisis
https://www.nytimes.com/2022/02/18/technology/kazakhstan-internet-russia-ukraine.html
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